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1 Symbolic Execution of Amended Needham-Schroeder Shared-Key Protocol in
Our Framework
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1.1 Roles

The initiator, communicating with intended party @), trusted server 7', does the following sequence of steps in session ¢ which we
will informally denote by InithS[i, Q,T, No, hy, hs, hs, hr, Rs):

e Receives some h; from the adversary that triggers the start of the session with intended party )

A sends A

A receives hg

e A generates nonce Nj.

A sends (A, B, No, hs)

A receives hs, and checks

- T (sdec(h5, KAT)) = N2
— w1 (w2 (sdec(hs, KaT))) = Q
o A sends 7y (ma (72 (sdec(hs, K aT))))



e A sends c; (A, Q,T, Na,m (7o (72 (sdec(hs, K aT)))) )
e A receives hy

o A sends {sdec(hr7,m (w2 (72 (sdec(hs, Kar))))) — 1\}ff(ﬂz(Trz(sdec_(h57KAT))))

o Asends d;(A,Q,T, Ny, m (2 (w2 (sdec(hs, Kar)))) , sdec(hz, m (w2 (w2 (sdec(hs, Kar))))))

The responder does the following sequence of steps in session ¢’ which we will informally denote by
RespsBNS[i/a h27 T? N17 NSa hﬁa hga R17 Réd:

e B receives some ho from the adversary and checks
— W (hs2) (Checks that it is a name of someone)
e DB generates nonce V.
e Bsends {ha, Ny \}?BT
e B receives some hg from the adversary and checks
— w1 (o (sdec(hg, KpT))) = N1
- TQ (7‘1’2 (sdec(hg, KBT))) = hg
e Bsends ¢, (he, B, T, Ny, m (sdec(hs, Kpr)))

e B generates nonce Ns.

e Bsends {|N3 \}ff(sdec(he,KBT))

e B receives hg, and checks
— sdec(hg,m (sdec(hg, Kpr))) +1 = N3
e B sends dr (hg, B, T, Nl, ™1 (sdec(hg, KBT)) s N3)

The trusted server does the following sequence of steps in session 3" which we will informally denote by
Trustiygli”, ha, T, N1, N3, hg, hs, R1, Rq):

e T receives some h, from the adversary and checks

— W(m1 (h4)) (Checks that it is a name of someone)
— W(m (w2 (ha))) (Checks that it is a name of someone)
- T (sdec(7r2 (’/TQ (7‘(2 (h4))) ,Kﬂ.l(ﬂ.2(h4))T)) =T (h4)

e T generates session key K.

e T sends { m1 (72 (72 (ha))), 71 (72 (ha)), K, {}K, w2 (dec(mz (w2 (72 (ha)) , Ky (o (hanT) ) 1 (ha) ‘}Rz ‘}Rg

Koy (ra(ha))T Kri(hy)T

e T sends c; (771 (hg), 7 (m2 (hy)), T, mo (dec(m (m2 (2 (ha))) K7r1(7r2(h4))T)) , 1 (m2 (72 (ha))) s K)



1.2 Computationally Sound Axioms Used
Axioms for derivability >:
e x = x, and the substitutability (congruence) property of equal terms holds for = and >.
e Self derivability: ¢, 7,z > x
e Increasing capabilities: ¢?, >y — (;37 T, x>y
e Commutativity: If Z’ is a permutation of Z, then b, T > y — (ﬁ, 7y
e Transitivity of derivability: qAS, >y A gZ;, Z,y> 7 — q%, >z

e Functions are derivable: ¢, 7 > f ()
This axiom is sound as long as functions are interpreted as PT computable algorithms.

e No telepathy: fresh(z; ¢) — dpa
This axiom is sound as long as RandGen() items are generated so that they can only be guessed with negligible probability.

e Fresh items do not help to compute: fresh(z; b, T, y) AN Ty = dNGEr>Yy — O,T>y
Axioms for derivability with symmetric IND-CCA?2 oracles:

e Equal terms are substitutable on the right hand side of >51¢2,

e More oracles help more: (;AS, r>x— ¢A>, 7S g,

Increasing capabilities: ¢, Z 52y — ¢, &,z >52 y

e Commutativity: If Z’ is a permutation of Z, then b, T2y — ) F o2y

Transitivity: ¢, Z >52 § A ¢, Z, 752 7 —s ¢, 752 7

Decryptions of adversarial ciphers do not help: If O is either IND or KDM CCA2, either symmetric or asymmetric, then

RandGen(K) A ¢, & %%y A ¢, 7, sdec(y, dK) >% 2 A VeR(y = {2} — {2}l € ¢,7) — 6,252 2

No telepathy: fresh(z; ¢) — ¢p

e Fresh items do not help to compute: fresh(z; ¢, Z,y) A T,y < ¢ A ¢, T,z >52y — §, Fsi2y
We assume that the encryption is both CCA2 and INT-CTXT secure, and use the combined corruption predicate:
b, i K=¢7p5?K N 6,70 K
For this, the following axioms hold:

e Equal terms are substitutable on the rhs of ».

Derivability implies corruption: (,ZAS, I>SCK s e K
e Increasing capabilities: ¢?, s K — (;37 Zxw» K

Commutativity: If #’ is a permutation of Z, then ¢, Z » K — ¢, @ » K

Transitivity: QZA),:E|>SiC2 g A ngS, Z,yp» K — QB, Zw» K



Decryptions of adversarial ciphers do not help:

RandGen(K) A RandGen(K') A ¢,Z>%%y A ,Z,sdec(y,dK) » K' A VzR(y = {z} 5 — {z} 5 Z 6,7)
— 6, Z» K’

Uncorrupted keys securely encrypt:

RandGen(K) A fresh(R; ¢, Z,z,y,K) A Z,2,y < d A &, T, {la)le 92y — b,Zzw K V ¢, 252y

e Uncorrupted key’s encryption cannot be faked:

RandGen(K) A ¢, Z>y A dec(y,dK) # L A VeR(y = {z}f% = {2}F 7 6,8) — ¢, Z»° K

Encryptions with uncorrupted keys do not corrupt

RandGen(K) A RandGen(K’) Afresh(R; ¢, Z, 2, K, K') A Z,x < ¢ A ¢, Z, {2} » K
— O Zxw K' 'V T K

Fresh keys are not corrupted: If the encryption is IND-CCAZ2 secure and INT-CTXT secure, then
keyfresh(K;¢) — ¢ ¥K

e Fresh items do not corrupt: fresh(z; b,z y) AN Ty < dNSTzwy — 0THy
Bla
e Special to ¢;, ¢, ct, d;, d,, di (Let ¢ be either of them):

— ¢ does not help the adversary: RandGen(N) A 6,7, c(y) > N — b, F> N
— c cannot be forged and cannot be subparts of terms:

—»

b, 7> c(§) — () SOV =c@) V...V = @)

— c cannot be equal with anything else: If the outermost function symbol of a term 7" something different from c, then

(i) #T.

e Equations for the function symbols

Equations for encryption/decryption:

* Decryption of an encryption results the plaintext: sdec({|z[}%, K) = x

Equations for pairing/projections:
« First projection: m ({z,y)) =z
* Second projection: 7 ((z,y)) =y
Equations for +1 and —1 (We write +1(x) as z + 1 and —1(x) as  — 1):
x (z—1)+1==x
x (z+1)—-1==x
x r—1#x
Equations for long-term shared key:
% Shared key of () and @’ is the same as that of Q' and Q: K¢/ = Kq¢



Further Needed Axiom (The implementation needs to satisfy this too)
For this protocol, we need an additional axiom, namely that for an honestly generated nonce IV,

RandGen(N) — m1 (N) # N

Without this, there is an attack.
We further assume that secret keys of agents other than A, B and T are accessible to the adversary. Names are all public.
There is only 1 trusted server.

Agreement Proof

a)
We show first that if A, B and T follow their roles honestly, then

¢i(A,Q, T, Ny, my (3 (w2 (sdec(hs, Kar)))) ) T b —>

3Kh4R2(Ct<7T1 (h ), 1 (71'2 (h4)), :Zj7 ) (dec(7r2 (7T2 (7T2(h4)))7Kﬂl(ﬂ.2(h4))T)), T (71'2 (7T2 (h4))), K) Eg?)
A K—ﬂ'l (71'2( 2(Sd€C(h5,KAT)))) A N2 =T (7‘('2 (7'('2 (h4))) A A:Tf’l (h4) A Q:wl (7‘(’2 (h4))

A T3 (7o (w2 (sdec(hs, KaT)))) = {‘K, o (dec(ﬁg (2 (72 (hy))) ,KWI(WQ(h4))T)), 71 (hq) ’}K

)

That is, if the initiator A is running a session with ) and trusted party 7, and it received what was meant to be the shared key
(in step 4. of the protocol above), then he indeed received a real shared key K generated by the trusted party for A and (). And,
moreover, the trusted party and A agree on the nonce N, generated by A as well.

Proof of a)

¢i(4,Q, T, Na,m (2 (w2 (sdec(hs, Kar)))) ) T ¢y, means by the initiator role that A received an h with 71 (sdec(hs, Kar)) =
Ny and 1 (o (sdec(hs, KaT))) = Q, and gz@n > hs. for some n < m. Since the long-term key is never sent out, it is uncorrupted,
and by the uncorrupted key’s encryption cannot be faked axiom, as sdec(hs, Kar) # L, there is a z and R with {|z[}% T ¢,
and hs = {|z[}%¢ .- The only messages that are sent out encrypted with K 47 are among those sent by 7', and they look like

w1 (w2 (ha))T

b, = {|K. m2 (dec(mz (m2 (2 (ha))) , Koy (mauanr))» 71 (Ra) [} o0

w1 (72 (ha))T

or

{2b ., = {‘71 (w2 (w2 (h))), T (w2 (ha)), K, {|K, m (dec(ms (m2 (w2 (1)), Koy (ra(nanr))s 71 (ha) [} e

b
Kory(hp)r

1.) Suppose first that {2} = {|K, w2 (dec(mz (w2 (72 (ha))) , Kny(ma(hanr))s 71 (ha) |}K In this case,

w1 (g (hg))T

m1 (sdec(hs, Kar)) = K. But we had earlier that 1 (sdec(hs, Kar)) = Na. So K = No. However, Ny was generated by B
and K was generated by T'. Since according to their roles, they always generate new items, they cannot be the same.
e
Kryhpyr ’

w1 (ma(ha))T

2.)

If{|Z|}§»AT = {’7’(1 (7'(‘2 (7T2 (h4))), 1 (71'2 (h4 K {|K T (d€C<7T2 (71'2 (7T2 (h4))) 7‘.1(#2(}“1))7*)) 7T1 h4 |}K
then

w1 (w2 (hg))T

e A= (hy),and

N2 =T (sdec(h5, KAT)) =T (71'2 (77'2 (h4))), and
Q =T (7‘(’2 (sdec(h5,KAT))) =T (7T2 (h4)), and
K = 7 (7o (72 (sdec(hs, K aT)))), and



R2
Koy (rg(ha)T

o o (o (2 (sdec(hs, Kar)))) = {|K, 7o (dec(ma (w2 (72 (h4))) s Koy (ma(ha)yT) ) s 1 (ha) |}

which is exactly what we had to show.

b)
Next we show that if A, B and T follow their respective roles, then

¢r(he, B, T, Ny, (sdec(hs, Kpr))) C ¢ —

EIKh4(ct(7r1 (h4), ™1 (71'2 (h4)), T, Uy (dec(7r2 (7‘(’2 (71'2 (h4))),Kﬂ-1(7T2(h4))T)) , T1 (7T'2 (7‘(’2 (h4))), K) EQZ)
AN B = T (71'2 (h,4)) AN N1 = 9 (dec(7r2 (7'('2 (71'2 (h4)))aK7r1(772(h4))T)) A h2 =T (h4) N K= st (sdec(h(,-,KBT)))

Proof of b)
cr(he, B, T, N1, 7 (sdec(hg, Kpr))) T ¢y, means by the role of B, that B received an hg for which 71 (w2 (sdec(he, Kpr))) =
N; and 7o (72 (sdec(he, Kpr))) = ho, and ¢, > h. Since the long-term key is never sent out, it is uncorrupted, and by the
uncorrupted key’s encryption cannot be faked axiom, as sdec(hg, Kpr) # L, there is a z and R with {|z[}£ T ¢, and
he = {z[} f}BT. The only messages that are sent out encrypted with K g are among those sent by B or T'.

1.) Suppose first that B sent it. Then it has the form

R/
{20 Kpr = 102 Nilt K-

That is, o (sdec(hg, KBT)) = N{ But we had m (71'2 (sdec(hﬁ, KBT))) = N; and my (71'2 (sdec(h6,KBT))) = ho by the
role of B, so 7y (N7) = Nj. But then Ni # Nj is not possible because at the point when they are both fresh, let’s say at
the beginning, ¢1, N| >%°2 Ny, which contradicts the no telepathy axiom together with the fresh items don’t help axiom. So
N{ = Ny, but then 7; (N7) = N; contradicts our additional assumption.

2.) Suppose T sent it. Then it looks like

{Ims r ma ha) G ), K R, (e (i (1) K maguae))s () [

w1 (ma(ha))T

e
Koy (hg)r

for some hy, Ry and R,. Since T sent this message, it succeeded the checks before, so we have
o W(my (hy)) thatis, mq (hy) is a name, let’s call it Q4
o W (my (72 (hy))) thatis, 1 (72 (he)) is also a name, let it be ()2

o 1 (sdec(ms (w2 (72 (ha))) s Koy (na(hayyT)) = 71 (ha) = Q1

Let us also denote
ny = my (dec(ma (w2 (12 (ha))) , Ky (ma(ha))T))
and
na = my (2 (2 (ha)))
with these, the message looks like
{n2e Q2 K K, ma, Qubi, L e

KQIT
So either
_ R
{20k =K, m, Qi ,

or

ebfpn = {n2 @ K K m, Qubiz, [



R
21 I {2 = {|n2, Q2 K, {K, ny, Ql\}%Qﬂ’}KZIT, then Q; = B and

Sdec(h67 KBT) = <’I’L2, QQ K7 {|K1 ni, Q1|}222T> (l)
From this, and the preceeding,
N1 =T (7’1’2 (SdeC(h(;,KBT))) = Qg

and
h2 = g (7T2 (sdec(hG,KBT))) = <K7 {|K, ni, Q1|}§2 >

Q2T

Hence, 71 (ha) = K. Now, hs is the agent name with which B is communicating in the session in which N; is generated. By
the role of B, hy must exist already by the time [Ny was generated.

2.1.1.) If K was created after N1, then it was also created after ho. That means by the freshness axiom that at the point when
K is still fresh, but after ho was received by B, we have ¢, ho )4 K. But this contradicts to 7 (he) = K5 and function application.

2.1.2.) If K was created before N1, then (2 must also have existed and been public before V7. At that point, ¢ > N7 because
of freshness, but Qs is already public, so ¢ >Q-. But as we have N1 = @, this is a contradiction.

22)If {|Z‘}IR;BT = {‘K, ni, Q1|}22QQT then (772 (h4)) = (@2 = B, and

Ny = my (w2 (sdec(hg, Kpr))) = n1 = 2 (dec(m2 (2 (72 (h4)) , Ky (na(ha))T) )

and
hy = 3 (72 (sdec(he, Kpr))) = Q1 = 71 (ha)
and
K = m (sdec(hg, KpT)) -
O
©)
Let us introduce the condition
CK] = 2)
Rs R3 o
RandGen(K) A 3h4RoRs ({‘m (m2 (w2 (ha))), B, K, {|K, m2 (dec(m (m2 (w2 (ha)) . Kpr)), A} }K C qs)
AT
3)
that is, K was generated by the trusted party and meant for A and B. And let
C'[My,...M,, K] = 4
A (K £ M; A RandGen(M;) A 3h2h4h6R1R2RgR4({\h2,Mi|}§13 SOV MR e ko O 5)

i=1

{’m (2 (w2 (ha))), w1 (3 (ha)), My, {| M, ma (dec(ma (w2 (w2 (ha))) s Koy (ra(hayr)) s ™1 () [}

w1 (7o (ha))T

R3 .
)
K w1 (hg)T
which means that M; were generated either by either B or T" and are not the same as K.
We will carry out an inductive proof on the length of ¢. As it turns out, in order to avoid loops in the proof, we prove

VMK(C[K] A C'[M, K] A 6, M » K) ©)



is inconsistent with the axioms and agent checks. On the symbolic trace, this means that
VM K (cl (K] A C/[M,K] A ¢, M » K)

is inconsistent with the axioms and agent checks. As C' and C’ is always taken at [, we leave that index.
For the induction, we fix an arbitrary K satisfying C'[K], and for this fixed K, we do an induction on the length of ¢. Namely,
we show that having fixed K, if for some m < [,

3M(C[K] A C'[M,K] A ¢, M » K)
is inconsistent with the axioms and agent checks, then
EM(C[K] A C'[M,K] A ¢psr, M » K)

is inconsistent with the axioms and agent checks. But showing this is equvalent with the following proposition:

Proposition 1.1 In the above execution of symmetric NS protocol, let K be such that C[K] is satisfied, and let m < . If for all
M such that C’ [M , K] holds, the axioms and agent checks imply (by FOL deduction rules) that ¢.,,, M W K, then for all M such
that C'[M, K] holds, the axioms and agent checks imply (by FOL deduction rules) that ¢, 11, M ¥ K holds.

Proof. Suppose the claim is not true. That is, let us assume that there is a finite set M = M, ...M, such that C’ [M , K] and
¢m+17 M17 ceey Ml > K

is satisfied in some semantics. We will show show that this, together with the honest agent tests and the axioms, imply that for
some M’ = M{,...M], with C'[M’, K],
Gmy, M, ..., M, » K

is satisfied. But, as according to our assumption, this was inconsistent, we get a contradiction and hence ¢, 41, M1, ..., M; » K
must also have been inconsistent.
Let the last term in ¢,,, 11 be t. t was sent either by A or B or t. That is, ¢, 11 = O, t. S0 suppose

d)mat)Mlv "-7Ml > K

holds. That is the same as
G, M, ..., My, t » K

by the commutativity axiom.
1.) Assume that ¢ was sent by 7. Since 7" follows his trusted server role, ¢t must look like

R2

{‘7’(1 (’R'Q (7T2 (h))), T1 (7T2 (h))7 K,7 {|KI, T2 (dEC(’/TQ (7'('2 (71'2 (h))) ,Kﬂ.l(WQ(h))T)), 1 (h) |}K1r1(7r2(h))T

b
Kry(myr

for some h, Ry and R,. Since T sent this message, it succeeded the checks before, so we have
o W(m (h)) thatis, 71 (h) is a name, let’s call it Q1
o W(my (w2 (h))) thatis, 71 (72 (h)) is also a name, let it be Qo

o 71 (sdec(my (w2 (w2 (h))) , Ky (my(nyyr)) = 71 (h) = Q1



Let us also denote
ny = my (dec(my (w2 (w2 (h))) , K,y (mo(h))T))

and
ng = my (m2 (w2 (h)))
with these,
t={na Q2 K, K m, Qb2 e
So let

Gm, M, BK

1.1.) If @, isone of A, B and T, then K, was never sent around and is honestly generated, hence by the encryptions with
uncorrupted keys do not corrupt axiom (as long term keys are keyfresh)

Vi, o VI

KQIT

na, QQ K/a {|K/7 ni, Ql‘}gg

Q2T

Py M, {

that is, B
S M, LWE.

1.2.) Suppose now @); is not one of A, B and T', then K¢, 7.

1.2.1.) Suppose that Q5 is not one of A, B or T either. Then C'[K’] surely does not hold, as K’ was not sent out encrypted
by K a7 and Kpr as C[K’] would require (if it were sent out that way too, it would have had to be in another session, but there
a new key was generated). So we also have

K #K

as we assumed C[K].
But taking M’ = M, K, it is easy to see that C'[M’, K] is satisfied so by the induction hypothesis,

Gy M, K' WK

Since there h was received earlier, ¢,,,_, > h for some positive = and by the weakening property of derivability, ¢, M , K' > h.
By the transitivity property and commutativity, ¢,,,, M, K' > h A ¢y, M, h, K' » K — ¢y, M, K’ » K, so we have

Gms M, h, K" WK
applying the function symbols of projections, we receive
G M. by (mz (w2 (1)) K W
Since K, (T = Kq, is also owned by the adversary,
G, M, h, K yr,m1 (w2 (w2 (h))) , K' WK,
employing functions again,
b, M, 73 (dec(ma (2 (12 (1)), Ky (ra i) ) » 11 (2 (72 (R))) , K WK,

which is the same as
qu,M,nl,ng,K' #K,

Since the names 07 and )2 are public, .
¢’ma M; Q17 Q27 ni, n2, K/ “K



As neither Q1 nor Q)2 are any of A, B and T, we have as earlier that K, and K, are available to the adversary,

Om, M, Qla Q27n17n27 K/a KQ1T7KQ2T #K

As R; and Rs were freshly generated, by the fresh items do not corrupt axiom,

¢maMaQl»QQanla”QaKviQlTvKQQTleaRQ *K

Finally, again by function application

¢m>

na, Q2 K/ {|K/ ni, Ql‘}KQ2T’}KQ T

that is, .
S Mt WE.

1.2.) Let now Q% be one of A, B, T Just as in 1.1.), we have
Gy M, 1, WK

and N
¢maM7n27 #K

Since Q)5 be one of A, B, T, the secret key K, has never been sent out, and so by the uncorrupted keys securely encrypt axiom
we have

¢m7M n21{|K n17Q1|}KQ/ K

As we assumed that ()1 is not one of A, B or T, we have (; # A. Then just as earlier as the tms}ed party follows its role, th£s
implies that C[K'] does not hold and therefore K’ # K, and again C'[M’, K] is satisfied with M, K'. Since in the above, M

can be anything satisfying C'[M, K], it can also be taken to be M, so we have
¢m7 M/a na, {|K/7 ny, Ql |}22Q/ 7 ¥K7

that is,
Gm, M, K’ ng, {| K, m,Ql\}KQ/ KK

Again, ()2 is public, so by transitivity,
O MK 1, Qo K 1, Qul}E, L WK
and K, 7 is known to the adversary and R3 is fresh so by transitivity again,
bmy M, K’ 02, Qa, | K’ 11, Q1|}§2Q,2T7 Ko, 1, Rs WK,

and by function application,
(bme {|’I’L2, Q2 K/ {|K/ ni, Ql‘}KQQT’}KQ T K,

that is, .
S, M, L WE.

2.) If t was sent by B then the role of B implies that  is either of the form (note that this is now a new h) t = {/h, Ny [} 22 Ko

or of the form ¢t = {| N3 \}m(vdec WoKpr)):

10



2.1) Ift = {h, Ny \}f}; . » then the encryption is secure as K pr has never been sent around, so by the encryptions with
uncorrupted key does not corrupt axiom .
¢WL7M7 {|h7N1‘}I}§1 #K

BT
and so =
Gm, M, WK
follows.
22)Ift ={Ns |}f14(sdgc(h,’KBT)), then by b) for some K’ honest key generated by T', we have K’ = m; (sdec(h', Kpr)).

2.2.1.) Suppose K’ = K. Since N3 was generated by B, and N3 # K we have for M’ = M, N that C'[M’, K] is satisfied,
S0,
¢ma M7 N3 #K

By again the encryptions with uncorrupted keys do not corrupt axiom, since we had ¢,,,, M, N3 ¥ K, we also have
Om: M, N3] WE.
2.2.2.) Suppose now that K’ # K. Then with M’ = M, N5, K', C'[M’, K] is satisfied, and by the induction hypothesis,
Gm, M, N3, K' W K.
As Ry is freshly generated, by the fresh items do not help we get
$m, M, N3, K', Ri WK,

and by function application, =
Gy M, N} 55 .

3.) If t was sent by A, then by the role of A, this mean that there are four possibilities:

3.1) If t = A, then clearly, ¢,,,, M, ¥ K implies ¢,,, M, AWK as names are public.

32.) Ift = (A, B, Ny, h3), as No is fresh, ¢,,, M, ¥ K implies ¢,,, M, No ¥ K. Then, A, B are public, so we have
Dm, M, N>, A, B¥K, and as ¢,, > hs, we have ¢,,, M, Ny, A, B, hg ¥ K by transitivity. By commutativity and function
application, .

¢m7 M, <A7 B7 NZ, h3> *K

3.3) If t = ma (2 (72 (sdec(hs, K ar)))), then A also sent ¢; (A, Q, T, Na, w1 (w2 (2 (sdec(hs, K ar)))) ). By a.)

3K’h4(ct(7r1 (h4), ™1 (7‘(’2 (h4)), T, T (deC(?TQ (71'2 (7‘(’2 (h4))),Kﬂ-l(ﬂ-2(h4))T)), ™1 (772 (71'2 (h4))), K) Eé
AN K' =Tm (7T2 (7‘(2 (sdec(h5,KAT)))) A Ny =m (7T2 (7‘(2 (h4))) NA=m (h4) AN Q=m (’7T2 (h4))

N o (71'2 (71'2 (sdec(h5, KAT)))) = {‘K’, T (dec(ﬂ'g (71'2 (7T2 (h4))) 7K7r1(7r2(h4))T))a T (h4) |}R2 )

Ky (ma(ha))T

So in this case, R
t= {|K,7 T (deC(TI'Q (7'('2 (772 (h4))) s KQT)), st (h4) |}K2QT

And Note that () # T because T’ is not allowed to communicate with itself.

33.1) IfQ # B A Q # A, then K’ does not satisfy C, so K # K'. But T generated K’, so M’ = M, K’ satisfies
C”[M’,K], and therefore, ¢, M, K'WK. Ry is fresh, so ¢, M, K’, Ry ¥K. Since ¢y, > Ko, and also ¢4 > hy4, by
transitivity, we get

Gm, M, K', Ry, ha, Kor WK

By function application, we arrive at

Ra

o FE.

G, M, {| K", 73 (dec(ms (2 (12 (ha))) , Kqr)), ™1 (ha) [}

11



332)IfQ = A V @ = B, then the encryption is safe, and we again have
- R
¢7n,M, {|K/, T2 (deC(’]TQ (71'2 (’/TQ (h4))),KQT)), T (h4) |}K2QT #K

3.4) I t = {Jsdec(hr, mi (ma (w2 (sdec(hs, Kar)))) = L% 0, (ra(sdec(hn K apy)yy> hen and by a.) again, there is a K’
generated by T with K/ = 1 (w3 (72 (sdec(hs, KaT)))). So

t = {|sdec(h7, K') — 1|3

3.4.1.) Assume K’ = K.

3.4.1.1) If ¢y, M, sdec(h7, K') — 1 ¥ K’, then, as we also had ¢,,, M ¥ K’ by the encryption with uncorrupted key does
not corrupt axiom, ¢,,,, M, {|sdec(h7, K') — 1[} 5 WK’

34.1.2) If ¢, M,sdec(h7, K')—1» K’, then also ¢,,, M,sdec(h7, K') » K'. However, we assumed ¢, M ¥ K. Since
ém > h7, we can apply the decryptions do not help axiom to receive that hy = {z[} &, for some z and R, and {2[}%%, C ¢,,.

3.4.1.2.1.) T could not have created {2[}%, C ¢,, because he never encrypts with session key.
3.4.1.2.2.) If it was created by A, then

{208 = {sdec(h?, K') = 1}%..

Let us denote the rhs by ¢'. Clearly, ¢’ was sent earlier than ¢, and it must be in a different session of A, as such a message is
not sent twice in one session (¢ was the same kind). Let’s denote the first nonce generated by A in the session belonging to ¢ by
Ns. And the one generated in the session belonging to ¢’ by NJ. They are different, because they were generated in different
sessions. Applying a.) to the session when ¢ was generated, we get that No = 1 (ma (72 (h4))), wWhere hy is the message T
received in the session when K’ was generated. However, if we apply a.) to the session when ¢’ was generated, we get that
N} = 71 (73 (72 (ha))), a contradiction. So {|z[}%, C ¢,,, could not have been created by A.
3.4.1.2.3.) If B created t’, then
{h % = N3 & -

In this case, sdec(h7, K') = N3. As N3 was generated by B, for M’ = M, N3, C”(M’,K) is satisfied. Therefore, by our
induction hypothesis, ¢,,, M, N3 ¥ K, but that is the same as ¢,,,, M, N3 ¥ K’, and that implies ¢,,,, M, N3 — 1 ¥ K’. Hence, by
the encryption with uncorrupted keys do not corrupt axiom,

(bvm]\;iv {‘Nl’» - 1‘}@’ #K
3.4.2.) Assume K’ # K. In this case, M’ = M, K’ satisfies C’(M’, K), and so by the induction hypothesis,
S, M, K'WE. (7)

3421) If ¢, M, K' sdec(h7, K')—1 ¥ K, then for fresh Rs, ¢, M, K', sdec(hy7, K')—1 ¥ K also holds, and by function
application, B
Gmy M, {sdec(hy, K') — 1} 55 K

3422) If ¢m,M,sdec(h7,K’) — 1 » K, then, cZ)m,M,sdec(h7,K’) » K. However, we assumed qﬁm,M#K. Since
®m > hr, we can apply the decryptions do not help axiom to receive that hy = {|z[} &£, for some z and R, and {|z[} %, C ¢,,,. The
same exact way as in 3.4.1.2, we get that {|z[} £, was created by B and it is {|{N3[}%%,. Then sdec(h7, K') = N3, and the same

way again ¢,,,, M, {| N5 — 12 ¥K.
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d
Secrecy proof for the nonce is entirely analogous to the key usability proof. Let

C.[N] = RandGen(K)A (8)
R R3 o R o
3h4R2R3KR5({‘7T1 (m2 (72 (ha))), B, K, {|K, 2 (dec(ms (3 (w2 (ha))) , KpT))s Al}y }KAT Con{IN}E C ¢)
9)

that is, IV was encrypted by K that was generated by the trusted party and meant for A and B. And let

C/IMy, ) My, N] = (10)
/\ (N 7é Mz A RandGen(Mi) A 3h2h4h6R1R2R3R4 ({|h2,M7|}IP€13T EQZ) \ {|Mi|}ff(sdec(h6,KBT)) Eé (11)
1=1

1M1

{’ﬁ (2 (2 (ha))), ™1 (2 (ha)), Mi, {|M;, w2 (dec(ms (w2 (w2 (ha))) s Ky (mo(ha)yT))> 71 (Ba) |}§2

71 (w2 (hg))T

R3 o
)
Ky (hg)T
which means that M; were generated either by either B or T" and are not the same as V.
We will carry out again an inductive proof on the length of ¢. As it turns out, in order to avoid loops in the proof, we prove

VM K (ce [N] A CL[M,N] A ¢, M 5ic? N) (12)
is inconsistent with the axioms and agent checks. On the symbolic trace, this means that
WK (CoalN] A CLyMELN] A 6, N 52 N)

is inconsistent with the axioms and agent checks. As C. and C/, is always taken at [, we leave that index.
For the induction, we fix an arbitrary IV satisfying C.[N], and for this fixed N, we do an induction on the length of ¢. Namely,
we show that having fixed N, if for some m < [,

HJ\Z(CE[N] A CL[M,N] A ¢, M 1512 N)
is inconsistent with the axioms and agent checks, then
EIM(CS[N] A CUM,N] A 1, M 52 N)

is inconsistent with the axioms and agent checks. But showing this is equvalent with the following proposition:

Proposition 1.2 In the above execution of symmetric NS protocol, let N be such that C,[N] is satisfied, and let m < l. If for all
M such that C'[M, N holds, the axioms and agent checks imply (by FOL deduction rules) that ¢,,, M 5> N, then for all M
such that C'[M, N| holds, the axioms and agent checks imply (by FOL deduction rules) that ¢,, 11, M #5*N holds.

Proof. Suppose the claim is not true. That is, let us assume that there is a finite set M = My, ...M, such that C! [M , N] and
¢m+17 M17 bS] Ml ‘>SIC2 N
is satisfied in some semantics. We will show show that this, together with the honest agent tests and the axioms, imply that for

some M’ = Mj,...M/, with C[M’, N], .
¢m7 M{a e Ml/’ I>S162 N

13



is satisfied. But, as according to our assumption, this was inconsistent, we get a contradiction and hence ¢,,, 11, M1, ..., M;>52 N
must also have been inconsistent.
Let the last term in ¢,, 11 be t. t was sent either by A or B or t. That is, ¢y, 11 = dm, t. So suppose

¢m>t7 M17 "'7Ml [>SiC2 N

holds. That is the same as '
Gy My, .oy My, t 52 N

by the commutativity axiom.
1.) Assume that ¢ was sent by 7. Since 7" follows his trusted server role, ¢t must look like

{’ﬁ (ma (w2 (h))), ™1 (72 (h), K', {{K', w2 (dec(ms (72 (72 (), Kny(rahyT))s T |}K

R3
1 (m ()T }Kn(h)T
for some h, Ry and R,. Since T sent this message, it succeeded the checks before, so we have
o W (m (h)) thatis, m; (h) is a name, let’s call it ()1
o W(my (w2 (h))) thatis, 71 (7o (h)) is also a name, let it be Q2
o 1 (sdec(ms (2 (12 (h))) , K, (my(nyyr)) = 71 (R) = Q1

Let us also denote
ny = my (dec(mwa (w2 (w2 (h))) , Ky (mo(h))T))

and
ng = m (m2 (w2 (h)))
with these,
t={n2, Q2 K', {K', nu, Q1|}KQ2T|}KQ .
So let

¢m, M’ %SiCQN

1.1.) If @, is one of A, B and T', then K, 7 was never sent around and is honestly generated, hence by the uncorrupted keys
securely encrypt axiom (as long term keys are keyfresh)

d)ma]\_j7 {|n2; Q2 K'7 {|K/ ni, Qll}KQzT’}KQ ) SIC2N,

that is, . .
G, M SN,

1.2.) Suppose now @); is not one of A, B and T', then Kq, 1.

1.2.1.) Suppose that Q- is not one of A, B or T either. Taking M’ = M, K', it is easy to see that C’[M’, N] is satisfied so by
the induction hypothesis, . .
G, M, KN

Since there h was received earlier, ¢,,_, > h for some positive x and by the weakening property of der1vab1hty, Oms M K't> h.
By the transitivity property and commutativity, ¢, M, K’ > h A ¢, M, b, K’ 52 N — ¢, M, K’ >5°2 N, so we have

¢m’ M7 h7 K/%SiCQN
applying the function symbols of projections, we receive

P, M, h,m (71'2 (7T2 (h))) ,KI%SiCQN

14



Since K (T = Kq, is also owned by the adversary,
¢ma Ma hv KT{'1(h)T7 B! (7(_2 (71—2 (h))) »K,%SiCQN;
employing functions again,
b, M, 73 (dec(my (w2 (w2 (1)), K, (mauyr)) > 11 (w2 (72 (), K 92N,

which is the same as
7 /1y sic2
d)m,M,TLl,TLQ,K]ﬁ N7

Since the names ()1 and (), are public, . .
¢m; M7 Q17 Q27 ni, ng, K/¢SIC2N

As neither Q1 nor (2 are any of A, B and T, we have as earlier that K, and K, are available to the adversary,

(Zsm’M’Ql’QQ’nl’RQ’KlyKQlT,KQQT%SiCQN

As R; and R» were freshly generated, by the fresh items do not corrupt axiom,
¢m7 M, Qh Q27 niy,na, K/’ KQ1Ta [(Qﬂﬂ7 Rl, Rs lﬁSiCQN

Finally, again by function application

Rs

SiCQN
Ko P N

¢m7M’ {|n2; QQ K/’ {|KI7 ni, Q1|}IP§2QQT|}

that is, . .
G M SN,

1.2.) Let now Q5 be one of A, B, T. Just as in 1.1.), we have
¢m7 M’ h7 %8102]\[

and .
(bmv M7n27 %SICZN'

Since Q)5 be one of A, B, T, the secret key K, has never been sent out, and so by the uncorrupted key securely encrypts axiom

we have =
¢maM7n27{|K/;nlaQ1‘}}R;2 7¢N

QLT

Again C/ [M’, N] is satisfied with M’ = M, K'. Since in the above, M can be anything satisfying C! [M, N1, it can also be
taken to be M’, so we have _
¢m, M/, na, {|K/, ni, Ql‘}ll?;, 7’ %Slcsz
2

that is, .
¢’m1 MaK,7n27 {‘Klanla Q1|}]F§2Q,T7 %SICQN'
2

Again, ()2 is public, so by transitivity,
¢m7 Ma K/7 na, QQ; {|K/a ny, Ql'}ﬁz, ) JﬁSiC2N
2
and Kq, 7 is known to the adversary and R3 is fresh so by transitivity again,

¢m7 MaK/7n27 Q27 {|K/a ni, Ql‘}ﬁz,,ln KQlTa R3J§SiC2Na
2
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and by function application,

R3

sicQN
KQIT% )

d)man {‘nz, QQ Kl? {|K/’ i, Ql|}§2@2T|}
that is, o )
Gy M, 52N,
Ry

2.) If ¢ was sent by B then the role of B implies that ¢ is either of the form (note that this is now a new h) t = {|h, N1}

or of the form ¢t = {| N5 Hﬁf(sdec(h’,KBT))'

2.1) Ift = {h, Ny |}?BT , then the encryption is secure as K g has never been sent around, so by the uncorrupted keys
securely encrypt axiom ‘
Gm, M, {|h7 Ny |}§;T %SICQN

and so . _
¢m7 M, tlﬁSlCQN
follows.
22)Ift = {|N3 ”ff(sdec(h/,KBT))’ then by b) for some K’ honest key generated by T, we have K’ = 7y (sdec(h', KpT)).

2.2.1.) Suppose N3 = N. Since N3 was generated by B, and N3 # K we have from c.) that
Gy M, N3 ¥ K.
By again the uncorrupted keys securely encrypt axiom, since we had ¢,,,, M %52V we also have
G M, {|Nsl} 4 7 N.
2.2.2.) Suppose now that N3 # N. Then with M = M, N5, K', C!, [M’, N] is satisfied, and by the induction hypothesis,
Gmy M, Ny, K' 252N,
As Ry is freshly generated, by the fresh items do not help we get
Gmy M, N3, K', Ry pp*'° N,

and by function application, _
Sy M, | Na[} 5 5N

3.) If t was sent by A, then by the role of A, this mean that there are four possibilities:

3.1.) If t = A, then clearly, ¢,,,, M, #*2N implies ¢,,, M, Ap*°* N as names are public.

32) If t = (A, B, Na, h3), as Ny is fresh, ¢, M, p5°2 N implies ¢y, M, No 25> N. Then, A, B are public, so we have
Om,s M, No, A, BpS2 N, and as ¢y, > hs, we have ¢,,, M, Ny, A, B, hs %52\ by transitivity. By commutativity and function
application, . .

Gm, M, (A, B, No, hz) 5 N.

33)Ift =mo (7‘(2 (7T2 (sdec(h5,KAT)))), then A also sent ¢; (A,Q7T, Ny, m (71'2 (7T2 (sdec(h5, KAT)))) ) By a.)
3K’h4(ct (71'1 (h4)7 1 (7‘(2 (h4)) s T, Uy} (dec(wz (71'2 (7‘(2 (h4))) ,Kﬂ.l(ﬂ2(h4))T)) , T (7‘1’2 (71'2 (h4))), K) C (;AS
AN K/ =T (7T2 (7T2 (SdeC(h5,KAT)))) A NQ =T (7T2 (7'(‘2 (h4))) A A= st (h4) AN Q =111 (71'2 (h4))
A o (72 (w3 (sdec(hs, Kar))) = {| K7, 72 (dec(ms (w2 (w2 (1)) s Ky rainar))s 1 (ko) [} )

w1 (7w (ha))T

So in this case, -
t= {|}'{I7 T2 (de(,’(’/TQ (7'('2 (7T2 (h4))),KQT)), T (h4) ’}KZQT
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And Note that @ # T' because T" is not allowed to communicate with itself. . )
331) IfQ # B A Q # A, then M’ = M, K’ satisfies C'[M’, N, and therefore, ¢,,, M, K'#52N. Ry is fresh, so
Gm, M, K', Ry 5> N. Since ¢,,, > Kqgr, and also ¢4 > hy, by transitivity, we get

¢m7 M’ Kl? R27 h47 KQT JﬁSiC2N.
By function application, we arrive at
Gm, M, {|K', w5 (dec(ma (w2 (72 (ha))) . Kqr)), ™1 (ha) ‘}KQT RN,

332)IfQ = A Vv @ = B, then the encryption is safe, and we again have

b, M, {|K', 73 (dec(msy (w2 (w2 (ha))), Kqr)), 71 (ha) |}KQT BN,

3.4.) If t = {sdec(hy,m (wg (7o (sdec(hs, Kar))))) — 1\}ff(m(m(sdec(h&KAT)))), then and by a.) again, there is a K’
generated by T with K/ = ; (o (72 (sdec(hs, KaT)))). So

t = {sdec(h7,K') — 1\}?}‘7

3.4.1) If ¢y, M, K', sdec(h7, K') — 152N, then for fresh Rs, ¢y, M, K', sdec(h7, K') — 15N also holds, and by
function application, .
Gm, M, {sdec(hz, K') — 1}}15 psi? ¢
34.2) If ¢y, M, K' sdec(h7, K') — 1 52 N, then also ¢y, M, K', sdec(hy, K') %2 N. However, we assumed
G, M, K'p52N, as M' = M, K satisfies C,(M', K). Since ¢,, > h7, we can apply the decryptions do not help axiom

to receive that hy = {|z[}%, for some z and R, and {|z[} &, C ¢,,.
3.4.2.1.) T could not have created {z[} %, C ¢,, because he never encrypts with session key.

3.4.2.2.) If it was created by A, then
{2l % = {lsdec(hy, K') = 1]} ..

Let us denote the rhs by ¢. Clearly, ¢’ was sent earlier than ¢, and it must be in a different session of A, as such a message is
not sent twice in one session (¢ was the same kind). Let’s denote the first nonce generated by A in the session belonging to ¢ by
N,. And the one generated in the session belonging to ¢’ by Nj. They are different, because they were generated in different
sessions. Applying a.) to the session when ¢ was generated, we get that Ny = 71 (72 (72 (ha4))), where hy is the message T'
received in the session when K’ was generated. However, if we apply a.) to the session when ¢’ was generated, we get that
N} = 71 (g (72 (ha))), a contradiction. So {|z} £, C ¢, could not have been created by A.
3.4.2.3.) If B created t’, then
{0 = N

In this case, sdec(h7, K') = Ns.

3.4.2.3.1.) If N3 # N, then, as N3 was generated by B, for M = M, Ng,K/ C! (M/ N) is satisfied. Therefore, by our
induction hypothesis, ¢y, M, N3, K'*°2N, but that is the same as ¢y, M, N3, K’VSSICQN and that implies ¢y, M, N5 —
1, K'p#%°2N. R is fresh, so by the fresh items do not help axiom we get ¢, M, N3 — 1, K', RpF*>N, and by function
apphcatlon,

Gm, M, {{N3 — 1}5, N,
3.4.23.1) If N5 = N, then, the condition C.[N] obviously implies C[K’] from section ¢). Moreover, as M = M, N
satisfies C[M, K'], we have by ¢) that ¢,,, M, N3 ¥ K’ and

¢m7M7N3 -1 #K/
So finally, by the uncorrupted key encrypts securely axiom, as we had ¢,,,, M , ]ﬁSiCQN ,
Gy M, {| N5 — 1} 22, 2N
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e)

We now prove agreement from the responder’s viewpoint. That is, we will show that
dy(ha, B, T, Ny, (sdec(he, Kpr)) ,N3) 6 A hy = A —
IKhyhs (Ct (1 (ha), m1 (72 (ha)), T, w2 (dec(ma (2 (w2 (ha))), Kny(rahanr)) » 71 (w2 (72 (ha))), K) T &

ANd;i(A,Q,T, Ny, m (2 (w2 (sdec(hs, Kar)))) , sdec(hr, w1 (7T2 (72 (sdec(hs, Kar)))))) C ¢
N w1 (sdec(he, Kpr)) = m1 (72 (72 (sdec(hs, K aT)))) =
(

N (h4) =AN ™1 (’/TQ (h4)) =BA T2 (d@C(’/TQ (7'('2 T2 ( ))),Kﬂl(WQ(h4))T)) = N1 N (7'('2 (71'2 (h4))) = NQ)

Proof of e.)
By the role of B, earlier ¢, (hg, B, T, Ny, (sdec(hs, Kpr)) ) was sent. So by b), we have

3Kh4 (Ct (7T1 (h4), ™1 (7‘1’2 (h4)) s T, T (dec(ﬂ'g (71'2 (7‘(2 (h4))) ,Kﬂl(ﬂg(h4))T)) , T1 (7T2 (7T2 (h4))) s K) [ (;5
With
st (h4) =A A T (7‘('2 (h4)) =BA T2 (dec(7r2 (772 (71'2 (h4))) 3K7r1(7r2(h4))T)) = N1 A 1 (SdeC(hG,KBT)) =K

Also, K satisfies C of ¢.). Hence, the result of ¢.) implies ¢,,, ¥ K. Moreover, as ho = A, N3 satisfies C,. (/N3 ), and hence it re-
mains secret ¢,,, %> N3. However, as sdec(hg, w1 (sdec(hs, Kpr)))+1 = N3, we have that ¢,,,, sdec(hg, w1 (sdec(hg, K pr)))>52
N3, and by the decryptions do not help axiom, there is a {|z[} & C ¢,,, with {|z[} £ = hs.

1.) {/z[l%¢ could not have been sent by T as T never encrypts with session key by his role.

2.) If {|z} & came from B, then {z[}& = { N} |}K° and as sdec(hg, m (sdec(he, Kpr))) + 1 = N3 by the checks of B, we
have
N} +1= Ns.

This however is not possible if N = N3 because of the axioms for freshly generated items applied at the point when they were
both fresh. It is also not possible if N3 = N3 because of the properties of addition/subtraction.
3.) If {z[} & was sent by A, then

{205 = {Isdec(hz, m1 (w2 (w2 (sdec(hs, Kar)))) = W2 tro(sdecthn Koan )

So
K= 1 (7T2 (7T2 (SdeC(h5,KAT)))) .

As sdec(hg, 1 (sdec(hg, Kpr))) + 1 = N3, we have
sdec(hy,my (7o (7o (sdec(hs, Kar))))) = Ns.
By the roles of A, we also must have
d; (A, Q, T, Ny, (7o (72 (sdec(hs, Kar)))) , sdec(hy, w1 (o (o (sdec(hs, KAT)))))) Co

and
Ci (A7 Q7 T7 N27 U (7T2 (7T2 (Sdec(h‘f)a KAT)))) ) E ¢

It remains to be proven that Q) = B.

18



By a.), we have that

3y (cr(ma () o (ma (H), T o (dec(ma (ma (w2 (W) K, (rayr) )+ T (2 (w2 (R))) . K) € 6),

where 71 (72 (h}y)) = Q. However, as K cannot agree in two sessions of 7T, this must be the same session when h,4 was received.
So h)y = hy, and
B =m (m (ha)) = Q

and that is what we wanted.
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