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Abstract

Background: [2] and eprint version: [1]

The Axioms

e Equality is a Congruence. The first axiom says that the equality is a congruence relation:

— x = z, and the substitutability (congruence) property of equal terms holds for predi-
cates.

o Axioms for the Derivability Predicate.

Self derivability: ¢, 7,z >

Increasing capabilities: qg, >y — qg, T, x>y

Commutativity: If 7’ is a permutation of &, then A, >y — A, 7>
y p Yy Yy

Transitivity of derivability: (ﬁ, >y A (5, T,y>zZ — qB, ez

Functions are derivable (if interpretations of function symbols are PT): b, T > f(@)
¢ Axioms for Randomly Generated Items.

— No telepathy (if fresh items are not guessable non-negligibly): fresh(z; qAS) — czASJﬁx

— Fresh items are independent and hence contain no information about other items:
fresh(z;¢,Z,9) A Ty< o A 0, T, 2>y — ¢,y

e Equations for the fixed function symbols:
- dec({z}E, dK) = x;

- m (<x7y>) =& T (<$,y>) =Y
- M ((:c,y,z>) =T T2 (<$,y,2’>) =Y, T3 (<xay7 Z>) =%

e Special to IND-CCA2 Encryption. Let z1,...,z, < qg = 7 qg ANl Naxp <o If
encryption is IND-CCA?2 secure:

1

Preliminary version — October 16, 2014 — 12:48



— Secrecy of CCA2 Encryption. If the encryption scheme is IND-CCA2, then the
following formula is computationally sound.

RandGen(K) A dr>eK A fresh(R; gzg,:f,:n,y) AZz,y<o N o7, {x}fK >y
— dK Ed ngfvx \% éany

— Non-Malleability of CCA2 Encryption. Let us now consider the case of non-malleability
and suppose that we have pairing as before. Let fi, ..., f,, be the rest of the non-0-arity
function symbols not in F.UF,. Let MayCorcao(u; ¢, &) be a constraint meaning that
u is a term that is paired-together all terms which occur in ¢, Z not guarded by an hon-
est encryption, and immediately under one of the functions fi, ..., f,, or immediately
under an honest decryption. (Note, that since in different parts of the computational
execution, the number of such terms may differ, it is not possible to replace u with a list
in the formula.)

If the encryption scheme is IND-CCAZ2, then the following formula is computationally
sound.

Ju(MayCorgaas (u; ¢, T) A ¢, Z,upp N) A RandGen(N) A RandGen(K)
ANd>eK NT<dANLCOHEANGT>Yy A q@,f,dec(y,dK)DN
— JK'(RandGen(K') AdK' T4 ¢,%) vV JzR(y = {x}% Az} C ¢, 2)

e Special to ¢;, ¢,. These axioms are trivial as ¢;, ¢, are just ideal functions introduced for
convenience to represent the agents’ view of a session. (Let ¢ be either of them):

— ¢ does not help the adversary: RandGen(N) A ¢, &, ¢(x,y, z,w) > N — ¢, Z1> N

— ccannot be forged and cannot be subpart of a term:
o, 2> c(x,y, z,w) — c(x,y,z,w) CE oVay =c(z,y,z,w) V...V, = ¢(x,y, z,w)

— ¢ cannot be equal to anything else: If the outermost function symbol of a term 7T is
something different from ¢, then ¢(x, y, z,w) # T.
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2 NSL Protocol Definition

We define the roles of principals as follows: the initiator, communicating with intended party @),
does the following sequence of steps in session ¢ (denoted by Im’tﬁ srli, A, Q, N1, hi, hs, Ry, R3)):

1. Receives handle h; that triggers the start of the session with intended party Q;
2. A generates nonce Ny;

3. Asends { N, A}f;(Q;
4. A receives hs, and checks:

e 711 (dec(hs,dK4)) = Ny
o 73 (dec(hs,dK,4)) = Q;
5. Asends {r (dec(hs, dKA))}ff(Q;
6. A sends ¢; (A, Q, N1, 72 (dec(hs,dK 4)) )
For verification purposes, let ¢; be a special function symbol, that takes as arguments A, Q), N1, ns,
respectively who commits for whom and the corresponding nonces. ¢;(A, @, N1, ng) is sent imme-
diately after { N1, no, B }Z?;A. For the responder, there is a similar commitment: at the end of the
protocol, B emits (as a last message) ¢, (Q, B, n1, Na).
The responder does the following sequence of steps in session i’ which we denote informally
by Resp]%SL[i/J B7 N27 h27 h47 RQ}:
1. B receives some ho from the adversary and checks:

e 1Q. (W(Q) N Q = ma(dec(ha,dKp))) (W is aconstraint for constants that are agent
names);

2. B generates nonce Na;

3. B sends {m (dec(h2,dKR)), Na, B}ZQ(Q;
4. B receives hy, and checks if dec(hy, dKp) = No;

5. B sends ¢, (w2 (dec(ha,dKp)), B, m (dec(h2,dKR)), N2).

We assume that the names and keys of honest names are assigned honestly at the beginning. That is,
this proof does not account for e.g. assigned name attacks. This is not a limitation of the technique,
the proof would just be longer without this assumption.

3 Auxiliary Propositions

Proposition 3.1 For all i, if ¢, T, () > y then ¢p,, T, x > y.

Proposition 3.2 For all i, if ¢, T, 7i(x) > y then ¢, T,z > y.

Proposition 3.3 For all i, if o, @, mi(h) >y and ¢p,, T > h, then ¢p,, T > y.

Proposition 3.4 For all i, if ¢, @, 7(h) >y and Gy, T > h, then ¢p,, T > y.
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4 Secrecy (Both Roles)

The aim of the secrecy proof is to show that nonces N generated and sent between honest agents
remain secret. Throughout this section we will denote honest agents by X, Y, X', Y’, ... and arbi-
trary agents by @, Q’,.... We will denote by H the set of all honest agents. The fact that N is a
nonce generated and sent by an honest initiator X to an honest responder Y in the NSL protocol
can be expressed as R

3R. ({N’X}EKY C d))>

and that a nonce N is generated and sent by an honest responder X to an honest initiator Y can be
expressed as
InR. ({m (dec(h,dKx)), N, X} C ).

Such nonces can be characterized by the condition

Cxy[N] 2 RandGen(N) A (3R {N, X}E, C ¢
V (3hR . {m (dec(h,dKy)),N,Y}E T ¢))

where X, Y € H. We write C[N] when X, Y are clear from the context.
The secrecy property we aim at is VN (C’ [N] — ¢o§p N ), meaning that such nonces cannot be
derived by the adversary. It is equivalent to show that its negation,

AN (CIN]A ¢ > N) (1)

is inconsistent with the axioms and the agent checks on every possible symbolic trace.

Suppose that the symbolic trace in question was generated by the exchange of n messages. At
the end of the trace, the frame ¢ contains n terms. Let us denote the frames at each node of this
trace by ¢g, @1, @2, . . ., ¢, where each frame contains one more term than the previous one.

Satisfaction of C'x y [ IN] by this trace means that either { V, X}fKY or {m (dec(h,dKy)), N, Y}fKX
appears in frame ¢,, for some handle /4 and randomness R. Let us fix such V.

Notice that honest participants may generate other nonces. Let ¥ = Ny,...,N; be the list
of all nonces generated by either X or Y that are different from N (possibly intended to each
other, or possibly intended for other possibly malicious agents). These nonces satisfy the following
condition:

=

ef
Cxy[Ni,...,N,,N] =

def + { RandGen(N;) A N # N; A
A\ (BQRAN:, XY, E & V3QhR{m (dec(h, dKy)) , Ni, Y} i, T )

We will carry out an inductive proof on the length of ¢,. In order to avoid loops in the proof,
instead of IN (C[N] A ¢ 1> N), one will prove that

AN3Z(C[N] A C'[Z,N] A ¢, &> N) 2)
is inconsistent with the axioms and agent checks. On the symbolic trace, this means that for all n,

IN3Z(C[N] A C'[Z, N] A ¢y, Z 1> N)
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is inconsistent with the axioms and agent checks.
Namely, we show that having fixed N such that C[N] holds, if for some m < n, 3Z(C’[Z, N] A
Om, > N ) holds together with the axioms and agent checks, then

3Z(C'[#, N] A 1, 1> N)

also holds. Then, as at m = 0 the formula contradicts no-telepathy axiom, our result follows. This

is what the following theorem says. Notice that within C and C’, ¢ is always ¢,, and not ¢,,,.

Proposition 4.1 Let ¢g, ¢1, @2, ..., dn be an execution of NSL protocol, N be such that C|N] is
satisfied, and let m < n (consequently all agent checks up to step n are satisfied).

If for all Z such that C'[Z, N| and ¢u41, 20> N holds, then the axioms together with the protocol
roles imply (by FOL deduction rules) that ¢,, ¥ > N holds for all ' satisfying C'[Z', N]. + some
additional conditions to prevent attacks

Proof: Consider first Ju(MayCorqcps(u; ¢, @) A, T, ufp N) in the non-malleability axiom. Since
there are no other function symbols in case of the NSL protocol, we only have to look inside of the
decryption function. However, in the NSL protocol, the decryption function is only applied to
handles, which came from the adversary, and can be computed from the frame. Hence, for any u
satisfying MayCorqcao(u; ¢, ), w is just a list of handles. Since handles are all derivable from
the frames, we have ¢, Z I> u, and hence, by transitivity, qg, Z,uppbN is equivalent with gZA), ZPEN.
Moreover, decryption keys are never sent out. Hence, for the NSL protocol, the non-malleability
axiom can be replaced by:

RandGen(NV) A RandGen(K)
NeKCoAT<dANNCOHEANDT, 2> AN, Ty A ds,f,dec(y,dK)DN
— JaR(y = {2} M2} T 6,8) v 6,7 N

Let us assume that there is a finite list of nonces &* = N7, ..., N} such that C'[Z*, N] and
Gmst, N¥, ... N} >N

is satisfied in some model. We will show that this, together with the honest agent checks and the
axioms, imply that there exists nonces = N{f yoooy N ;E with C’ [a‘:’T, N] and

dm, NI, ... N > N.

Let ¢ be the last term in ¢y, 11, that is, ¢,,+1 = @m, t, and so by our assumption ¢, t, Z* > N.
By commutativity, we get
Gm, T, t > N. (3)

Since ¢ is in frame ¢,, 41 it was necessarily sent by an honest agent that can be either an initiator or
a responder. We have then that either for some (honest) initiator X

1.t ={N, X }f;(Q with an arbitrary agent ), freshly generated nonce Ny, and freshly gener-
ated randomness 1; or
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2. t ={ms (dec(hs,dK X))}ff;@ for some handle hg, arbitrary agent (), freshly generated nonce
N1, and freshly generated randomness R3 such that ¢y, > hs, N1 = 71 (dec(hs, dKx)), and
Q = 73 (dec(hs,dKx)); or

3.t = ¢ (X,Q, N1, 72 (dec(hs,dKx))) for some handle hs, freshly generated nonce Ny, and
arbitrary agent (), such that ¢,,, > hs, Ny = 71 (dec(hs, dKx)), and Q = 73 (dec(hs,dKx));

or for some (honest) responder X

4. t = {m (dec(ha,dKx)) , No, X}eR;’(Q for some handle ho with ¢, > ho, agent Q) such that
Q = 7o (dec(hsa, dKx)), freshly generated nonce No, and freshly generated randomness Rs;
or

5.t = ¢ (mo (dec(ha,dKx)), X, 7 (dec(ha,dKx)), No) for some handle ho with ¢, > ho
and W (g (dec(ha,dKx))), and freshly generated nonce No.

Remark: We will always use the same notation as in the definition of the protocol. However,
since we may have different instances of the protocol running at the same time, we will use super-
scripts to distinguish those runs, for example, N1 is generated by honest initiator X and we will use
N{,N{,... for the nonces generated by honest initiators X', X", . ...

Let us analyze all possible 5 cases.

1.) An initiator X sends t = {N1, X }Zl(Q with an arbitrary agent (), generated nonce N1, and

freshly generated randomness R;.!

Init(X) Q

R
t={N1,X}, ;{Q

@ >

Figure 1: Case 1.) t = {N1, X }f;(Q is the first message sent by the Initiator X.

Let us consider two cases:

1.1.) @ € H. Applying the secrecy axiom with ¢, Z*, { V1, X}Zl(Q > N and
dKg %4 dm, 2", N1, X one gets the intended result ¢,,,, * > N.

1.2.) @ ¢ H. Notice that N1 # N, as N was generated in a session between two honest users
(it satisfies C[IV]) and N; was generated in a session with Q ¢ H. In this case, N; # N, otherwise
as ¢g, N > N holds by self derivability, ¢, N1 > N also holds by the congruence of =, and then

"We will illustrate our cases with diagrams. Solid arrows represent messages that were sent or received by the honest
agents. Dotted arrows correspond to exchanged messages or messages sent by an attacker.
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¢o > N by freshly generated items, but that contradicts the no-telepathy axiom. Then,

i, AN, XY >N by (3)
i ¢, @, {N1, X}, N1, X, eKq, Ry > N by IC (i).
iii. ¢y, 7, N1, X, eKg, Ry > {Nl,X}f;(Q by {-}-FD
V. ¢, @, N1, X,eKq, Ry > N by T(iii,ii
V. ¢m, T, Ni,eKg, Ri > N X public in ¢q (iv)
Vi. ¢, T, N1, R > N eK g public in ¢g (v)
Vil. @, @, N1 > N by freshness of Rj(vi)

vill. ¢, 2 > N by freshness of NVy(vii) and N; # N

2.) An initiator X sends ¢t = {72 (dec(hs,dK X))}ff’(Q for some handle h3 with ¢, > hs,
Ny =11 (dec(hs,dKx)), and Q = 73 (dec(hs, dKx)), and freshly generated randomness Rs.

Remark: Note that from the equalities above one might be wrongly led to claim that for some R and
n we have some t' = (Ny,n,Q) and hy = {t'} B ¢ This is however not true as the decrypted term
may not have been created as a proper encryption, and the projected “triple” may not have been
originally a triple. If they are the correct encryption and triple, then these equalities hold, otherwise
they do not. In fact, we do not have any axioms that allow such a conclusion from the foregoing.
Our only possible conclusion is that whatever t' was received, it returns N1 and () whenever one
applies respectively 11 (t') and 75 (t').

In order to simplify notation we will use ¢ = ((z, y, 2)) to express that ' looks like the triple (x, y, z);
t’ is not necessarily the triple but parses like it, that is, x = 71 ('), y = 2 ('), and z = 73 (/).
Similarly for pairs. Furthermore, if we omit the random input of an encryption, that will mean
something that decrypts to the plaintext. Accordingly, let us introduce the following abbreviations:

u={z,y,z) = z=m(u)ANy=72(u)Az="13(u)
u= ((x,y) L x=m1(u) Ny = ma (u)
u= {1}, wf dec(u,dKx) =x

d
In our case, and for n 2 72 (dec(hs,dKx)), we have that t' = (N1, n, Q).
Case () € H is similar to case 1.1. Let us then consider the case Q ¢ H.
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Figure 2: Case 2.) t = {72 (dec(hs, dK X))}fj}Q is the last message sent by the Initiator X

i G, &, {72 (dec(hg, dKx))} % > N by (3)
ii. ¢m, T, {7 (dec(hs, dKX))}ff'{Q , T2 (dec(h3,dKx)),eKqg, R3 > N by IC(i)
iii. ¢, 7,72 (dec(hs, dKx)),eKq, Ry > {r2 (dec(hs, dK x))} I by {-}-FD
iV. G, 3,75 (dec(hs,dKx)) ,eKg, Ry > N by T(ii, ii)
V. ¢, T, 7o (dec(hs, dKx)),R3> N eK ¢ public in ¢g (iv)
Vi. @, T*, 72 (dec(hs,dKx)) > N by freshness of R3(v)
Vil. ¢, &%, dec(hs, dKx) > N by Proposition 3.2 applied to (vi)
viii. ¢, D> hg by hypothesis
iX. @, T > h3 by IC(viii)
X. Gm,@* > N or 32’ R (h3 = ('} A} T o, f*) by NM(ix, vii)

The first immediately implies the result so let us consider the second. Notice also that since Z* is a
list of nonces, one can omit it and equivalently obtain

EI.’E/R/. (h3 = {ml}fll(x A {1'/ EII(X [ ¢m)

Remark: Note that only at this point we do know that hs is an honest encryption. Before, we only
knew how hs was decrypted, but we did not know if it was created as an honest encryption.

de
By hypothesis 2.) and the derivation above it follows that for n 2 7o (dec(hs, dKx)),

o = dec(hs, dKx) 2 (N1,n. Q) and ¢, &"0' > N. 4)
Let us analyze who could have sent {2’ fll{x as it is in the frame ¢y,

Remark: Note that at this stage we do know that hs was created as an honest encryption but we
. . / .

still do not know if {x’ ng was indeed (correctly) sent as a response to the first message of X, or

if it was sent at some other stage. For that, we consider the two dotted messages in Figure 3.
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Figure 3: Case 2.x.) Who sent the {2’ }Z{X that matches the h3 received by the Initiator X.

There are again 5 possible cases for {2/ fllfx: it was sent by some (honest) initiator X’

2.1. {a' }fll{x = {N], X’ }ZI(QI with an some agent @', freshly generated nonce N7, and freshly
generated randomness R ; or
22, {2/} KX = {2 (dec(hy, dK X/))}Z‘} for some handle A}, freshly generated nonce N7, arbi-

trary agent (', and freshly generated randomness R such that ¢,,,>hf, N| = 71 (dec(hy, dK x/)),
and Q’ = 713 (dec(h%y, dK x/)); or
23. {2/}B e =¢i (X, Q' Ni, 72 (dec(hy, dKx))) for some handle hj, freshly generated nonce
N{, and arbitrary agent (', such that ¢,,,>h%, N| = 71 (dec(hfy, dKx/)), and Q" = 73 (dec(hf, dKx1));

or by some (honest) responder X’

24. {o fl’fx = {m (dec(hy, dKxr)), Ny, X'}, 2@ for some handle hl, with ¢, > hl, agent
Q' such that Q' = 7 (dec(hb,dKx)), freshly generated nonce NJ, and freshly generated
randomness R5; or

2.5. {a fl/fx = ¢ (w2 (dec(hly,dKx1)), X', m (dec(hly, dK x1)), N4) for some handle h}, with
¢m > b and W (my (dec(hb, dKx/))), and freshly generated nonce V5.

2.1.) In this case (N, X') =z @ ((N1,n,Q)) and so ¢o, N1, X’ > N; and ¢g, N{ > N as X'
is public.

If N # N; then one applies the freshness axiom and obtains ¢y > N; contradicting the no-
telepathy axiom. So we necessarily have that N{ = Nj.

Since N; was generated and sent in a single session we necessarily have {7y, }e Ko =
{N{, X' }Z’l{Q, = {2 }Z{X that implies X = @) ¢ # that is a contradiction.

2.2.) This is a non-trivial case and we address it after the others.
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2.3.) ¢(+) can never match the encryption {x - KX as ¢; is (syntactically) not the encryption
function symbol.

2.4.) In this case (my (dec(hb,dKx/)),N§, X') =« '@ {(N1,n,Q)) which implies that X’ =
73 (2') = Q ¢ H that is a contradiction.

2.5.) Same as 2.3.

22

2.2.—Recap) Let us now analyze this case, that is, {2/} %% {m2 (dec(hfy, dK X/))}Zf‘{ for
):

some hi, N1, Q', RS, such that ¢,,,>h%, and N| = 7 (dec(h3, dKX/) and Q' = 73 (dec(hf, dKX/))
It follows then that Q’ =Xand R, =R

Figure 4: Case 2.2.) where {2’ Z{X is the last message sent by the Initiator X",

i Om, @52 >N by (4)
ii. ¢, T*, 1o (dec(hy,dKx/)) > N by congruence of = applied to (i) and 2.2.
iil. ¢, &%, dec(hl,dKx/) > N by Proposition 3.2 applied to (ii)
iv. ¢ > Y by hypothesis
Vo @O, T > hb by IC(iv)
Vi G, @ N or 30" R (W = "V A"V E 6, 7) by NM(viii)

The first immediately implies the result so let us consider the second. Notice also that since Z* is a
list of nonces, one can omit it and equivalently obtain

3R (= "V A € om)
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I
~

By the derivation above and since we obtained earlier that Q' = X, it follows that for n’ =

7 (dec(hy, dK x1)) Z 2/ £ (N, n, Q)),

2" = dec(hly,dKx/) 2 (N, 0/, Q") = (N],n/, X))  and  ém, 3%, 2">N. (5

The second formula follows from Step (iii) of the previous derivation.

IR [T
Let us analyze who could have sent {2}/ K, asitisin the frame ¢y,.

Figure 5: Case 2.2.x.) Who sent {z”/}% that matches the h/, received by the Initiator X".
X/

Remark: Note again that at this stage we do not know if {x" géxl was indeed (correctly) sent as

a response to the first message of X', or if it was sent at some other stage. For that, we consider the
three dotted messages in Figure 5.

M R
eK 1

There are again 5 possible cases for {x : it was sent by some (honest) initiator X"
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22.1. {2 }Z;x/ = {N/, X" }Z%Q” with an arbitrary agent @Q)”, freshly generated nonce N7, and
freshly generated randomness RY; or
222 {2 }EII(IX/ = {1 (dec(hf,dK X”))}f[%Q,, for some handle Y, freshly generated nonce N7,
arbitrary agent ()", and freshly generated randomness Rf such that ¢,,,>hf, Ni' = 1 (dec(hy,dKx)),
and Q” = 73 (dec(h¥,dK xn)); or
223, {a"Y = ¢; (X",Q", N, 12 (dec(hlj,dK xn))) for some handle h/j, freshly generated
nonce N , and arbitrary agent ()", such that ¢, > h%, N = 7y (dec(hy,dKx»)), and
Q” = 73 (dec( g,dKX//));

or by some (honest) responder X"

2.24. {x”}R” = {m (dec(hy,dKxn)), Ny, X”}Z%Q” for some handle h} with ¢,,, > h}, agent
Q" such that Q" = o (dec(hy, dK x)), freshly generated nonce N/, and freshly generated
randomness R or

225 {2 f[/éxl = ¢ (mo (dec(hly,dKxn)), X", 71 (dec(hly,dKxr)),NY) for some handle h{
with ¢y, 1> h and W (2 (dec(hly,dK x))), and freshly generated nonce N

2.2.1.) In this case (N7, X"} = 2" 2 (N!,n’, X)) and since n/ = (Ny,n, Q) it follows that
¢0, N7, X" > Ny and ¢, N7 > Ny as X” is public.

If N{' # N then one applies the freshness axiom and obtains ¢o > N7 contradicting the no-
telepathy axiom. So we necessarily have again that N{' = Nj.

Since N; was generated and sent in a single session we necessarily have {Ny, X} =

eKqg
R/ 221 L . -
{N], X" }e 11<Q,, = {2" fKX, that implies X’ = @) ¢ H that is a contradiction.

2.2.2.) This is again a non-trivial case and we address it after the others.

2.2.3.) Same as 2.3.

2.2.4.) In this case (m (dec(hy,dKxn)),Nj, X"y = 2" © ((Ny,n/, X)) that implies that
Nj =1y (a") =1 ((N],n', X)) = n @ {(N1,n,Q)) and consequently ¢g, N5 > Nj.

Similarly to case 2.2.1. we necessarlly have that N = N; which is a contradiction as Ny was
generated in an initiator’s session whereas IV was generated in a responder’s session.

2.2.5.) Same as 2.3.

2.2.2.—Recap) Let us now analyze this case, that is, {z” f}é , = {m2 (dec(hf,dK X//))}Z(/Q”

for some hf, N/, Q", RY, such that ¢,,,>>h5, and Ni" = 7y (dec(hfy,dKx)), and Q" = 73 (dec(hf, dK xn)).
It follows then that Q” = X'and Rf = R".

i G, @, 2" >N by (5)
il. G, T, 2 (dec(hy,dKx»)) > N by congruence of = applied to (i) and 2.2.2.
iil. ¢, 2", dec(hy,dKx») > N by Proposition 3.2 applied to (ii)
iv. @ > hY by hypothesis
V. Om, @ > hY by IC(iv)
Vi. ¢, @ > N or Iz R"". (hg = {&"}E | AMaVE T b, & ) by NM(v,iii)

The first immediately implies the result so let us consider the second. Notice also that since £* is a
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list of nonces, one can omit it and equivalently obtain

" i " myR" my\R"
JzR™. (h { }eKX// { eKxn = ¢m>

By the derivation above and since we obtained earlier that Q” = X', it follows that for n” =

1 (dec(hll, dK xn)) 2" 2 € (N, 0/, X)),

= dec(hl,dK x») *Z* (N, 0", Q") = (N/,n", X") and o, 72" > N. (6)

The second formula follows from Step (iii) of the previous derivation.

117 o, . .
Let us analyze who could have sent {2’ fo// as it is in the frame ¢,.

E)///

oK., was indeed (correctly) sent as
” X// -

Remark: Note again that at this stage we do not know if {x'"
a response to the first message of X", or if it was sent at some other stage.

. . 1" . e e
There are again 5 possible cases for {z"”}%- - it was sent by some (honest) initiator X"
X//

ug
222.1. {2 ng” {N], X" }f;(Ql with an arbitrary agent Q", freshly generated nonce N7’,

and freshly generated randomness R/’; or

2222, {z"E! = {ry (dec(hly,dK Xm))}f}%;m for some handle h%’, freshly generated nonce

eKxn
N{", arbitrary agent )", and freshly generated randomness R4’ such that ¢, > hi', N{”/ =
T1 (dec( i dKX///)) and Q”/ = T3 (dec( i dKX///))
2.22.3. {x”’}gg L= (X" Q" NY, o (dec(hiy " JAK xm))) for some handle h¥’, freshly generated
nonce N’”, and arbitrary agent Q"’, such that ¢,,, > h3', N{" = 71 (dec(hy',dKx)), and
Q”/ =173 (dec( ““ dK ///))

or by some (honest) responder X"’

2224. {x”’}f[/é;(” = {m (dec(hy,dKxm)), ’”,X”’} Ko for some handle h%’ with ¢, > hf’,
agent Q" such that Q" = 7y (dec(hy',dK x)), freshly generated nonce N, and freshly
generated randomness R/’; or

2225 {a"ME = c(ma(dec(hy, dK xm)), X", 1 (dec(y, dK xm)), N3') for some handle

hY' with ¢y, > hY and W (72 (dec(hYy',dK x))), and freshly generated nonce N3

2.2.2.1)) In this case (N}", X"y = 2" £ (N n” X') and since n” 2 (N/,n’, X)) and

n 2 {(N1,n, Q) it follows that ¢o, N7/, X" > Ny and ¢, Ni"" > Ny as X" is public.

If N{" # N then one applies the freshness axiom and obtains ¢y > N7 contradicting the no-
telepathy axiom. So we necessarily have again that N;” = V.

Since N7 was generated and sent in a single session we necessarily have {Np, X }eKQ =

2.2.2.1. o . _
{NY", X”’}EKQW = {2 EKX” that implies X” = @ ¢ H that is a contradiction.

2.2.2.2.) This is again a non-trivial case and we address it after the others.
2.2.2.3.) Same as 2.3.

2.2.2.4)) In this case (m (dec(hy dKXm)) NP X" = 2™ © (N{,n", X")) implies that
N =1 (2") =n" © (N7, ', X)) and n/ & <<N1,n @)) and consequently ¢, N3’ > Nj.
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Similarly to case 2.2.2.1. we necessarily have that N)” = N; which is a contradiction as N;
was generated in an initiator’s session whereas NJ” was generated in a responder’s session.
2.2.2.5.) Same as 2.3.

. . 11 2.2.2.2. 117
2.2.2.2.—Recap) Let us now analyze this case, that is, {z"” fKX” =" {12 (dec(hy dKX”’))}fIs(Q,,,

for some A5, N{", Q" R, such that ¢, > h%', and N{" = 711 (dec(hf',dKxm)), and Q" =
73 (dec(hy' dKXm)). It follows then that Q" = X" and R”’ =R".

i G, 72" >N by (6)
il. G, &%, 72 (dec(hy',dKxm)) > N by congruence of = applied to (i) and 2.2.2.2.
iil. ¢, 2", dec(hy',dKxm) > N by Proposition 3.2 applied to (ii)
iv. @ > Y by hypothesis
V. Om,Z* > hY by IC(iv)
Vi. @, ¥ > N or IV RV, (h”’ = {a"} B, N EIQX,,, E ¢m, T ) by NM(v,iii)

The first immediately implies the result so let us consider the second. Notice also that since £* is a
list of nonces, one can omit it and equivalently obtain

HwivRiv. (hg/ _ { W}eKXm A {xiv é%léxm C ¢m)

By the derivation above and since we obtained earlier that Q" = X, it follows that for n”’ =

7o (dec(h, dE xm)) "2 2 @ (N 0, X7Y),

2V — dec( " dKXm) 2.2.22 << /// ”/,Q”/» _ << N n///7X//>> and ¢m;f*;xiv > N.
)

The second formula follows from Step (iii) of the previous derivation.

At this stage it is clear that we can iterate the process, going backwards, each time adding a
comma everywhere. We notice that while in this process all 2.2.2.x branches were ruled out except
for branch 2.2.2.2. that needed us to go backwards once more. But as the trace is finite, we cannot go
backwards indefinitely and, at a certain point, there will be no more encryptions {z"}. Kxn C om
that could match the decryption. When this happens, we arrive at a contradiction and can rule out
this branch too.

3.) Aninitiator X sendst = ¢; (X, Q, N1, 72 (dec(hs, dK x))) for some handle hg with ¢,,,>hs,
Nl =T (dec(hg, de)), and Q = T3 (dec(hg, dKX))

Then ¢, ¥* > N immediately follows as by the axioms for ¢ one has that RandGen(N) A
Om, T, c(+) > N implies ¢y, &* > N.

4.) A responder X sends t = {m (dec(ha,dKx)) , No, X}ff(Q for some handle hy with ¢, >

ho, agent @) such that QQ = 73 (dec(ha,dKx)), freshly generated nonce N», and freshly generated
randomness [7y.

If @ € H then it is similar to case 1.1 and the result follows by secrecy. Let us then consider
the case ) ¢ H. In this case No Z N as by hypothesis IV was generated in a session between two
honest users (it satisfies C[N]) and Ny was generated in a session with Q ¢ H.
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Q¢H Resp(X)

ha={{(-@}ere,

e @

t={m1(dec(hz,dK x)),Na ,X}ff{Q

<~~~ @

Figure 6: Case 4.) t = {m (dec(h2,dKx)) , Na, X}fIQ{Q is the message sent by the Responder X.

i G, &, {m1 (dec(hs,dKx)), No, X} 2 > N by (3)
il. ¢, 2, {m (dec(hs,dKx)), Na, X}Z%Q,Wl (dec(ha,dKx)), N2, X, eKg, Ro > N by IC(3)
ili. @y, 2%, m1 (dec(ha,dKx)), No, X, eKq, Ry > {m (dec(hs,dKx)), Na, X}Z%Q by {-}-FD
iv. @, @*, m1 (dec(he,dKx)),No, X, eKqg, Ry > N by T(iii,ii
V. O, &%, m1 (dec(hs,dKx)), N2, eKq, Ry > N X public in ¢q (iv)
Vi. ¢, &%, m1 (dec(he,dKx)), No, Ry > N eK ¢ public in ¢g (v)
Vil. @, %, m1 (dec(ha,dKx)),No > N by freshness of Ro(vi)
Vill. ¢, @, 71 (dec(ha, dKx)) > N by freshness of No(vii) and Ny # N
iX. ¢, dec(he,dKx) > N Proposition 3.1 applied to (vii)
X. @m > ho by hypothesis
Xi. Qm, T > ho by IC(x)
Xii. ¢, Z* > N or Az’ R’. (h2 = {a’ ff;x Az’ f}{x C (Z)m,f*) by NM(xi,ix)

The first immediately implies the result so let us consider the second. Notice also that since Z* is a
list of nonces, one can omit it and equivalently obtain

W R (hy = {2/} ey Mo}y € 6m)
d
By hypothesis 4. and the derivation above it follows that for n ef 71 (dec(he, dKx))

2 =dec(hs,dKx) % (n,Q)  and 6,3, 2’ > N. (8)

Let us analyze who could have sent {2’ fll(x as it is in the frame ¢,,.
There are again 5 possible cases for {z’ EK : it was sent by some (honest) initiator X’
X

4.1. {2} fl/(X ={N{, X’ }fé{Q, with an arbitrary agent ), freshly generated nonce N7, and freshly

generated randomness R} ; or
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Figure 7: Case 4.x.) Who sent {2’ fII(X that matches the ho received by the Responder X.

4.2. {« ffl(x = {7 (dec(hy,dK X/))}flg}Q/ for some handle hf, freshly generated nonce N7, arbi-
trary agent (', and freshly generated randomness Rf, such that ¢,,,>>h%, N = 71 (dec(hfy, dKx1)),
and Q' = 73 (dec(hy,dKx)); or
4.3. {a }fllfx = ¢ (X', Q', N{, 12 (dec(hf, dKx))) for some handle R, freshly generated nonce
N7, and arbitrary agent Q’, such that ¢, >h%, N = 71 (dec(hly,dKx1)), and Q' = 73 (dec(hf, dK x1));

or by some (honest) responder X’

44. {« }fllfx = {m (dec(hy,dKx:)), N5, X' }Z’Z{Ql for some handle b, with ¢,, > h), agent
Q' such that Q" = 7y (dec(hb,dKx)), freshly generated nonce NJ, and freshly generated
randomness R); or

4.5. {a f['{X = ¢y (w2 (dec(hby, dKx1)), X', m (dec(hly,dKx+)), N4) for some handle h}, with
ém > by and W (ma (dec(hl, dK x/))), and freshly generated nonce V5.

4.1.) In this case (N{, X') = o/ ® {(n, Q)) and consequently X' = @ ¢ H that is a contradic-

tion.
4.2.) This is again a non-trivial case and we address it after the others.
4.3.) Same as 2.3.
4.4.) In this case, and together with (8) we get

4.4.

(m1 (dec(hly, dE x1)) , N3, X'y = 2/ @ (n, Q)

and Q' = X = my (dec(hly, dK x/)).
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{n/’X}eKX/

1. Init(Q(X)) — Resp(X')
{n/,N3, X"} i +
2. Init(Q(X)) — " Resp(X")

Q redirects the received message \L
to start a new session with X'

{ /)vaX/}e :{ 7Q}e
1. Init(Q) T ekt A ek x Resp(X)

\L X interprets (n/, N4, X') as (n, Q)
and proceeds as a responder

. {n,Ng,X}eKQ
2. Init(Q) — Resp(X)

Q decrypts {n, N2, X'}, » computes 7, and since (n, Q) = {n’, N3, X'} it possibly leaks N3.
Figure 8: Attack 1 on the NSL Protocol

Consider the following condition: let X € 7 be the abbreviation for X = AV X = B.
RandGen(N)A X € H = (=W (w2 ((n, N, X))) Vw2 ((n, N, X)) € H).
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(V' XY,

1. Init(X) — Resp(X')
!
{N',Nj, X"},
2. Init(X) & Resp(X")

Q intercepts the last message \L

to start a new session with X'

{N/7N57Xl}eK :{n7Q}eK
1 Init(Q) o * Resp(X)
\J/ X interprets (N/, N4, X'} as (n, Q)

and proceeds as a responder

{”7N27X}5KQ
H

2. Init(Q) Resp(X)
Q decrypts {n, N2, X'}, . computes 7, and since (n, Q) = (N’, N3, X') it possibly leaks both N’, Nj.

Figure 9: Attack 1.5 on the NSL Protocol

Figure 10: Case 4.4.) Attack when {2’ EII{X is the message sent by the Responder X’ that is used
to initialize a new session with Responder X.

This condition prevents the above attack and we can complete the proof of 4.4. as (7 (dec(hfy, dK x+)), N5, X') =

{(n, @)) together with our new condition imply that =W (Q) V Q € H which contradicts our as-
sumptions about ().
4.5.) Same as 2.5.

4.2.—Recap) Let us now analyze this case. Together with (8) we have

Ty (dec(hg, dKX/)) 2 @ {(n, Q)

with ¢, > b, and N = 7 (dec(hfy,dKx)), and Q" = 73 (dec(h%,dKx/)), and Q' = X and
Ry =R.
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Figure 11: Case 4.2.) where {2’ fII(X is the last message sent by the Initiator X'.

i G, 7' >N by (8)
ii. ¢, T, 1o (dec(hy,dKx/)) > N by congruence of = applied to (i) and 4.2.
iil. ¢, T*,dec(hl,dKx/) > N by Proposition 3.2 applied to (ii)
iv. ¢ > Y by hypothesis
V. @O, T > hh by IC(iv)
Vi G, @ N or 30" R (W = "V A"V E 6, 7) by NM(viii)

The first immediately implies the result so let us consider the second. Notice also that since Z* is a
list of nonces, one can omit it and equivalently obtain

SR (W = {2}, A Y E o)
By the derivation above it follows that for n' = 75 (dec(hf, dKx/)) A {(n, Q)
4.2.

" =dec(hy,dKx/) = (Ni,n', Q") = (Ni,n, X)) and Gm, T5,2" >N, (9)

Let us analyze who could have sent {z” fI'éX, as it is in the frame ¢,,,. There are again 5 possible

/! . o e
cases for {z” ng/: it was sent by some (honest) initiator X"

4.2.1. {z" }f}éx/ = {N/, X" } eK with an arbitrary agent ", freshly generated nonce N, and
freshly generated randomness RY; or
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Figure 12: Case 4.2.x.) Who sent {z” }f}éx, that matches the hf received by the Initiator X'.

422, {" }EI/{,X, = {1 (dec(hf,dK X”))}Z%Q” for some handle A%, freshly generated nonce N7,
arbitrary agent ", and freshly generated randomness R such that ¢,,,>>h%, N{ = 71 (dec(hf, dKx»)),
and Q" = 73 (dec(hy, dKxn)); or
4.2.3. {x”}géx/ = ¢ (X",Q", Ny, 7o (dec(h,dKxr))) for some handle hf, freshly generated
nonce N7, and arbitrary agent Q”, such that ¢,,, > h%, N = 71 (dec(h,dKx»)), and
Q" = 73 (dec(hl,dK xn));
or by some (honest) responder X"
424, {x”}f}éx/ = {m1 (dec(hfy,dKxn)), Ny, X”}fI%QH for some handle R/ with ¢,, > hY, agent
Q" such that Q" = a (dec(hfy,dK xn)), freshly generated nonce N4, and freshly generated

randomness RY; or
425 {a"YB. = c.(mo (dec(hy,dK xn)), X" 71 (dec(hly,dK xn)), NY) for some handle h

eK

with ¢,,, > hfy and W (g (dec(hfy,dK x))), and freshly generated nonce NJ'.

4.2.1.) In this case (N, X") = 2" @ (N7,n/, X)) and it follows that ¢, N7, X" > N{ and
¢0, N> Ni as X" is public. If N{' Z N7 then one applies the freshness axiom and obtains ¢ > N{

contradicting the no-telepathy axiom. So we necessarily have that N7/ = Nj.
R}

Since N| was generated and sent in a single session we necessarily have {N], X'}, Ky =
R’/ 421 o )
{NY, X" }ell<Q// = {2/ ff'éx, that implies X’ = X” and X = Q" by the first equivalence,

and Q" = X’ by the second. Putting all these together we get X = Q" = X' = X”.
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X interprets (N, X ) as
(N,n’, X) and
proceeds as initiator

3.

1.

2.

(VXY
—

Init(X) Q
1 s mtsired o X
ity et eac g g
\L ’
nit(X) e 0

Q uses the received message \L
to start a new session with X'
Init(Q)

e 0oy

Resp(X)

l/ X interprets n” as (n, Q)

and proceeds as responder

{n’N 2,X }e Kq
—

Init(Q) Resp(X)

Q decrypts {n, N2, X}k, , computes n, and since (n, Q) = n/ and n’ may have information about N,
for example, if (N, X) = (N, N, X) (why not?), then n’ = N, and N is possibly leaked.

Figure 13: Attack 2 on the NSL Protocol

Consider the following condition:

RandGen(N) A X € H = (r (N, X)) £ N V 73 ((N, X)) # X).

This condition, although stricter than needed, clearly prevents the above attack.
4.2.2.) This is again a non-trivial case and we address it after the others.
4.2.3.) Same as 2.3.
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Figure 14: Case 4.2.1.) Attack when the message {z” }eRIZX, sent by the Initiator X when it generates
the nonce NV is re-used as the response message by the receiver.

4.2.4.) In this case, and together with (9) we get that for n” = 71 (dec(hl, dK x))

(n", Ny, X") "2 2" @ (N, X))

for some honest responder X", handle h with ¢,,,>>hf, agent Q" such that Q" = 7 (dec(hy, dK xn)),
freshly generated nonce NJ/, and freshly generated randomness R). Moreover, Q" = X' and

Ny =7 (a") =" 2 (n,Q).

Consider the following condition:

RandGen(N) — (=W (w2 (N)) Vma (N) € H).

This condition, although stricter than needed, prevents the above attack.
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o ANEX ey
1. Init(X') — Resp(X)
(NN XY, v
2. Init(X') ) Resp(X)
\L \r//'
A / V2 }clx"/\»
3. Init(X') — Resp(Q(X))
Q intercepts the li.iSI me.s;a;z; \l/
to start a new session wit { 7 }é . :{ n 7Q}€
1. Init(Q) B e Resp(X)
X interprets Né/ as a pair (n, Q)
' {YL No, X}(«]{Q ‘l/ and proceeds as responder
2. Init(Q) Resp(X)

. _ 11 - . 1"
El k] eKp» C s S 5 - S§ S .
@ decrypts {n, N2, X'}, , computes n, and since (n, Q) = Ny’ it possibly leaks N5

Figure 15: Attack 3 on the NSL Protocol

4.2.5.) Same as 2.3.
4.2.2.—Recap) Let us now analyze this case. Together with (9) we get

2.2.

7o (dec(hy, dExn)) “E* 2" L (N}, 0/, X))

such that ¢,,, > h%y, N{' = 11 (dec(hf,dK xn)), and Q" = 13 (dec(hf,dK x~)). Moreover, Q" = X'
and Ry = R”. Then,

i G, T, 2" >N by (9)
il. G, %, 2 (dec(hy,dKx»)) > N by congruence of = applied to (i) and 4.2.2.
ili. @, T, dec(hy,dKx») > N by Proposition 3.2 applied to (ii)
iv. ¢ > hY by hypothesis
Vo @G, T > hY by IC(iv)
Vi. @, Z* > N or 3z’ R". (hg’ = {x’”}f}é/x” A {x’”}fl/é;” C ¢, T ) by NM(v,iii)

The first immediately implies the result so let us consider the second. Notice also that since £* is a
list of nonces, one can omit it and equivalently obtain

"R (hg _ {:E///}R”’ {m///}R”’ )

CKX// eKX// =

By the derivation above it follows that for n” = 7o (dec(hfy, dKx»)) 12 9 (N7, X))

= dec(hy, dKxn) "Z2 (NI, 0", Q") = (N{,n",X")  and ¢, @,2" > N. (10)
Let us analyze who could have sent {z"” f[/é;w as it is in the frame ¢,,. There are again 5

possible cases:

42.2.1)) In this case (N7", X"} = 2" @ (N7 n” X") and it follows that ¢, N7, X" 1>
N{" and ¢o, N{" > N{" as X" is public. If N{” # N/ then one applies the freshness axiom and
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Figure 16: Case 4.2.4.) Attack when the last message of a correctly executed protocol between X’
and X" = X is used to initiate a protocol with Responder X .

obtains ¢ > Ny contradicting the no-telepathy axiom. So we necessarily have that N’ = N7, and

since N{' was generated and sent in a single session we necessarily have that X" = X”. Hence

(Y, X") = (N{", X"") 122 L WO NT ) X7 and since n” 2 (NY, 7/, X)) it follows that

$0, N7, X" > Ni and ¢o, N7 > N1 as X" is public.

If N " # Nj then one applies the freshness axiom and obtains ¢y > N7 contradicting the no-
telepathy axiom. So we necessarily have that N; = Nj. This is the same as saying that the two
sessions run by X’ and X" in Figure 17 are the same which is a contradiction as the session on the
right ends before the session on the left.

4.2.2.2.) In this case {z"” }fllé;{” = {72 (dec(hy,dK Xm))}flg;m for some handle 14, freshly

generated nonce N7, arbitrary agent @, and freshly generated randomness R’ such that ¢,,, > hf’,

N{” =T (dec( n dKX/H)), and Q/” =T3 (dec( 3 dKX’”))' Hence,

4.2.2.2. 10
75 (dec(h,dKxm)) "= 2" L

and Q" = X" and Ry = R".
4.2.2.2.

Similarly to the case 4.2.2. one can derive that for n”” = 7 (dec(hf',dKxm)) ="z (10
(N {', n’, X"))

(N7, ", X))

dec( n dKX/’/) =2 «N”I, III, QI”>> <<N”I, n X”» and ¢m, :i:*, in > N.

an
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Figure 17: Case 4.2.2.) where {z" RI';X, is the last message sent by the Initiator X”.

e

Splitting 4.2.2.2. in 5 sub-cases 4.2.2.2.x. will be the same as when we divided 4.2.2 into

4.2.2.x. as now we have 21V ‘= (N 0 XY with n” @ {(N{,n", X")), whereas before we had

10 . 10 . . L
g D (N7, n", X")) with n” o {(N{,n', X)), with both N{”  N{ generated in honest initiator’s

sessions by X" and X" respectively.

We can then apply the same reasoning as in 4.2.2 and be sure that it stops as the number of
previously sent messages is finite.

4.2.2.3.) Same as 2.3.

42.2.4)) In this case (m1 (dec(hY,dKxm)), NV, X"y = 2" 2 (NI " X"} that implies
N} =n" e {(N{,n’, X)) and consequently ¢, N5’ > Nj. Since N} was generated in a responder
session by X’ and N7 in an initiator’s session by X’ one necessarily has that N}’ # Nj, and

consequently ¢ > N7 contradicting the no-telepathy axiom.
4.2.2.5.) Same as 2.3.

4.5.) Same as 2.3.

5.) A responder X sends ¢t = c,(m2 (dec(ha,dKx)),X,m (dec(ha,dKx)), N2) for some
handle ho with ¢, > ho and W (73 (dec(h2, dKx))), and freshly generated nonce N.

Then ¢,,, Z* > N immediately follows as by the axioms for ¢ one has that RandGen(N) A
Om, %, c(-) > N implies ¢, T > N. QED
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We still have to prove that the property initially holds, that is, IN3Z(C[N] A C’[Z, N] A ¢, 1>
N) is inconsistent with the axioms. Let C[N] and C’[Z, N] hold for N and Z = Z*. At step 0,
N, Ny, ..., N are still fresh (remember, we assumed for simplicity that everything was generated
upfront, and clearly, these nonces have not been sent), so by the no telepathy axiom, ¢g >N, and
then by the independence of fresh items, ¢g, N1 % N. Then again by the independence of fresh
items, ¢g, N1, N2 >N, etc. So

d)Oaf*%N

holds, meaning that IN3Z(C[N]AC'[Z, N]A¢g, Zr> N) is indeed inconsistent. Then the induction
step in Proposition 4.1 proves that this property always holds. In particular, we have the following
theorem.

Theorem 4.2 (Secrecy) Consider a symbolic execution of the NSL protocol, with an arbitrary num-
ber of possible dishonest participants and two honest participants A, B that only execute either of
the NSL roles in each of their sessions.

Our axioms together with the agent checks and the conditions we introduced to avoid attacks
imply that for any n € N and for any nonce N that was either generated by A and sent to B, or
vice versa, ¢n b N.

The above Theorem states that secrecy of nonces satisfying C[N] is never broken. That is, nonces
that were generated by A or B and intended to be sent between each other, remain secret. In
particular, taking & to be the empty list, the formula IN (C [N] A QAS >N ), together with the axioms
and the agent checks, and the conditions we introduced to avoid attacks are inconsistent on any
symbolic trace.

Remark: Note that all the above attacks can be avoided if nonces have fixed length, pairing and
tripling are length regular, and the agents check the lengths of bit-strings that are supposed to be
nonces (to cover this symbolically, a new type can be introduced and the conditions to avoid the
attacks weakened with an additional disjunct).
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Theorem 4.3 (Agreement and Authentication from Responder’s View) Consider a symbolic ex-
ecution of the NSL protocol, with an arbitrary number of possible dishonest participants, and an
arbitrary number of honest participants that execute both initiator and responder roles (and nothing
else) in each of their bounded number of sessions.

Let us fix honest responder B. For any X € H, our axioms together with the agent checks and
the conditions we introduced to avoid attacks are inconsistent with the negation of the formula

cr(my (dec(hy, dKg)), B, m (dec(hy,dKp)), No) C ¢ A X = o (dec(hy, dKp))

[ ¢i(X,B,Ny, 73 (dec(hs, dKx))) C ¢ A
— dNihs. < No = 15 (dec(hs,dKx)) A Ny = w1 (dec(ho,dKR))

Proof: Suppose that for some m € N, we have

cr(ma (dec(he, dKR)), B, m (dec(h2,dKR)), N2) C ¢y, A X = ma (dec(h2,dKpB)).

XeH Resp(B)

ha={(- XD} ercy
e @

Ro

{m1(dec(h2,dKR)),N2 7B}eKX

<~ @

h4:{N2}eKB
~————~

cr(ma(dec(h2,dKR)),B,m1(dec(h2,dKpB)),N2)
<~~~ @

Figure 18: Responder B terminates the protocol.

From the responder’s role, and since X € H, one has that C'[ V2], and from the Secrecy Theorem
that ¢, j5 No. It also follows from the role that for the last message h4 accepted by B, the condition
dec(hy,dKp) = Ny was satisfied. Hence by the NM axiom,

'R <h4 = {x’}ff/(B A fII(B C (bm)

and
2’ = dec(hy,dKg) = Ns. (12)

There are 5 possible cases for {z’ g{B: it was sent by some (honest) initiator X'

1. {2’} fl/(B ={N{, X’ }ZQQ, with an arbitrary agent @', freshly generated nonce N7, and freshly

generated randomness R/ ; or
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Figure 19: Who sent the {2’ }fII{B that matches the h4 received by the Responder B.

2. {2 fl’fB = {7 (dec(h}, dK Xr))}fI%Ql for some handle 1}, arbitrary agent @', freshly gener-
ated nonce N7, and freshly generated randomness R such that ¢,,,>h%, N| = 71 (dec(hfy, dKx1)),
and Q' = 73 (dec(hy,dKx)); or
3. {a 5{3 = ¢ (X', Q', N{, 12 (dec(hf,dK x+))) for some handle hj, freshly generated nonce
N7, and arbitrary agent @', such that ¢, >h%, N = 71 (dec(hly,dKx+)), and Q' = 73 (dec(hf, dK x1));

or by some (honest) responder X’

4. {2/ }fllfs = {m (dec(hy,dKx)), N5, X' }52(@, for some handle h}, with ¢,,, > h}, agent
Q' such that Q" = 7y (dec(hb,dKx)), freshly generated nonce NJ, and freshly generated
randomness R5; or

5. {a' f'['{B = ¢y (w2 (dec(hby, dKx1)), X', m1 (dec(hy, dKx1)), N4) for some handle hf, with
Gm > hly and W (72 (dec(hhy, dK x1))), and freshly generated nonce NJ,.

1.) In this case (N7, X') = 2/ = Ny and so ¢g, N7, X' > Ny and ¢, Nj > Ny as X' is public.

The case N{ = N is not possible as No was generated in a responder’s session while N was
generated in an initiator’s session. On the other hand, if N| # Ny then one applies the freshness
axiom and obtains that ¢g > Na contradicting the no-telepathy axiom. Case 1.) is not possible.

2.) This is the expected behaviour, so we skip it for now and come back to it later.

3.) c¢i(+) can never match the encryption {2’ }EI,{B as ¢; is (syntactically) not the encryption
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function symbol.

4.) In this case (m; (dec(hly, dKx1)), N}, X') = 2’ " Ny, and Q' = B. Now, if N} # N,
and since ¢g, Na > NJ, one has by freshness that ¢ > N} contradicting the no-telepathy axiom.

{n7B}eKB

L Init(Q(B)) Resp(B)
\l/ B thinks the message came from itself
{n7N2 ’B}eK and generates nonce No
2. Init(Q(B)) — 7 Resp(B)

Q simply redirects the received \J/
message to B

3. Init(Q(B))

Q fooled B as if B was communicating with itself. But no secret was revealed.

{n,N2,B} ;e ={Na} i
_B> . ReSp(B) B interprets (n, No, B) as No

Figure 20: Attack 4 on the NSL Protocol

Assuming
RandGen(N) — 72 (N) # NV -W (13 (N))

the attack becomes impossible: In this case (m (dec(hb, dKx/)), Ny, X') # Na, so 4. cannot
happen.

5.) Same as 2.3.
2.—Recap) Let’s get back to case 2. In this case,

75 (dec(hly, dK 1)) = 2’ ‘2 Ny and Q' = B. (13)

That is, in this case we have that there was an honest initiator X’ that sent out the message
R! R!
{72 (dec(hy, dKx1))} o j, = {Na}f, for some handle 3. As a consequence, we have that there

exists a freshly generated nonce V| such that
CZ'(X/, B,N{,Tg (dec( g, dKX/))) C ¢m A No =19 (dec(hg, dKX/)) .

It remains to show that
XI = X and N1 =T (dec(hg, dKB)) . (14)
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Figure 21: Case 2.) where {z’ }EII{B is the last message sent by the Initiator X'.

What we do know from the initiator’s role of the honest agent X’ is that he received hs (let’s
switch to h3 and N instead of k5 and N7), and consequently

T1 (dec(hg,dKX/)) = N1 and T3 (dec(hg,dKX/)) = QI = B. (15)

This means that N; is a nonce generated in an initiator’s session of X’ with responder B. Hence
C[N1] holds. We can now use again the NM axiom applied either to N; or Ny to get that

30" R. (hs = LV, M"Y E o)
From the foregoing, we also have that
o = dec(hs, dKx) "2 (Ny, Ny, BY) (16)

MR" .

There are again 5 possible cases for {z"}; Ky

it was sent by some (honest) initiator X"
R’ n ym By

2.1. {z }eKX, = {N/, X }ef(QH

freshly generated randomness RY’; or

22. {2" }f}éx/ = {7 (dec(hf,dK X//))}Z%Q” for some handle A}, freshly generated nonce N7,

with an arbitrary agent )", freshly generated nonce N7, and

arbitrary agent ", and freshly generated randomness R such that ¢,,,>h5, N{' = 71 (dec(hy, dK xn)),

and Q" = 73 (dec(hf,dK xn)); or

2.3, {2" fl’éX’ = ¢ (X", Q", Ny, 12 (dec(hy,dKxn))) for some handle hf, arbitrary agent Q"
freshly generated nonce Ny, and such that ¢, > hf, N|' = 7 (dec(h,dKxn)), and Q" =
T3 (dec( g, dKX//));

or by some (honest) responder X"
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Figure 22: Who sent the {”/}E  that matches the h received by the Initiator X".
x/

24. {x”}f}éxl = {m1 (dec(hly,dKxn)), Ny, X”}Z%Q” for some handle hf} with ¢,, > hf, agent
Q" such that Q" = my (dec(hfy,dK xn)), freshly generated nonce N4, and freshly generated
randomness RY}; or

2.5 {2" fI'éX, = ¢ (mo (dec(hly,dKxn)), X", 71 (dec(hly,dKxn)),NJ) for some handle hf
with ¢, > b4 and W (ma (dec(hfy, dK x))), and freshly generated nonce N .

2.1.) In this case (N7, X"} = 2" " (N}, No, B)) and so ¢, N, X" > Ny and g, N > N
as X" is public.

If N{ # N, then one applies the freshness axiom to obtain ¢y > Ny contradicting the no-
telepathy axiom. So we necessarily have that N7 = Ny. But N was generated in an initiator’s
session, while N2 was generated in a responder’s session, so case 2.1. is not possible.

/1

2.2.) In this case {sc”}f}(/xl = {2 (dec(h}, dKX"))}ff(Q,, for some A, N7, Q", RY, such that
¢m > B4, and Ny = 71 (dec(h,dKx»)), and Q" = 73 (dec(hf,dK xn)). It follows then that
Q" = X' and RY = R". Now, for N either N; or N, we have that

i oy’ > N by (16)
. @, 72 (dec(hy,dKx)) > N by congruence of = applied to (i) and 2.2.
iil. ¢m,dec(hly,dKx»)> N by Proposition 3.2 applied to (ii)
iv. ¢, > hY by hypothesis
V. ¢ > N or Iz R (hg = ("B MaEL L C ¢m) by NM(iv,ji)

But ¢,,, > N is not possible because of the Secrecy Theorem as C'[ V] holds.
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By the derivation above and since we obtained earlier that Q" = X, it follows that for

de 2.
' < 7y (dec(hy, dKxn)) R (N1, N2, B)) an

we have

o = dec(hl],dKxn) 2T UNY 0 Q") = NV 0", X")  and  Gm,2" > N. (18)

Figure 23: Who sent the {z"” fllé;(" that matches the Y received by the Initiator X"

nmR"

¢k, it Was sent by some (honest) initiator X"

There are again 5 possible cases for {xz

221, {a" B = (N} X" }Zl{’;m with an arbitrary agent Q", freshly generated nonce N’

eKxn

and freshly generated randomness R{’; or

222, {a"VE = {7 (dec(hy,dK X///))}Z%;?m for some handle h4’, arbitrary agent Q", freshly

eKxn
generated nonce Ni”’, and freshly generated randomness Rf’ such that ¢, > h%', N{" =
T1 (dec( g’, dKX///)), and Q”l = T3 (dec( g’, dKX///)); or
2.2.3. {w”’}flglxﬂ =¢ (X", Q" N, 15 (dec(hy',dK xm))) for some handle h%’, freshly generated
nonce N{”, and arbitrary agent @, such that ¢,,, > h3', N{" = 71 (dec(hy',dKx)), and
Q/” = T3 (dec( g/, dKX///));

or by some (honest) responder X"’
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224, {a" VB = {1 (dec(hy,dK xm)), N’”,X”’}eK . for some handle Ay’ with ¢, > Y,

eKxn

agent Q" such that Q" = my (dec(hy, dK xm)), freshly generated nonce NJ’, and freshly

generated randomness R}'; or

2.2.5. {ac’”}f[;’;(” = ¢y (mo (dec(hy ,dKxm)), X" w1 (dec(hy,dK xm)), NY') for some handle

LY with ¢y, > hY' and W (o (dec(hy',dK x))), and freshly generated nonce NJ'.

2.2.1.) In this case (N{", X"") = 2™ '= m {N{,n"; X")). Since n” 0 (N1, N2, B)), we have
that ¢, n” > Na. So by transitivity ¢g, N{”, X" > No, and ¢, N7’ > N2 as X" is public. But this
is not possible by the usual freshness—+no-telepathy argument as N7’ was generated in an initiator’s
session whereas [N was generated in a responder’s session.

2.2.2.) In this case {«/}% = {r (dec(hy dKX”’))}fI%IQ for some L', NI Q" RY,

eKxn

such that ¢, > h%’, and N{" = 71 (dec(hy',dKxm)), and Q" = 13 (dec(hf’ dKXm)). It follows
then that Q" = X" and Ry = R". For N either N7 or N, we have again

i G,z >N by (17) and (18)
il. Gm, 2 (dec(RY',dKxm)) > N by congruence of = applied to (i) and 2.2.2.
iii. ¢, dec(hy’,dKxm) > N by Proposition 3.2 applied to (ii)
iv. ¢ > hY by hypothesis
V. ¢ > N or VRV, (hg’ = {a"}E  AaME T qu) by NM(iv,ji)

But ¢,,, > N is not possible because of the Secrecy Theorem as C'[IV] holds.
By the derivation above and since we obtained earlier that Q" = X", it follows that for

de 2.2,
" L 5y (dec(rl), dKxm)) P2 2" B (N1 0" X7 (19)

one has

v _ dec( " dKX///) 2.2.2.409) << /// ”/,Q”/» << N n///7X//>> and qf)m,l'm > N.

(20)

Moreover, we also have ¢,,,,n"” > N and ¢y, 2" > N transitively from (19) and (20).

There are again 5 possible cases for {2 Z‘;Xm. However, we are now back in the situation of
2.2., except that we have one more prime everywhere. So we can generate the rest of the argument
by adding one more prime. 2.2.2.2.. .. will keep increasing but, as the protocol has only a finite past,
it has to end somewhere, and there will be no further 2’ to go back. At that point, we end up with
a contradiction.

2.2.3.) ¢;(+) can never match the encryption {z"”’ fflgxﬂ as ¢; is (syntactically) not the encryption

function symbol.
2.2.4.) In this case Q" = X", and (my (dec(hly',dK xm)), Ny, X") = 2" 1 (N{,n", X",
which implies that 71 (dec(hy)',dKxm)) = 11 (x ’”) Nj{, and N”’ =7 (2") =n", and X" =

17 .
T3 (2") = X'. Asn” @ (N1, No, B)), we have that ¢, n” > N1, and since n” = N, it follows
that ¢o, N3’ > Nj. Since N3 was generated in a responder’s session and N; was generated in an
initiator’s session, this is not possible by the usual freshness+no-telepathy argument.

2.2.5.) Same as 2.2.3.
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M R"

2.3.) ¢(+) can never match the encryption {z”}2 Kr

function symbol.

as ¢; is (syntactically) not the encryption

2.4.) In this case Q" = X', and (my (dec(hfy,dKxn»)), Ny, X") = 2" (1 {(N1, N2, B)), that
implies 7y (dec(hy,dK xn)) = 11 (2”) = N1, and N§ = 79 (2”") = Na, and X" = 73 (") = B.

Recall from (14) that it was left to show that X’ = X and N7 = 71 (dec(ha,dKp)) that is
proved if one shows that X = X’ and h{ = ho.

To show the latter, consider that since X" is a constant of an agent name, X” = B, and N} =
Ny similarly as before (as N5 = Ny according to the foregoing and the same argument as in 1.2. of
the secrecy proof where we showed that N; % N implies N1 # N). Hence

{771 (a’ec(hlzl,dK ”)) 7Né/7XH}fI/2(IQ// = {Wl (dec( g’dKB)) ’NQ’ B}fl%X/

However, as Ny cannot be generated in two separate sessions, h} represents the message received
by B in the session when he generated Na, so hY = ho.

In order to show that X = X', remember that we do know from the initiator role of the honest
agent X' that he received hg (recall that we switched the notation from A to h3), and from (15)

T1 (dec(hg,dKX/)) = N1 and T3 (dec(hg, dKX/)) = B.

We also had from the NM axiom and our assumption 2.4. that this h3 was produced by X", which
in turn is B. Namely, B sent a message of the form

{1 (dec(hy,dKp)), Na, BY2

X/

(we replaced the notation of R/ with Ry as that is the one sent when hy is received). But we know
that Ny was generated by B in a session that was for communicating with X. Hence X' = X.
2.5.) Same as 2.3.
QED

Remark: Note that all the above attacks can be avoided if nonces have fixed length, pairing and
tripling are length regular, and the agents check the lengths of bit-strings that are supposed to be
nonces (to cover this symbolically, a new type can be introduced and the conditions to avoid the
attacks weakened with an additional disjunct).
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