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Abstract. In their seminal work, Abadi and Rogaway [2, 3] show that tbrerfal
(Dolev-Yao) notion of indistinguishability isoundwith respect to the computa-
tional model: messages that are indistinguishable in tiredbmodel become in-
distinguishable messages in the computational model. Kenvehis result leaves
two problems unsolved. First, it cannot tolerate key cyciecond, it makes the
too-strong assumption that the underlying cryptograplie$iall aspects of the
plaintext, including its length. In this paper we extenditheork in order to ad-
dress these problems.

We show that the recently-introduced notion of KDM-segucén provide sound-
ness even in the presence of key cycles. For this, we havensides encryption
that reveals the length of plaintexts, which we use to mtaiageneral exami-
nation information-leaking encryption. In particular, wensider the conditions
under which an encryption scheme that may leak some panf@imation will
provide soundness and completeness to some (possibly mexkeersion of the
formal model.

1 Introduction

Historically, cryptographic protocols have been studied analyzed in at least two
different models. The first of these models, twnputational models derived from
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complexity theory. Its definitions are phrased in terms @f éisymptotic behavior of
Turing machines, and its main proof technique is the redaciihe other of these two
models, thdormal model (or, Dolev-Yao modely so named because of its genesis in
the field of formal methods. Its definitions are phrased im&eof process algebras and
state machines (particularly non-deterministic ones) iandes many different proof
methods (including automated ones).

In this work (based on [5, 4,14]) we consider two aspects e$¢hmodels’ rela-
tionship. The differences between these models are mattbun particular are key:
their representations of messages and the powers theyogiire adversary.

— In the computational model, messages are families of piitityadtistributions over
bit-strings (indexed by the security parameter). The aghrgris modeled as an
algorithm of realistic computational power: probabiligbiolynomial-time PPT.

— The formal model imposes a great deal more structure. Messag expressions
built according to a particular grammar. Atomic messagesambols representing
keys, random values, texts, and so on. More complex messagdse built from
simpler ones by application of (symbolic) functions, epairing and encryption.
The adversary is only given limited power to manipulate ¢h@goressions, such as
separating a concatenation or decrypting an encryptiahKifows the decrypting
key). These possible operations are specified via a set afiegs.

Despite these differences, certain intuitions can be kaset between the two models
in the expected way. In particular, under carefully chosendiions,indistinguisha-
bility of messagesan be mapped directly from one model to the other. This was fir
demonstrated by Abadi and Rogaway [2, 3] in a particulairsgtind under strong as-
sumptions. In their formulation of the formal model, two exgsions are thought to
be indistinguishable to the adversary, also caltachally equivalentif their only dif-
ferences lie in encryption terms that cannot be decryptethéyormal adversary. In
the computational model, on the other hand, messages aileetaof probability dis-
tributions on bit-strings. Indistinguishability of comgational messages is captured by
the standard notion of computational indistinguishapi(ite., indistinguishability by
an efficient algorithm).

Relating the two model€Dnce a computational encryption scheme is fixed, an inaitiv
function translates expressions between the two modeis filiiction (callednterpre-
tation), maps each formal expression to an ensemble (indexed petheity parame-
ter) of probability distributions over bit-strings. Givan encryption scheme, and hence
a particular interpretation function, one can then ask twreall pairs of equivalent for-
mal messages map to indistinguishable probability distidm ensembles. If so, it is
said thatsoundnes$iolds and it implies that the formal model is a faithful abstrac-
tion of the computational model: security in the formal miodeplies security in the
computational model as well.

In their seminal work, Abadi and Rogaway demonstrated timathe symmetric-
key encryption setting) soundness holds when the secenil bf the computational

5 This particular kind of soundness is but one piece of a mugfetadefinition, but as a conve-
nient shorthand we will use ‘soundness’ in this paper to nsmamdness of message indistin-
guishability.



encryption scheme is ‘type-0,” a property of their own dimgs This result was later
translated to the public-key setting by Micciancio and Wachi [46], who found that
soundness is guaranteed by encryption schemes that satisfyen-ciphertext secu-
rity’ [51, 52] (CCA-2 in the notation of [18]). This power ohosen-ciphertext security
has been confirmed by subsequent extensions [33, 23]. Teésdést however—in both
the symmetric and asymmetric settings—do not address tyworitant problems.

Unsolved problems in previous soundness resuisstly, none of the existing sound-
ness results address the problem of key cycles. An exprebsi® a (symmetric) key
cycle if one can find symmetric keys,, Ko,..., K, such thatK; is encrypted in the
expression undek’; . ; and K, is encrypted by . (In the asymmetric setting, the pub-
lic key K11 encrypts the private keg(;l, andK; encryptsk,, 1.) The formal model
makes no distinction between those messages that have ey eynd those that do not.
Further, the interpretation function is well-defined oveykycles, and so, formal key
cycles are computationally meaningful. However, neitherdoundness result of Abadi
and Rogaway nor subsequent soundness results (descriBedtion 2) are known to
hold for such messages. (In fact, the stronger of thesetsddul, 23] assumes that no
private or symmetric keys are encrypted at all!)

Another problem that was not dealt in most of the previousdoess results re-
gards to partial leakage of information. Most of these itastbnsider that formal en-
cryption hides all information about the plaintext. As araeple, the original Abadi
and Rogaway result assumes that formal encryption conae#iaspects of the plain-
text. That is, their result requires that symmetric endoyphides (among other things)
the length of the plaintext. Unfortunately, this cannot bisiaved except in very limited
contexts. This particular issue has been noted by Backesnaiin and Waidner [13],
and Backes and Pfitzmann [8]. Furthermore, it is the focusarkwy Micciancio and
Warinschi [46], Laud [39], and Micciancio and Panjwani [4dfo resolve the matter
by weakening the formal model. These results, however,ighdyrspecific to particular
classes of computational encryption schemes. Can thesksrean be generalized to
encompass other encryption schemes that leak other kindéoomation? Rephrased,
under what conditions will an encryption scheme providensimess to some formal
model?

1.1 Ourwork

In this paper, we extend the original result of Abadi and Resgain order to address the
problems mentioned above. First, we extend the formalisAbatli Rogaway and show
that soundness in the presence of key cycles can actuallgtievad using a recently-
proposed notion of computational security. In doing thiswaver, we must (unlike
Abadi and Rogaway) assume that formal encryptions reveathings: the ‘length’ of
their plaintexts, and whether two different ciphertextsevereated using the same key.
With this as motivation, we then turn to generalizationshef Abadi-Rogaway formal-
ism. In particular, we show (in a general way) how Abadi and&way’s formulation
of the formal model can be extended to consider encryptibarses (computational or
information-theoretic) that leak partial information suas plaintext-length. That is, we



investigate those conditions under which a computationefygtion scheme provides
soundness and completeness to some (possibly weakensidyvefrthe formal model.

In more detail: We resolve the issue of soundness in the pcesef key cycles by
using the notion okey-dependent messa@&DM) security for symmetric encryption.
This definition was recently introduced simultaneouslyhbloy Black, Rogaway and
Shrimpton [19], who consider it in their own right, and by Gamsch and Lysyan-
skaya [20], who use it for an anonymous credential system héiever, will use it to
demonstrate two points:

1. As expected, and predicted by Blagkal., this new definition is strong enough to
provide soundness in the presence of keys cycles.

2. Moreover, soundnessquiresnew computational definitions of security. That is,
we demonstrate that both soundness and KDM security néitipgy nor are im-
plied by type-0 security, the notion of security used by Alzad] Rogaway.

Thus, the problem of key cycles was, in fact, a genuine “gaiiMeen the formal and
computational models at the time of the original Abadi-Regga result, but one that
can be repaired using recent advances in the computatiargglmilso, soundness in
the presence of key cycles demonstrates that there is mdhe telationship between
the formal and computational models than type-0.

Unfortunately, KDM-secure encryption does not necessaide all aspects of its
inputs. In particular, KDM-security allows a ciphertextreveal two things: the bit-
length of the plaintext, and the identity (but not value)hs key used in the encryption.
Therefore, soundness for key cycles requires that enoryptn the formal model must
also reveal these two things.

This fact leads us to another extension of the original AfiRaljaway result. Their
result assumes that computational encryption can &idaspects of the plaintext. In
particular, it demonstrates that soundness is providedympe-0’ encryption, which
hides (among other things) the length of the plaintext. Haremost available encryp-
tion schemes do not hide this information. For this readmnoriginal Abadi-Rogaway
result should be generalized to consider the kinds of soeswitihat can be provided by
real encryption schemes.

The Problem of Leakage of Partial Information More specifically, we extend the
applicability of the Abadi-Rogaway treatment by expandihegir formulation of the
formal model. We show how to adjust the formal notion of egléwnce in order to
maintain soundness when the underlying computationaygtion scheme leaks partial
information. Furthermore, we investigate the circumségnender which an encryption
scheme (or security definition) can be thought of as impldingra (possibly weak-
ened) version of the formal model.

Also, our approach captures both the standard complezisgdencryption schemes
of the computational model and purely probabilistidprmation-theoretie@ncryption
schemes. That is, we use a general probabilistic framewkinhcludes, as special
cases, both the computational and purely probabilisticygtion schemes (such as
One-Time Pad).

We consider not only soundness properties, but we alsogeooimpletenesthe-
orems. In this context, an encryption scheme provides steswif, when used in the



interpretation function, equivalent formal messages bexmdistinguishable proba-
bility distributions. On the other hand, a scheme providespleteness if whenever
two formal messages have indistinguishable interpretatithey are equivalent in the
formal model. Our generalization will show how both of thesaditions can be main-
tained. Since key cycles do not pose a problem for completemes will only discuss

completeness regarding the leak of information.

2 Previous Work

Work intended to connect the cryptographic and the formadl@i®started with sev-
eral independent approaches, including Lincoln, Mitghditchell, and Scedrov [41],
Canetti [22], Pfitzmann, Schunter and Waidner [48, 49], abddh and Rogaway [3].
In [3], formal terms with nested operations are considepegtigically for symmetric
encryption, the adversary is restricted to passive eavppilig, and the security goals
are formulated as indistinguishability of terms. This wateaded in [1] from terms
to more general programs, but the restriction to passiveradvies remained. We dis-
cuss other extensions of [3] further below. Several papensider specific models or
specific propertiese.g., Guttman, Thayer, and Zuck [31] consider strand spaces and
information-theoretically secure authentication.

A process calculus for analyzing security protocols in whicotocol adversaries
may be arbitrary probabilistic polynomial-time processemtroduced in [41]. In this
framework, which provides a formal treatment of the compaiteal model, security
properties are formulated as observational equivalerdishell, Ramanathan, Sce-
drov, and Teague [47] use this framework to develop a formro€gss bisimulation
that justifies an equational proof system for protocol siécur

The approach by Pfitzmann, Schunter and Waidner [48, 49%sstdth a general
reactive system model, a general definition of cryptogregdhyi secure implementation
by simulatability, and a composition theorem for this notad secure implementation.
This work is based on definitions of secduactionevaluationj.ethe computation of
one set of outputs from one set of inputs [29,43, 16, 21]. Thwr@ach was extended
from synchronous to asynchronous systems in [50, 22], waiehnow known as the
reactive simulatability framewor}60, 10] and theuniversal composability framework
[22]. A detailed comparison of the two approaches may bedanfi27].

The first soundness result of a formal model under activeksthas been achieved
by Backes, Pfitzmann and Waidner [11] within the reactiveusitability framework.
Their result comprises arbitrary active attacks and haideé context of arbitrary sur-
rounding interactive protocols and independently of thalgithat one wants to prove
about the surrounding protocols; in particular, propergsprvation theorems for the
simulatability have been proveelg. for integrity and secrecy [6, 9]. While the original
resultin [11] considered public-key encryption and diggignatures, the soundness re-
sult was extended to symmetric authentication and to symcrezicryption in [12] and
[8], respectively. (These authors are also among the fiestppdicitly note that symbolic
models of cryptography ignore plaintext-lengths whilel riegptographic algorithms
often reveal it [13, 8].)



Concurrently with [11], an extension to asymmetric endiyptbut still under pas-
sive attacks, is in [34]. Asymmetric encryption under aetittacks is considered in [32]
in the random oracle model. Laud [39] has subsequently pteda cryptographic un-
derpinning for a formal model of symmetric encryption undetive attacks. His work
enjoys a direct connection with a formal proof tool, but isjgecific to certain confi-
dentiality properties and restricts the surrounding prok®to straight-line programsin
a specific language. Herzag al. [34] and Micciancio and Warinschi [46] also give a
cryptographic underpinning under active attacks. Thesults are narrower than that
in [11] since they are specific for public-key encryptiont bansider simpler real im-
plementations. Moreover, [34] relies on a stronger assiompivhich was subsequently
weakened by Herzog [33]. The approach in [46] restricts thsses of protocols and
protocol properties that can be analyzed. The work of [46 sibsequently extended
by Micciancio and Panjwani [44] to prove soundness of a gikeypdistribution proto-
col in the presence of a CPA-secure scheme. Cortier and ¥¢hiif?4] use automated
tools for proving that symbolic integrity and specific sayr@roofs are sound with
respect to the computational model in the case of prototals use nonces, signa-
tures and asymmetric encryption (see below for the relakignbetween symbolic and
cryptographic secrecy). Bana [14] and Adao, Bana, andrdegf] extend the original
Abadi-Rogaway result to weaker encryption schemes. Laddamin [40] consider ex-
tensions to composite keys, while Baudet, Cortier, and krdfib] consider extensions
to equational theories and to static equivalence.

Impagliazzo and Kapron [36] suggest a formal logic for re@sg about probabilis-
tic polynomial-time indistinguishability. Datta, DereMitchell, Shmatikov, and Turu-
ani [26] describe a cryptographically sound formal logic fiooving protocol security
properties without explicitly reasoning about probafijl@tomplexity, or the actions of
a malicious attacker.

Recently, there has been concurrent and independent wdilkkimg symbolic and
cryptographic secrecy properties. Cortier and Warins2fj have shown that symbol-
ically secret nonces are also computationally seceetjndistinguishable from a fresh
random value given the view of a cryptographic adversargkBs and Pfitzmann [9]
and Canetti and Herzog [23] have established new symbalérierthat suffice to show
that a key is cryptographically secret. Backes and Pfitznfanmulate this as a prop-
erty preservation theorem from the formal model to a coeciraplementation while
Canetti and Herzog link their criteria to ideal functiotia for mutual authentication
and key exchange protocols. Backes and Pfitzmann have@ullyi provided a new
definition of secrecy of payloadisg.application data, in a reactive framework, and they
give sufficient symbolic criterion for this definition.

The first cryptographically sound security proofs of the tegem-Schroeder-Lowe
protocol have been presented concurrently and indepdwdefit] and [53]. While the
first paper conducts the proof within a deterministic, sylitdfoamework, the proof in
the second paper is done from scratch in the cryptograppimaph; on the other hand,
the second paper proves stronger properties and furtherssti@t chosen-plaintext-
secure encryption is insufficient for the security of thetpcol.

Regarding completeness, Micciancio and Warinschi [45p&tbthat a sufficiently
strong encryption scheme enforces completeness forimglisshability properties, and



later Horvitz and Gligor [35] strengthened this result byigg an exact characteriza-
tion of the computational requirements on the encryptidresge under which com-
pleteness holds. Later, it was shown by Bana [14] and AdamaBand Scedrov [5]
that completeness also holds for a more general class okémeancryption systems.
We only briefly mention that the simulatability-based résolf [11, 12, 8] have shown
completeness implicitly to establish the notion of simaitality.

We stress that none of the aforementioned soundness rbstdtén the presence
of key cycles. The problem of soundness in the presence ofy@gs was already ad-
dressed by Laud [38]. Laud’s solution provides soundnesgipresence of key cycles,
but does so by weakening the notion of formal equivalends.dssumed that key cy-
cles somehow always ‘break’ the encryption and the formaéeghry is strengthened
so as to be always able to ‘see’ inside the encryptions of aclkele. Soundness in
the presence of key cycles naturally holds under this assomut we feel that the
price paid is too high. Formal equivalence should reflectathiéity of the formal ad-
versary to distinguish messages, which should in turn retthecactual extent to which
the computational adversary can distinguish messagesoftén unreasonable from a
cryptographer’s point of view ta priori assume that the computational adversary can
break all key cycles. We therefore propose, in this work,@émdnstrate soundness in
the presence of key cycles not by weakening encryption irfdhreal model, as sug-
gested by Laud, but by strengthening it in the computational

Lastly, we hasten to point out that this work was the direstlteof two previous
conference papers [5, 4] and a PhD thesis [14] by the sameraukithough our previ-
ous treatment of key cycles [4] considered asymmetric guiiny, it is overwhelmingly
similar to the treatment of symmetric encryption to be fotede.

3 The Abadi-Rogaway Soundness Theorem

In this section, we provide the context and the basic notionsur work. We do this
by briefly summarizing the main definitions and results of ditend Rogaway'’s orig-
inal work [2, 3]. In particular, we start presenting the fammodel, then describe the
computational model, and then introduce the notions of dnass and completeness.

3.1 The Formal Model

In this model, messages (expressionsare defined at a very high level of abstraction.
The simplest expressions are symbols for atomic keys arstrizigs. More complex
expressions are created from simpler ones via encryptidrcancatenation, which are
defined as abstract, ‘black-box’ constructors.

Definition 1 (Symmetric Expressions)LetKeys = { K3, Ko, K3, ... } be an infinite
discrete set of symbols, called the set of symmetric key8lbeks be a finite subset of
{0, 1}*. We define theet of expression&xp, by the grammar:

Exp = Keys | Blocks | (Exp,Exp) | {EXP}keys

LetEnc ::= {Exp}kes. We will denote by Key3/) the set of all keys occurring if/.
Expressions of the forfi\/ } - are calledencryption terms



Expressions may represent either a single message seng dnrexecution of the pro-
tocol, or the entire knowledge available to the adversaryhls second case, the ex-
pression contains not only the messages sent so far, busysadditional knowledge
in the adversary’s possession.

We wish to define when two formal expressions are indistisigaible to the adver-
sary. Intuitively, this occurs when the only differencesvieen the two messages lie
within encryption terms that the adversary cannot deciypirder to rigorously define
this notion, we first need to formalize when an encryptiomtés ‘undecryptable’ by
the adversary, which in turn requires us to define the setys #eat the adversary can
learn from an expression.

An expression might contain keys in the clear. The advensdijearn these keys,
and then be able to use them to decrypt encryption terms oéxpeession—which
might reveal yet more keys. By repeating this process, theradry can learn the set
of recoverable decryption keys

Definition 2 (Subexpressions, Visible Subexpressions, Raerable Keys, B-Keys,
Undecryptable Terms). We define theet of subexpressioms an expressio/, de-
noted bysub (M), as the smallest subset of expressions such that:

— M € sub (M),
— (M, M) € sub(M) = M; € sub (M) and M, € sub (M), and
—{M'}k € sub(M) = M’ € sub(M).

We say thatV is a subexpression @f/, and denote it by C M, if N € sub (M).
The set ofvisible subexpressionsf a symmetric expressio, vis (M), is the
smallest subset of expressions such that:

- M € vis (M),
— (M, M) € vis (M) = M, € vis (M) and M, € vis (M), and
- {M'}kandK € vis (M) = M’ € vis (M).

Therecoverable keys &f (symmetric) expressialY, R-Key$M ), are those that an
adversary can recover by looking at an expression. That-Kef& M) = vis (M) N
Keyg M).

We say that an encryption terf/'} x € vis (M) is undecryptablén M if K ¢
R-Key$M). Among the non-recoverable keys of an expressibrthere is an impor-
tant subset denoted by B-Kéy$). The set B-Keyd/) contains those keys which en-
crypt the outermost undecryptable terms. Formally, for apressionM, we define
B-Keygs M) as

B-Keys M) = {K € KeysM) | {M}x € vis (M) butK ¢ R-Key$M)}.
Example 3. Let M be the following expression

({0} ko {{H7 iy Fica)s (K2, { ({001} iy, { K6} 15 ) by )5 {5} i)

In this caseKeys M) = {K1, K, K3, K4, K5, K¢, K7}. The set of recoverable keys

of M is R-Key$M) = {K,, K5, K¢}, because an adversary sees the non-encrypted
K5, and with that he can decrypK; } k,, hence recovering’s; then, decrypting twice
with K5, K can be revealed. We also have tBakeys M) = { K5, K4}.



The formal model allows expressions to contiedy cycles

Definition 4 (Key Cycles). We say that a set of keyd.y,..., L, } is cyclic in an
expressionM, if M contains encryption term&M, } ., {Ma}r,, ..., {M,}, and
L;y1 E M;andL; C M,,. In this case we say that we have a key cycle of lengiile
will say thatM contains a key cyclé there is a set of keys that is cyclic ivf.

According to our definition, expressions such{dd/} i } i are not considered cyclic.
As we will see, the original result of Abadi and Rogaway doatsapply to expressions
with key cycles. We extend their formalism in order to obtsanndness in the presence
of key cycles.

3.2 Equivalence of Formal Expressions

A visible encryption term will appear ‘opaque’ to the adasif and only if it is
protected by at least one non-recoverable key. Thus, wetwisdy that two expressions
are equivalent if they differ only in the contents of theipamjue’ encryption terms. To
express this, Abadi and Rogaway define ffagtern of an expression through which
equivalence of expressions will be obtained:

Definition 5 (Pattern (Classical)).We define theet of patterngPat, by the grammar:
Pat ::= Keys | Blocks | (Pat,Pat) | {Pat}kes | O

The pattern of an expressiad, denoted by patted/), is derived fromM by replac-
ing each encryption terfiM’} x € vis (M) (whereK ¢ R-Key$M)) by O
For two patternsP and @, P = @ is defined the following way:

— If P € BlocksU Keys, thenP = Q iff P and(@ are identical.

— If Pis of the formd, thenP = Q iff Q is of the formDO

— If P is of the form(Py, ), thenP = Q iff Q is of the form(Q1, Q=) where
P =Qand P = Qs.

— If Pis ofthe form{ P’} k, thenP = Q iff Q is of the form{Q’} x whereP’ = Q".

(Note that we call these ‘classical’ patterns. This is tdidggiish them from the more
complex patterns that we will consider later in this paper.)

One last complication remains before we can define formalvatgnce. The first
thing coming to mind is to say that two expressions are edprivaf their patterns are
equal. However, consider two very simple formal expressign and K. Then these
formal expressions would not be equivalent. On the othedhdiese two expressions
have the same meaning: a randomly drawn key. Despite beneq giifferent names,
they both represent samples from the same distributioods diot matter if we replace
one of them with the other. More generally, we wish to formalihe notion of equiva-
lence in such a way that renaming the keys yields in equitvabgoression. Therefore,
two formal expressions should be equivalent if their pagefiffer only in the names of
their keys.

Definition 6 (Key-Renaming Function).A bijectiono : Keys — Keysis called akey-
renaming functionFor any expression (or patterd)/, M o denotes the expression (or
pattern) obtained frond/ by replacing all occurrences of key§ in M by o(K).
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We are finally able to formalize the symbolic notion of eqlévece:

Definition 7 (Equivalence of Expressions)We say that two expressiodg and N
are equivalentdenoted by\/ = N, if there exists a key-renaming functiersuch that
pattern(M) = patterniNo).

3.3 The Computational Model

The fundamental objects of the computational world aregsiistrings = {0,1}*,
and families of probability distributions over strings.e&e families are indexed by a
security parameter € parameters = N (which can be roughly understood as key-
lengths). Two distribution familie$ D, },en and { D} },,en areindistinguishablg30,
54] if no efficient algorithm can determine from which dibtrtion a value was sampled,
except with negligible probability:

Definition 8 (Negligible Function). A functionf : N — R is said to benegligible
written f(n) < neg (n), if for anyc > 0 there is ann. € N such thatf(n) < n™¢
wheneven > n..

Definition 9 (Indistinguishability). Two families{ D, },,cx and {D; },,cn, are indis-
tinguishablewritten D,, ~ D}, if for all PPT adversaries\,

’Pr [d<+— D,;A(1",d) = 1] — Pr [d — D;;A(l",d) = 1” < neg(n)

In this model, pairing is an injectivpairing function[-,-] : strings x strings —
strings such that the length of the result only depends on the lenfytheopaired
strings. An encryption scheme (formalized in the notatibfil@]) is a triple of algo-
rithms (K, &,D) with key generationk, encryption & and decryptionD. Let
plaintexts, ciphertexts, andkeys be nonempty subsets sfrings. The seicoins
is some probability field that stands for coin-tossingrandomness.

Definition 10 (Symmetric Encryption Scheme) A computational symmetric encryp-
tion schemes a triple IT = (K, £, D) where

— K : parameters X coins — keys is a key-generation algorithm;
— & : keys x strings x coins — ciphertexts is an encryption function;
— D : keys x strings — plaintexts is such that for allk € keys andw € coins,

D(k,E(k, m,w)) = m for all m € plaintexts,
D(k,E(k,m',w)) =L forall m’ ¢ plaintexts.

All of I, £ andD are computable in polynomial-time in the length of the sigur
parameter. When referring #6 and £ algorithms we often omit the argument corre-
sponding tocoins. We use the notatiok «— KC(17), respectivelyy «— E(k, ),

to denote the generation of a key, respectively a ciphemesitg a uniform source of
randomness.

This definition, note, does not include any notion of seguehd this must be de-
fined separately. In fact, there are several different siefmitions. Abadi and Ro-
gaway [2, 3] consider a spectrum of notions of their own dagisfrom ‘type-0’ to
‘type-7. Their main result uses the strongest of theseomatitype-0:
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Definition 11 (Type-O Security).Let IT = (K,&,D) be a symmetric encryption
scheme. We say that the encryption-schentgpe-0 securef no PPT adversanA
can distinguish the pair of oracle€€ (k,-),£(k’,-)) and (E(k,0),E(k,0)) ask and &’
are randomly generated, that is, for all PPT adversares

Prlk, k' «— K(17) : AER)ER) (17) = 1]—
Prlk «— K(17) : AS(F0).E(-0)(17) = 1] < neg (7).

Intuitively the above formula says the following: The adsay is given one of two
pairs of oracles to interact with, eith@ (&, -), £(k’, -)) or (£(k,0), E(k, 0)) (where the
keys were randomly generated prior to handing the pair tathersary), but it does
not know which. Then, the adversary can perform any (prdiséibipolynomial-time)
computation, including several queries to the oracleart@sen query the oracles with
messages that depend on previously given answers of theegréthe keys used by
the oracles for encryption do not change while the advergpagyies the oracles.) After
this game, the adversary has to decide with which pair oflesat was interacting.
The adversary wins the game if he can decide for the correztnth a probability
non-negligibly bigger tha@, or (equivalently) if it can distinguish between the two. If
this difference is negligible, as a functiongfwe say the encryption scheme is type-0
secure.

As Abadi and Rogaway show, type-0 security is strong enoaighdvidesoundness
to the formal model. But to see this, we must first explain hiog/ttvo models can be
related.

3.4 The Interpretation Function, Soundness and Completerss

In order to prove any relationship between the formal andmaational worlds, we
need to define thiaterpretationof expressions and patterns. Once an encryption scheme
is picked, we can define the interpretation functigrwhich assigns to each expression
or pattern)/ a family of random variable§®, (M)}, . such that eactb, (M) takes
values instrings. As in Abadi and Rogaway [3], this interpretation is definedan
algorithmic way in Figure 3.4. Intuitively,

— Blocks are interpreted asrings,

— Each key is interpreted by running the key generation algar,

— Pairs are translated into computational pairs,

— Formal encryptions terms are interpreted by running thelgilistic) encryption
algorithm on the interpretation of the plaintext and theiptetation of the key.

For an expressiof/, we will denote byfM ], the distribution ofp,, (A1) and by[M] s
the ensemble of[M]e, },en.
Then soundness and completeness are defined in the folloveiyng

Definition 12 (Soundness (Classical)Ve say that an interpretation sound in the
classical senser that an encryption schenpgovides classical soundnegfghe inter-
pretation® (resulting from the encryption scheme) is such that for amgmypairs of
expressiond/ and N

M= N = [M]g = [N]s.
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The primary result of Abadi and Rogaway given in [3] is thaiey0 security provides
classical soundness if the expressidfisand N have no key cycles.

Soundness has a counterpart, completeness. One can camideness to be the
property that formal indistinguishability always becorsemputational indistinguisha-
bility. One can think of completeness as the converse: ctatipnal indistinguishabil-
ity is always the result of formal indistinguishability:

Definition 13 (Completeness (Classical))Ve say that an interpretation isomplete
(in the classical sense), or that an encryption schenoeides (classical) completeness
if the interpretation® (resulting from the encryption scheme) is such that

[M]s =~ [N]e = M =N
for any expressions/ and V.

For the proof of the soundness result, it was convenient foadh and Rogaway to
introduce the interpretation of any pattérh(although this is not absolutely necessary).
Therefore, we define interpretation of boxes as follows:

— DOis interpreted by running the encryption algorithm on thediplaintex) and a
randomly generated key.

The precise definition ob, (P) for any patternP is given by the algorithms in Fig-
ure 1. The random variabl®, (P) is defined adNITIALIZE(1", P) followed by
CONVERT(P). This is a random variable that has valuestinings.

We note that these algorithms are fully defined for patteand,because the gram-
mar for patterns contains the grammar for expressions as-grsummar, they are fully
defined for expressions as well.

4 Soundness in the Presence of Key Cycles

In this section, we will address the problem of soundnessiwwhél encryption in the
presence of key cycles. Later we will see that key cycles dgose any problem for
completeness.

As discussed in the introduction, previous soundnessteesahnot be applied to
messages that contain key cycles. One can immediately #slrd is some impossibil-
ity result regarding key cycles, or if this is just a problemthie way proof is conducted.

We start this section by showing that, soundness in the pcesa key cycles is not
possible to prove with the security notion adopted by Abadi Rogaway. We suggest
a new notion of security, KDM-security [19] as a solution tbe problem. In order
to prove soundness, we will also need to extend our formalelaaehd after that we
conclude this section showing that with this new definitids@curity it is possible to
obtain soundness even in the presence of key cycles.

4.1 Type-0 Security is Not Enough

In this section we show that type-0 security is not strongugihdo ensure soundness in
the case of key cycles. That is, we demonstrate that it iSplegs construct encryption
schemes that are type-0, but fail to provide soundness iprésgence of key cycles.
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algorithm INITIALIZE(1", P)
for K € KeygP) do7(K) «— K(17)
let ko «— KC(17)

algorithm CONVERT(P)

if P = K whereK € Keys then
return 7(K)

if P = B whereB € Blocks then
return B

if P= (1:)17 Pz) then
x +— CONVERT(FP)
y «— CONVERT(P)
return [z, y]

if P={P}k then
x +— CONVERT(FP)
y<«— E(T(K),x)
return y

if P =0,then
Y 5(k)0, 0)
return y

Fig. 1. Algorithmic components of the interpretation function

Theorem 14. Type-0 security does not imply soundness of messages witty&les.
That is, if there exists an encryption scheme that is typeeirg, then there exists
another encryption scheme which is also type-0 secure keg dot provide soundness
for messages with key cycles.

Proof. This is shown via a simple counter-example. Assuming theretlexists a type-
0 secure encryption scheme, we will use it to construct aratbheme which is also
type-0 secure. However, we will show that this new schemawallthe adversary to
distinguish one particular expressid from another particular expressiov, even
thoughM = N.

Let M be({ K}k, {000} i) and letN be the expressio{ K1 } x,, {000} ,). Since
these two expressions are equivalent, an encryption scligamenforces soundness
requires that the family of distributions:

{k’ — K(ln); Cl < 5(k, k/’), Co <— 5(k, 000) : [Cl, CQ]}neN
be indistinguishable from the family of distributions:
{k/’l, kQ — K(ln); Cl < g(kg, kl); Co <— 5(k/’g, 000) : [Cl, CQ]}neN

However, this is not implied by Definition 11. Léf = (K, £, D) be a type-0 secure
encryption scheme. Then, usifdg, we construct a second type-0 secure encryption
schemel’ = (K, &', D) as follows:

— LetK’' =K,
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— Let &’ be the following algorithm:

k if m==k
E'(kym,w) =< E(k, k,w) if m # kand&(k,m,w) =k
E(k,m,w) otherwise

— Let D’ be the following algorithm:

k ifc=k
D'(k,c) = { D(k,k) if D(k,c) =k
D(k,c) otherwise

It is immediate that is PPT, andII’ is type-0 secure. To see this, suppose fiiats
not type-0 secure. As it differs from they type-0 seciirenly onk and an(m, w) pair
such that(k, m,w) = k, this implies that the adversary could successfully guess
However, that would contradict the type-0 securityl bf

Thus, the new schenig@’ must also be type-0 secure. However, it does not guarantee
indistinguishability for the two distributions above. Tfiest distribution will always
output the key: paired with the encryption @f00 with k&, while the second outputs two
ciphertexts. An adversary may easily distinguish the twaiking the first term of the
pair to decrypt the second and comparing the decryption ®Gith g

Remark 15.We note that in the proof, the expressibhcontains a key cycle of length
1. What if all key cycles are of length 2 or more? This questEmains open. That is,
there is no known type-0 secure encryption scheme whick faiprovide soundness
for key cycles that are of length two or more.

Because type-0 encryption implies types 1 through 7, Thedté implies that
soundness with key cycles cannot be provided by the sealefipitions devised by
Abadi and Rogaway. In the next section, we show that this doess property can,
however, be met withewcomputational definitions.

4.2 KDM-Security

In the last section, we showed that the notions of securitpdian [2, 3] are not strong
enough to enforce soundness in the presence of key cyclegeudo key-dependent
messag€KDM) security, which was introduced by Blaek al.[19] (and in a weaker
form by Camenisch and Lysyanskaya [20]), is strong enoughtorce soundness even
in this case. (We note that Camenisch and Lysyanskaya atsidpd a natural appli-
cation of KDM security, a credential system with interegtirvocation properties, and
so KDM security is of independent interest as well.)

KDM security both strengthens and weakens type-0 secRiggall that type-0
security allows the adversary to submit messages to aneowddth does one of two
things:

— It could encrypt the message twice, under two different keys
— It could encrypt the bit O twice, under the same key.
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An encryption scheme is type-0 secure if no adversary cawhkath of these is being
done. For KDM security, however, the game is slightly difet: To over-simplify:

— The oracle in the KDM-security encrypts once, under onelsikey.

— Further, it encrypts either the message, etrang of 0’s of equivalent length.

— However, it is willing to encrypt not just messages from tliwexsary, but also
(more generallyjunctions of the secret key

The first two of these differences make KDM security weakantkype-0 security.
Specifically type-0 security conceals both the length ofgilaéntext and whether two
ciphertexts were created using the same key or with tworeiffeones. KDM security
does not necessarily conceal either of these things. Thelifisrence, however, is
a significant strengthening. As its name suggests, KDM #ga@mains strong even
when the messages depend on the secret key—which, as Thédrshows, is not
necessarily true for type-0 security.

To provide the full picture, KDM security is defined in ternfsvectorsof keys and
functions over these vectors. It is also defined in terms atlesReal; and Fakey, ,
which work as follows: suppose that for a fixed security patem € N, a vector of
keys s givenk = {k;};cn with k; <— KC(17). (In each run of the key-generation algo-
rithm independent coins are used.) The adversary can nory theeoracles providing
them with a pair(j, g), wherej € N andg : keys™ — {0,1}* is a constant length,
deterministic function:

— The oracleReal; when receiving this input returns«— &(k;, g(k));
— The oraclerakeg when receiving this same input returns— & (k;, 01901,

The challenge facing the adversary is to decide whethersitittaracted with oracle
Real, or oracleFakey, . Formally:

Definition 16 (Symmetric-KDM Security). Let IT = (K, &, D) be a symmetric en-
cryption scheme. Let the two oraclBeal; and Fakej be as defined above. We say
that the encryption scheme(symmetric) KDM-securd for all PPT adversaries\:

Pr[k +— K(17) : AR®lR(17) = 1] — Pr [k +— K(17) : AFek&(17) = 1] < neg (1)

An implementation of this definition in the random oracle rabid provided by
Black et al. [19]. If RO is a random oraclei.., a randomly-chosen function from
{0,1}" t0{0,1}*) and by(, - - - , -) we mean the concatenation of the strings, then the
scheme of Blaclet al.is the triple of algorithmdl’ = (K', £/, D’) where

— K'(17): select and returk; «<— {0,1}".

— &' (k1,m): selectr «— {0,1}"; lety := m & RO({ky,r)) (where only the first
|m| bits of the oracle’s output are used in the XOR); ret(yn-).

— D'(k1,c= (y,r)): lete :==y® RO((ky,r)); returnz.

In this work, we will consider a minor variant of this schemeodified so as to be
strictly which-key revealing-a property we will consider in our discussion of com-
pleteness (Section 5.8)0ur schemdl = (K, £, D) is the triple of algorithms:

& Another small difference is that the formalism of Blagtkal. assumes that symmetric encryp-
tion schemes operate only on plaintexts of a fixed, given sibde we use the more general
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— K(17): selectk; <— {0,1}" andky «— {0,1}"; returnk = (kq, k2).

— & (k= (k1,ka),m): selectr <+— {0,1}"; lety := m & RO((ky,r)); return
<yara k2>

— D(k = (k1,ka),c = (y,r, k')): checkthak’ = k»;ifso, letx := y® RO({k1,7));
returnz.

The schemdT is exactly the KDM-secure scheni&’, except that the key now has a
second componerit, which is not used to encrypt but is appended to the ciphertext
(Again, this seemingly-extraneous component will becomedrtant when we discuss
completeness in Section 5.6.)

We quickly prove that this addition does not invalidate theN&-security of the
scheme: If there exists an adversa@ryvhich can distinguish the real oracle from the
fake oracle when the oracle uses our scheme, then there axigticond adversag/
which can do the same for the scheme of Blatkl. To see this, leA’ simulateA. First
A’ generates as many keys; j = 1,...,n as the maximum number of encrypting
keys that are used it’s queries of the fornij, ¢). WhenA’ constructs the queriés g)
for oracle (using the original Blacét al. encryption), it appends to each encryption in
g that is requested from the oracle the corresponding skingWhenA’ passes the
query(j, g) to the oracle, and get a response of the f¢gnr), it returns(y, r, ks ;) to
A. In this way,A’ exactly simulates the adversakyand soA’ will successfully attack
the scheme of Blackt al. with at least the same probability with whighsuccessfully
attacks/7. But because the scheme of Blaatkal.is KDM-secure, this probability must
be negligible. Hence, the probability thatcan successfully attack our scheme must be
negligible as well.

Remark 17.Both the original scheme by Bla&k al. and the modified form of it above
use the random oracle. In fact, all known implementatiort§of-security exist in the
random-oracle model. However, we note that the generalitefimf KDM-security is
well-founded even in the standard model. We also note thatdifinition is phrased
in terms of indistinguishability. While one could also inirag) analogous definitions
phrased in terms of non-malleability, an exploration ofshalefinitions is beyond the
scope of this paper.

We note that KDM-security implies type-3 security:

Definition 18 (Type-3 Security). Let IT = (K,&,D) be a symmetric encryption
scheme. We say that the encryption-schentgps-3 securéf no PPT adversanA
can distinguish the oracleS(k, -) and&(k, 0I') ask is randomly generated, that is, for
all PPT adversaried\:

Prlk «— K(17) : ASG) (17) = 1} ~Pr [k K@y : AR (11 = 1] <neg (1)

In fact, the definition of type-3 encryption is exactly thengaas that for KDM-security,
except that the adversary must submit concrete messagles &mtryption oracle in-
stead of functions. But since the functions submitted in KB&durity can be the con-
stant function that always produce a single output, the-8/pecurity ‘game’is a special
case of that for KDM security.

definition which allows variable-length plaintexts. Foisthefinition, however, the difference
is moot: the functiory in Definition 16 always produces output of a fixed length.
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On the other hand, KDM security does not attempt to concexlttio ciphertexts
were created with the same key (type-1 security) nor thetlheafjthe plaintext (type-
2 security). It will therefore be impossible for KDM secyrib provide soundness in
the classical sense (Definition 12). Nonetheless, a weakar 6f soundness can be
achieved if the formal model is also slightly weakened.

4.3 Weakening the Symbolic Model

In this section, we develop a weaker version of the formal @heene that allows for-
mal encryption to leak partial information about the plakitand the key. One can think
of this as a preview or a special case of Section 5, where veeisissuch weakening
in general. In this section, however, we focus on the paltiakage allowed (in the
computational model) by KDM security: the length of the ptakt, and whether two
different ciphertexts were created using the same key.

To model the leakage of plaintext length, we first need to &eédvery concept of
‘length’ to the formal model:

Definition 19 (Formal Length). A formal length-function is a function symbol with
fresh letter? satisfying at least the following identities:

— For all blocks B; and Bs, E(Bl) = E(BQ) iff |Bl| = |BQ|,

— ForallkeysK andK', {(K) = {(K'),

= IfL(My) = €(N1), £(M2) = £(N2) thent((My, Ma)) = £((N1, N2)),
— If¢(M) =¢(N), thenforall K, ¢({M} ) =¢({N}k), and

— ForallkeysK and K’, (({M } k) = L({M} ).

We would like to emphasize that these are the identitiesatiatmal length function
minimallyhas to satisfy. There may be more. In fact, if we only assumsstiproperties,
there is no hope to obtain completeness. We also remarkt thbdws that for any key-
renaming functiorr, and expressio®, (M) = ((Mo).

Given this, it is straightforward to add the required leakémthe formal model. If
patterns represents those aspects of an expression thae éeerned by the adversary,
then patterns must now reveal the plaintext-length andrgwyes for undecryptable
terms:

Definition 20 (Pattern (Type-3)).We define theet of patternsPat, by the grammar:
Pat ::= Keys | Blocks | (Pat,Pat) | {Pat}keys | Ukeys ¢(Exp)

The type-3 pattern of an expressiof, denoted by pattegiM), is derived fromM
by replacing each encryption terfV’} i € vis (M) (where K ¢ R-Key$M)) by
Uk oM7)

Note that the only difference between a type-3 pattern andssical pattern is that an
undecryptable terr§ M } - becomesd ) (i.elabeled with the key and length) in
type-3 patterns instead of merelyin classical patterns.

Our notion of formal equality must be updated as well.
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Definition 21 (Formal Equivalence (Type-3))For two patternsP and@, P =3 Q is
defined in the following way:

— If P € BlocksU Keys, thenP =3 Q iff P and( are identical.

— If P is of the formOg ar), thenP =3 Q iff Q is of the formOg ,n/), and
((M'") = ¢(N') in the sense of Definition 19.

— If P is of the form(Py, P»), thenP =3 Q iff Q is of the form(Q1, Q2) where
P =3 Q1 and P, =3 Q2.

— If Pisofthe form{ P'} i, thenP =3 Q iff Q is of the form{ Q' } x whereP’ =3 Q’.

We say that expressiofi$ and NV are equivalent in the type-3 senstenoted by\/ =3
N, if there exists a key-renaming functiersuch that pattery(1/) =3 pattern,(No).
(Since a key-renaming function replaces all occurrences efith o(K'), we note that
undero, Ok ¢ar) Will becomed, k) ¢(r14)-)

Lastly, the above change to formal equivalence requirasttieanotions of soundness
and completeness be similarly altered:

Definition 22 (Soundness (Type-3)Me say that an interpretation tgpe-3 soungdor
that an encryption schenpgovides soundness in the type-3 setifsihe interpretation
@ (resulting from the encryption scheme) is such that

M§3 N = IIM]]QS ~ [[N]]qs
for any pair of expressiond/ and N.

Definition 23 (Completeness (Type-3)MWe say that an interpretation tgpe-3 com-
plete or that an encryption schenmrovides completeness in the type-3 seristhe
interpretation® (resulting from the encryption scheme) is such that for aay pf
expressiong/ and N,

[M]g ~ [N]s = M =5 N.

4.4 Soundness for Key Cycles

Below, we present our main soundness result for key cydlas: éncryption scheme is
KDM secure, it also provides type-3 soundness even in theepiee of key cycles. We
then show that type-0 security does not imply, nor is impbgd& DM security.

Proposition 24. LetIT = (K, £, D) be a computational symmetric encryption scheme
such that for eachy, if k, k' «— K(17), then|k| = |k’|, and for eachm plaintext,
|E(k,m,w)| = |EK',m,w")|forall w, w" «— coins. If {(M) = ¢(N) and the length-
function/ satisfies the equalities listed in Definition 19, thén(A])| = |8, (N).

Proof. Observe, that ifm| = |m/|, then|E(k,m,w)| = |E(K',m',w’)| because of
type-3 security. The rest is straightforward from Definitito.

Theorem 25 (Symmetric KDM Security Implies Soundness)Let IT = (K, &, D)
be a computational symmetric encryption scheme such thadchy, if k, k' «—
K(1™), then|k| = |k’|, and for eachn plaintext,|E(k, m,w)| = |E(K', m,w")| for all
w,w’ <— coins.

If 1T is KDM-secure and the length-functidrsatisfies only the equalities listed in
Definition 19, then/T provides type-3 soundness.
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Proof. We first redefine the interpretation of patterns. The onlyghie have to change
in the interpretation of Abadi and Rogaway is the intergietaof a box. Now, we
interpret a patterfl . (») for a given security parametegras®, ({0147 (M1} ;). That
is, the interpretation function (that used to encrypt algifigunder a random key) now
encrypts a string of 0’s of the same requisite length (leofth, (1/)) under the correct
key(K).

The proof in this case is a somewhat reduced hybrid argurfreat standard hy-
brid argument, like the one that Abadi and Rogaway used toeptioeir soundness
result, several patterns are put betwédnand N; then, using security, it is proven
that soundness holds between each two consecutive pati@chsherefore soundness
holds forM andN. In our case, we first directly prove thgt/]4 is indistinguishable
from [pattern,(M)]s. Then, since that holds fa¥ too, and sincgattern, (1) differs
from pattern; (V) only in the name of keygpattern; (M )] is indistinguishable from
[pattern, ()]s, therefore the result follows. KDM security is used to shbat{A/] s
and[pattern,(M )]s are indistinguishable.

For an arbitrary (formal) ke, let .(K') denote the index aoi'. For an expression
M, a set of formal (unrecoverable) kegs and a functionr : Keys\ S — keys, we
define a functionfys s.- : coins®™) x keys™ — strings (wheree(M ) is the number
of encryptions inM) recursively in the following wayk; is thei'th component ok):

— ForM = B € Blocks, let fp 5. : keys™ — strings be defined agp s - (k) =
B;

— ForM = K € KeysnS, let fx s - : keys™ — strings be defined agr s , (k) =

— ForM = K € Keys\S, let fr s - : keys™ — strings be defined agr s - (k) =
T(K);

— For M = (M, Ma), let fiar, a5, coins ) x keys™ —
strings be defined as the computational pairiﬁ@[hMﬂys_,(le,wMz,l_{) =
(a5, (Wi, K), fary 5,7 (Wi, K]

- ForM = {N}x andK € S, let f{y}, s, : coins x coins®™) x keys™ —

e(My) e(M,

X coins

strings be defined agyy . s,-(w, wn, k) = E(k, k), fn,s.-(wn, k), w);
—ForM = {N}x andK ¢ S, let fin},. s, : coins x coins®) x keys™® —

strings be defined ag’{N}mS,T(w, WN, k) = E(T(K), fN_Vsy.,-(wN, k),w).

We note that this function is constant length because aowptd our assumptions,
keys are constant-length (for the sam)end the length of an encryption only depends
on the length of the message andWe first prove thaf{M]s ~ [pattern,(M)]s.
Suppose thafM]s # [pattern,(M)]¢. This means that there is an adversArthat
distinguishes the two distributions, that is

Pr [z «— [M]e, : A(1",2) = 1] — Pr [z «— [pattern,(M)]e, : A(1", z) = 1]

is a non-negligible function af. We will show that this contradicts the fact that the sys-
tem is (symmetric) KDM-secure. To this end, we constructdreasary that can distin-
guish whether oracl# is Realy, or Fakej, . From now on, letS = Keys\ R-Key$M ).
Consider the following algorithm:



20

algorithm B (17, M)
for K € R-Key$M) do 7(K) +— K(17)
y «— CONVERT2(M, M)
b<+— A(1"7,y)
return b

algorithm CONVERT2M’, M) with M’ T M
if M’ = K whereK € R-Key$M) then
return 7(K)
if M' = B whereB € Blocks then
return B
if M’ = (Ml,MQ) then
& +— CONVERT2(M,, M)
y «— CONVERT2(M2, M)
return [z, y]
if M" = {M}k with K € R-Key$M) then
& +— CONVERT2(M,, M)
y — E(r(K),z)
return y
if M’ ={M}k with K ¢ R-Key$M) then

Y < ‘F(L(K)v fIVh.,S,T(wv ))
return Yy

This algorithm applies the distinguish&f17, -) to distribution[ /] whenF is Realy ,
and to distribution of[pattern; (/)]s when F is Fakeg . If A(17,-) can distinguish
[M]e and[pattern,(M)]s, thenB7 (17, -) can distinguistReal; andFakeg —a con-
tradiction. Hencd M| s =~ [pattern, (M)]¢.

In a similar manner, we can show tHa{]s ~ [pattern;(V)]¢. Finally, it is easy
to see thafpattern,(M)]s = [pattern;(N)]s, because the two patterns differ only by
key renaming. HencfM ] ~ [N]s. O

We conclude our consideration of KDM security by demonsttatvhat Blacket
al. claimed informally: the notion of KDM security is ‘orthogalito the previous def-
initions of security. In particular, we show that KDM sedwyrheither implies nor is
implied by type-0 security.

Proposition 26. Type-0 security does not imply (symmetric) KDM-secutiithére ex-
ists an encryption scheme that is type-0 secure, theresetistncryption scheme which
is also type-0 secure but not KDM-secure.

Proof. Suppose that there exists a type-0 secure encryption scherttee proof of
Theorem 14, we constructed a type-0 secure schAteuch that withlI’, the in-
terpretations of{ K} x, {000} ) and ({ K1 } k,, {000} x,) are distinguishable. If all
type-0 encryptions schemes are KDM-secure, thérs as well. However, by the same
method as in the proof of Theorem 25, this would mean that Withthe interpreta-
tion of ({ K}k, {000} k) and of ({ K1} k,, {000} k,) are both indistinguishable from
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the distribution of[£(k,01¥'|,w), £(k,000,w')], ask, k' +— K(17) andw,w’ +—
coins, that is, the interpretations ¢f K } i, {000} ) and of ({ K1 } k,, {000} ,) are
indistinguishable—a contradiction. a

Note, that in the above proof, we do not need the restrictimutlength that we needed

in Theorem 25. The reason is, that the plaintexts submittétktoracles for encryption,
namely(k, 000) and(k;,000), have the same distribution, and so their lengths have the
same distribution as well. Without the assumptions on thgtle Theorem 25 would
not be true, not because our formal length function is notdgemmough to cover that
case as for examplé,, k2] and[k, k] would have different distribution of lengths.

Proposition 27. KDM security does not imply type-0 security. That is, theran en-
cryption scheme that is KDM-secure, but not type-0 secure.

Proof. The encryption scheme described in Section 4.2 is KDM sedurereveals
length and which-key, so it is not type-0. a

5 Soundness and Completeness of Expansions of the AR Logic fo
Symmetric Encryption

We saw earlier, how to expand the Abadi-Rogaway logic to lelehgth and which-
key revealing (type-3) encryption schemes by indexing theeb with length and keys.
Motivated by this, we now provide a general treatment of sio@ss and completeness
for the Abadi-Rogaway type logics of formal encryptions. ivesent a general method
to handle encryptions that leak some information. We altmwahot only computa-
tional, but purely probabilistic interpretations as welhd equivalence notions other
then computational indistinguishability.

In Subsection 5.1 we present a general probabilistic fraonlefor symmetric en-
cryptions, which includes both the computational and tfiermation-theoretic encryp-
tion schemes. Then, in Subsection 5.2, we show a generabagnidle partial leakage
of information in the formal view. This will be done esselijiavia an equivalence
relation on the set of (symbolic) encryption terms, whichmisant to express which
encryption terms are (computational) indistinguishalblegn adversary. In that sec-
tion, we also introduce an important notion of this equinake relation that we call
propernessThis notion is essential, as properness is exactly thegotpphat makes
an Abadi-Rogaway type hybrid argument go through. Finailyhe remaining subsec-
tions, we present the interpretation, the general sousdaed completeness results,
and show that soundness and completeness theorems fan-kewgaling, and which
key revealing cryptographic schemes are particular caSearageneral results. As a
purely probabilistic example, we consider the One-Time, Rad show soundness and
completeness for it as well.

5.1 A General Treatment for Symmetric Encryptions

We provide a general probabilistic framework for symmegricryption, which contains
both the computational and the information-theoretic dpon as special cases. Keys,
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plaintexts and ciphertexts are elements of some discres¢idags. Thisis({0, 1}*)>
in the case of a computational treatment, and {0isl } * for the information-theoretic
description. The elements ¢{0, 1}*)> are sequences ifD, 1}*, corresponding to a
parameterization by the security parameter.

A fixed subsetplaintext C strings represents the messages that are allowed to
be encrypted. Another subskgys C strings is the possible set encrypting keys that
corresponds to the range of the key generation algorkthim order to be able to build
up longer messages from shorter ones, we assume that ativinjegiring functionis
given:[ ., .] : strings x strings — strings. The range of the pairing function
will be called pairs: pairs := Ran ;. A symmetric encryption scheme has the
following constituents:

Key-GenerationKey-generationis represented by a random varisible2c — keys,
over a discrete probability field2c, Pri). In a given scheme, more than one key-
generation algorithms are allowed.

Encryption. For a givenk € keys, and a givere € plaintext, £(k,z) is a ran-
dom variable over some discrete probability fiéfék, Prs). The values of this random
variable are irstrings and are denoted h¥(k, z)(w), whenevew € 2¢.

Decryption. An encryption must be decryptable, so we assume that forieackeys,
a functionD : (k,y) — D(k,y) is given satisfyingD (k,&(k,z)(w)) = « for all
w € 2¢ andzx € plaintext.

If any of these operations are given (as input) an elemenigheot in the domain,
then an error messagdeis returned.

Indistinguishability. The notion ofindistinguishabilityis important both in case of com-
putational and information-theoretic treatments of cogpaphy. It expresses that there
is only very small probability to tell two probability distutions apart.

An equivalence relation calleiddistinguishabilityis defined on distributions over
strings. We denote this relation by. We say that two random variables taking val-
ues instrings are equivalent (indistinguishable) if (and only if) theistdibutions are
equivalent; we use: for denoting this equivalence between random variablesedls w
We require, indistinguishability to be invariant underrpag and its inverse; fore, we
require the followings:

(i) Random variables with the same distribution are indgtishable;

(ii) For random variableg” : 2p — strings andG : 2 — strings, if ' ~ G,
the following must hold: Ifr* denotes the projection onto one of the components
of strings x strings, thennio[,-]"'o F~ 7lo[-,]] 1 o G fori = 1,2;

(i) If F' : Qp — strings, G’ : ¢ — strings are also indistinguishable ran-
dom variables such thdf and F’ are independent an@ and G’ are also inde-
pendent, thewr — [F(wr), F'(wr)] andwe — [G(wea), G'(weg)] are indistin-
guishable random variables; moreoverif5 : strings — strings are functions
that preserve: (i.,eao F = ao G andf o F' =~ 5o G wheneverl' ~ (), then
wr = [(@ o F)(wr), (8o F)(wr)] andwe — [(@ o G)(we), (8 o G)(we)] are
indistinguishable random variableshf~ G.
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Indistinguishability needs to satisfy some further projesrunder encryption and de-
cryption that we will specify under the definition of encrigst schemes below.

Definition 28 (General Encryption Scheme)An encryption scheme a quadruple
T = ({K;}ier, €, D, ~) where eachiC; is a key-generatior¢ is an encryption,D
decrypts ciphertexts encrypted Byand=: is the indistinguishability defined above.

We require that for any, j € I, the probability distribution ofC; be distinguishable
from any constant istrings, the distributions of; and of K; be distinguishable
wheneveri # j, and also the joint distributior{k, k') be distinguishable from the
distribution (k, k) if k andk’ are independently generateld«— KC;, k' «— K,.

The indistinguishability relations, besides satisfying the properties stated before,
needs to be such that # and G are random variables taking values strings, and
K; is a key-generation such that the distributior{&f, F] is indistinguishable from the
distribution of[/C;, G|, then:

(i) Random variable§ws,wic,w) — &(Ki(wk), F(w))(we) and (we,wi,w)
&(Ki(wk), G(w))(we) are indistinguishable;

(i) (wic,w) — D(Ki(wk), F(w)) and (wx,w) — D(K;(wk), G(w)) are also indis-
tinguishable random variables.

Here the probability over2i, x 2r is the joint probability ofkC; and £, which are
here not necessarily independent. Similarlydar(Note, that ifF" andG are not taking
plaintext values in (i) or ciphertext values in (ii), themgily error message is returned,
this does not jeopardize the definition.)

Example 29 (Computational Indistinguishability and Encryption). The standard
notion of computational indistinguishability of [54], Defiion 9, is a special case of
our general definition of indistinguishability. In this eastrings = ({0,1}*)>* =
strings™. Random variables of computational interest have the férm 2p —
strings™ and have independent components; for a security parameter € N, de-
noting by F, : 2r — strings then’th component ofF’, it is requiredF;, and F;, to
be independent random variables wheneyer 7. Indistinguishability then is phrased
with the ensemble of probability distributions of the compots of the random vari-
ables. Lastly, the computational encryption as we definedDefinition 10 is a special
case of our general definition of encryption schemes.

The simplest example for indistinguishability is that itid®between two random
variables if and only if their distributions are identicglith this indistinguishability
notion, we finish this section by presenting a more detaileth®le for the One-Time
Pad.

Example 30 (Information-Theoretical Equivalence and the Me-Time Pad).Con-
sider strings := {0,1}* with the following pairing function: For any two strings
z,y € strings we can define the pairing of andy as|z,y] := (z,,0,1%) The
number ofl’s at the end indicate how long the second string is in the, paid the)
separates the strings from ths. Let blocks be those strings that end witld0. The
ending is just a tag, it shows that the string is a block.
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Indistinguishability. As we mentioned, let us now call two distributions indistirgi-
able, if they are identical, and denote this relationshy

Key-Generation.In case of the OTP, the length of the encrypting key must match
the length of the plaintext. Thus, we need a separate kegrggan for each length.
That is, for eacln > 3, KC,, is a random variable over some discrete probability field
(£2k,, ,Prc,,) such that its values are equally distributed okeys, = {k | k €
strings, |k| = n, k ends with 010}. Letkeys := [J;” keys,,. Fork € keys, let
core(k) denote the string that we get frotrby cutting the ta@10.

Encryption. Let the domain of the encryption functiobomg, be those elements
(k,x) € keys xstrings, for which|k| = |z|+3, and let€(k, z) := (core(k)®x, 110).

The tagl10 informs us that the string is a ciphertext. Notice that timsrgption is not
probabilistic, henc€(k, x) is not a random variable (that is, it can be considered as a
constant random variable). Notice also, that the tag of thiatext is not dropped, that
part is also encrypted.

Decryption. The decryption functio®(k, x) is defined whenevék| = |z|, and, natu-
rally the value ofD(k, z) is the first|k| — 3 bits of k & «.

5.2 Equivalence of Expressions

In this section, we will use the notions bfocks keys expressionssubexpressions
introduced in Subsection 3.1.

In their treatment, Abadi and Rogaway defined equivalena@xpfessions via re-
placing encryption terms encrypted with non-recoveralelgskin an expression by a
box; two expressions then were said to be equivalent if oheset encryption terms
were replaced by the boxes, the obtaipatternslooked the same up tkey renaming
This method implicitly assumes, that an adversary canrstindjuish any undecrypt-
able terms. However, if we want to allow leakage of partidimation, we need to
modify the notion of equivalence.

Before introducing our notion of equivalence of expressjave postulate an equiv-
alence notion=k on the set of keys, and another equivalereg, on the set ofvalid
encryption terms. The wordalid, defined precisely below, is meant for those encryp-
tion terms (and expressions) that “make sense”. The ecurical on the set of valid
expressions will be defined with the help=sf and=c.

The reason for postulating equivalence on the set of keysiswe want to allow
many key-generation processes in the probabilistic gptihe therefore have to be able
to distinguish formal keys that were generated by diffei@yt-generation processes.
We assume that an equivalence relatiog is given on the set of keys such that each
equivalence class contains infinitely many keys. Qgt,s := Keys/ =x.

Definition 31 (Key-Renaming Function).A bijectiono : Keys — Keysis calledkey-
renaming functiorif o(K) =k K for all K € Keys. For any expressiol/, Mo
denotes the expression obtained framby replacing all occurrences of keys in M

by o(K).
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The seExp is often too big to suit our purposes. For example, sometiweagquire
that certain messages can be encrypted with certain keyswWwaltherefore define that
a set of valid expressions satisfies at least the followiogeities:

Definition 32 (Valid Expressions).A set of valid expressions is a subEep,, of Exp
such that:

(i) all keys and all blocks are contained Exp,,;
(i) if M € Expy, then sulp)) C Exp,, and all possible pairs of elements in i)
are also inExp,,;
(iii) for any key-renaming functioa, M € Exp,, iff Mo € Exp,,.

Given a set of valid expressions, the set of valid encryggoms isEncy := Enc N
Expy,.

Example 33 (Valid Expressions for One-Time Pad)We introduce valid expressions
that are suitable for the formal modeling of the One-TimeiRgdementation discussed
in Example 30. We assume that some length functioikeys — {4,5,...} is given
on the keys symbols. The length of a block is defined(ay := |B| + 3. We add3

to match the length of the tag from Example 30. We define thgtkefunction on any
expression irfExp by induction:

— I((M,N)) := I[(M) + 2(N) + 1,
— I({M}g) = (M) + 3, if {(M) = I(K) — 3, and
—I({M}Yg) = 0, if I(M) # I(K) — 3.

Thevalid expressionare defined as those expressions in which the length of the en-
crypted subexpressions match the length of the encrypéggand, in which no key is
used twice to encrypt. (This latter condition is necessaprévent leaking information
because of the properties of the OTP.) Two keys are said tgigadent according to

=k Iff [ assigns the same length to them. Thus, we define the selidfexpressions

for OTPasExporp = {M € Exp | M’ C M implies{(M’) > 0, and each key
encrypts at most once it }.

Equivalence of valid expressions is meant to incorporaentition of security into
the model: we want two expressions to be equivalent when ltdwythe same to an
adversary. If we think that the encryption is so secure tbapartial information is re-
vealed, then all undecryptable terms should look the sanaa tadversary. If partial
information, say repetition of the encrypting key, or lémgt revealed, then we have
to adjust the notion of equivalence accordingly. We do tlyisnitroducing an equiva-
lence relation on the set of valid encryption terms in ordezapture which ciphertexts
an adversary cannot distinguish; in other words, what alartformation (length, key,
etc...) can an adversary retrieve from the ciphertext.

Definition 34 (Equivalence of Encryption Terms). We assume defined an equiva-
lence relation=¢ on the set of valid encryption terms, with the property tloatany
M, N € Ency and key-renaming function, M =¢ N ifand only if Mo =¢ No.

Let Ogne := EnCV/Ec.
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Since we required that/ =¢ N € Ency, ifand only if Mo =¢ No whenever is a
key-renaming functiony induces a renaming o8gnc, which we also denote hy.

Example 35 (Length-Revealing)Using the length-function of Definition 19, we can
consider encrypted terms to be indistinguishable for aresdry if and only if the en-
crypted messages have the same length. For this case, we #efigo that it equates
encryption terms with the same length, that{d8/}x =1 {M'}x if and only if
(M) = ¢(M'") (where we useet; to denote this particular equivalence). An element
of Qgnec = Encv/ =, contains all encryption terms for which the encrypted mgssa
has a specific length.

Example 36 (Which-Key Revealing)We can also consider the situation when an ad-
versary can recognize that two encryption terms were enedywith different keys.
For this case, we need to defiag; (which we denote now withes) so that two en-
cryption terms are equivalent if and only if they are encegbtith the same key, that
is,{M}k =2 {M'} g ifand only if K = K’.

Example 37 (One-Time Pad)As in the previous cases, we must find a suitable equiv-
alence relation for formal expressions. One possibilitypitabel boxes again with the
encrypting keys. Another possibility is to label the boxathvthe length as well. In
the OTP scheme, the key reveals the length of the ciphebetrefore, we can use
the first, that is a simpler possibility. For this case, werdefsc (which we denote
now with =orp) so that two encryption terms are equivalent if and only dytlare
encrypted with the same key, that {S\/ } k =orp {M'}k ifand only if K = K'.
This is almost the same as the which-key revealing case peficat the set of valid
expressions is different.

Definition 38 (Formal Logic of Symmetric Encryption). A formal logic for symmet-
ric encryption is a tripleA = (Exp,,, =k, =c) WhereExp,, is a set of valid expres-
sions, =k is an equivalence relation oeys, and=¢ is an equivalence relation on
Ency. We require the elements Qkeys to be infinite sets, and that for any key renam-
ing functione relative to Okeys,

(i) if M € Exp, thenM € Exp,, if and only if Mo € Exp,;
(iiy if M, N € Ency, thenM =¢ N ifandonly if Mo =¢ No;
(iii) replacing an encryption term within a valid expressiovith another equivalent
valid encryption term results in a valid expression.

To define the equivalence of expressions, we first assignctoedid expression an
element in the set gfatterns Pat, defined the following way:

Definition 39 (Pattern). We define the set gfatternsPat, by the grammar:
Pat ::= Keys | Blocks | (Pat, Pat) | {Pat}keys | Jogn

The pattern of a valid expressialf, denoted by pattefid/), is derived fromM by
replacing each undecryptable terfd/’} x T M (K ¢ R-Key$M)) by O, (a7} )
whereu({M'} k) € Qenc denotes the equivalence class containfid’} x .
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Definition 40 (Equivalence of Expressions)e say that two valid expressiohsand

N are equivalentdenoted byl = N, if there exists a key-renaming functiersuch
that patter{M) = patternf No). For a pattern@, Qo denotes the pattern obtained by
renaming all the keys and the box-indexes (which are egema classes iQgpc) in

Q with o.

Example 41 (Which-Key Revealing and One-Time Pad)ln the case when the el-
ements ofQgpc contain encryption terms encrypted with the same key, Exaid,
there is a one-to-one correspondence betw@gn andKeys, and therefore we can
index the boxes with keys instead of the element@gn.: Ok, K € Keys. If

N = ({0} ks, { K2} ey )s (B7, { ({101} e, { K8} 15) o5 )y { K5} 7)),

the pattern according to the above definition is

patterrb(N) - (({O}st DKI)’ ((K7a {(DKm {KS}K5)}K5)7 {K5}K7))'

Then, two expressions are equivalent, if their patternsrglyy pattern, are the same
up to key renaming. Le¥, denote this equivalence d&xp. The pattern for OTP is the
same agattern,, except that it is defined on the set of valid expression from@nk

ple 33. We denote it bpatternyp, and the resulting equivalence of valid expressions
by =ortp.

Example 42 (Length Revealing)For the case of length revealing, boxes can be in-
dexed by the formal length, and two boxes are identical i inelex is the same. That
is, the pattern ofV in the previous example is

pattern (V) = (({0} ks, De(rer))s (K7, {(Terony, { Kstres) Y s ) { K5 k7)),

and two expressions are equivalent if and only if their pate@utside the boxes are
the same, up to key renaming, and the boxes in the correspppthices are equal
according to the lengths. Let; denote this definition of equivalence &xp.

Proper Equivalence of Cipherdn order to be able to prove soundness and complete-
ness we need to have some restrictionssgn The condition that we found the most
natural for our purposes is callpdoper equivalencand is defined next. This condition

is enough for both soundness and completeness.

Definition 43 (Proper Equivalence of Ciphers).We say that an equivalence relation
=c onEncy, is proper, if for any finite set of keys if . € Qg cONtains an encryption
term{ N} x with K ¢ S, theny also contains an eleme6tsuch that Keyg>) NS = 0,
andK IZ C.

In other words, for any finite set of keys if the equivalence clagscontains an element
{N}k forsomeK notin S, thenitis possible to find ip another representativesuch
that no keys of” are inS, and K appears irC at most as an encrypting key. This way,
fixing a set of keysS, one can obtain representatives for all classes that doomb&in
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keys fromS. In particular this implies that if: has infinitely many encrypting keys, that
is, the set

Hrey == {K € Keys| there is a valid expressialf such thaf M} x € u}

is infinite, then there is an elementjinin which no keys front' U { K’} appear. In fact,
we show in Proposition 46 that the cardinality of the g, is either 1 oro.

Example 44 (Which-Key Revealing)Relation=, of Example 36i(e two ciphers are
equivalent iff they have the same encrypting key) is clegrigper. If {M}x € u,

K ¢ S, thenC = {K'}x works for anyK’ ¢ S; there is such &, since we
assumed that there are infinitely many keys. Choo6ing {B}x (B € Blocks) also
works sinceBlocks is not empty. The same is true for OTP, but we have to require
LK) =¢(K) - 3.

Example 45 (Length Revealing).Relation=; of Example 35 itetwo ciphers are

equivalent if and only if the encrypted messages have the samgth) is clearly proper.
If {M}x € u, K ¢ S, then a good choice i§ = {M'} x whereM’ is constructed by

assigning to each key ih/ different from K, a new keyK’ not in S. We can do this

since we assumed that there are infinitely many keys. Theoe $iey renaming does
not change the lengtli(A) = ¢(M'), and hence properness follows.

The following propositions will be useful for proving our meral soundness and
completeness results.

Proposition 46. LetA = (Exp,,, =k, =c) be such that=c is proper. The equivalence
relation =¢ is such that for any equivalence clagss Qgnc, ey has either one, or
infinitely many elements. Moreovergifis a key renaming that does nothing else but
switches two keys; and Lo, then{M} 0 =c {M} aslong asL # Li, L, when
IW({M}L)key| = 1.

Proof. Let € Qenc, and assume that there are more than one encrypting keys,in
that is, there are at least two different keysand L; such that{ M}, {M}r, € u
for some valid expression® and M;. Since=c is proper and{M; }., € p, if we
considerS = {L} (L, # LthusL; ¢ S) thenu has an element of the forgm\/’} 1,

in which no key ofS appears and in which; may only appear as an encrypting key.
Therefore, we have that

L ¢ Keyg{M'} ). (1)

Since we assumed that each equivalence clagdis contains infinitely many ele-
ments (recall Definition 38), there is a ké&y # L such thatk = L, and

K ¢ Keyg{M}.) U Keys{M'}L/). (@)

Definingo to do nothing else but to switch the keiSand L, we have tha{ M} .o =
{Mo}k and (by (1) and (2)XM'}.0c = {M'}.,. By construction, we also have
that{M}, =c {M'}. which implies by Definition 34 thafM } .0 =c {M'} 0.
Merging these three results we obtain by transitiity/c} x =c {M’}./. Since
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{M'}r, € p, it must hold that{ Mo}k € p. Therefore, there are infinitely many
encrypting keys inu since there are infinitely many choices ffor

For the second part of the proof, suppose thas a key-renaming function that
only switches the values aof, and L.. If {M}, is an encryption term such that
|u({M}L)key| = 1, and Ly, Lo are such thafl. # Li, Ly, then using properness
andS = {Li, Lo}, there is an encryption terf@ =¢ {M}, such thatkeygC) N
{L1,L2} =0.ThenCo = C,and{M},0 =c Co =C =c {M}.

For the other case, whép({M} 1 )key| = oo, consider a new termiM’};, =c
{M} suchthatl’ ¢ {L, Ly, L2}. Applying the same reasoning as above we obtain
{M’}L/O‘ =C {M/}L/, and{M}La =C {M/}L/O’ =C {M/}L/ =C {M}L O

Proposition 47. Let A = (Exp,,, =k, =c) be such that=c is proper. Ifo is a key-
renaming function (relative teek ), then for any € Qenc, |ftkey| = [0 (1) key -

Proof. If |ukey| = o0, then|o(u)key| = o0, since foranfM}x € pu, {M}xo =
{Mo}, k) € o(p). Sinceo is a bijection, and since any contains either only one or
infinitely many elements, the claim follows. a

The next proposition states that if an equivalence relatignis proper, then given
a set of valid cipher§{N;}r,}" ,, corresponding to equivalence clasggs. .., 1
(eventually repeated), such that none of ihe are inS, then it is possible to choose a
representative of eagh;, denoted byC;, such that no key of occurs in anyC}, the
L;s occur at the most as encrypting keys in€ljs, and no key occurs in tw@;s unless
the corresponding two equivalence classes both have the, samgle, encrypting key.
Intuitively, one can construct a representative for eaelsthat is independent of the
representatives of all the other classes (except the case tivre is a single encrypting
key in the class), and at the same time independefit of

Proposition 48. Let A = (Exp,,, =k, =c) be such that=c is proper, and lett =
{{Ni}r,}, be a set of valid ciphers. Let,, ..., u,, denote the equivalence-classes
of all elements i€ with respect teec.

If S'is a finite set of keys such that ¢ S for all ¢ < n, then for eacly; there is
an element; € p; such that

(i) KeygC;)NS =0,
(i) L; Z Cjforallie {1,...,n}, and
(iii) if p; = pi, thenC; = Cy;if p; # i, then Key&C;) N KeygC;) # 0 if and only
if (1) key = (1i)key = {I} for some keyk. In this case Key&”;) N KeygC;) =
{K}, K Z Cj, and K Z Cl

Proof. Proof goes by induction. The statement is clearly true i 1, since=c¢ is
proper. Suppose itis true far— 1. Let{ N1} 1,, { N2} Lo, .., {Nn} 1, be valid expres-
sions, and lefS be a set of keys such that ¢ S. Without loss of generality, we can
assume, that the numbering is such that there is Br< [ < n, such that

1 ifj <l
oo ifj > 1.

(5l =



30

Case 1:Let us first assume that= n and that there isam € {1,...,n—1} such that
L,, = L,,. Since the statement is assumed to be true:fer1, we can choosé€’; for

j < n — 1 such that conditions (i), (ii), (iii) hold for thesgC; ;1;11 andS. If p, = p;
for somej < n — 1, then there is nothing to prove,, = C; has already been chosen.
If there is no sucly, then consider

Sp_1:= ((O Keys(C]) U O{LZ}) \{Ln}) us

GivenS,,_; and{N,} ., according to the assumption of propernessef, there is a
C € p, suchthakeysC)NS,_1 =0 andL,, IZ C. Letus defing’,, := C. Condition
(i) follows from the fact thakeySC) N S,,—; = @ andS C S,,_4; (i) is true, since for
all j <n—1(a)L, Z C; by the induction hypothesis (IH); (1),, Z C; because we
assumed that,, = L,,; and (c)L; Z C; fori < n — 1 also by IH. Forj = n we have
C; = C, = C hence (d)L,, = L, Z C by construction ofC’; and (e)L; Z C for
1 <n — 1andi # m, because eithet; = L,, Z C by the previous case dr; # L,
and in this case, by construction@f KeygC)N S, 1 = P andL; € S,,_;. Finally, for
case (iii) we have by construction 6fthatKeygC) N S,,—1 = () hence forj < n — 1,
K € KeygC;) N Key4C) implies thatK = L,,; but we have just proved in (ii) that
L, Z C; andL,, Z C hence bothC; andC are of the form{-}, . Finally, since
I =n, we have thal(i; )key| = [(tin)key| = 1, hence(i; )xey = (tn)xey = {Ln}. The
converse is immediate. The caisg < n — 1 follow immediately by IH.

Case 2:Suppose now that= n butthereisnon € {1,...,n—1} suchthat,, = L,,.
We have tha{ {N;}z,}/-}' andS’ := S U {L,} satisfy the conditions of the IH. We
can then choos€’; for j < n — 1 such that conditions (i), (ii), (i) hold replacing
by S’. Again, if 1, = p; for somej < n — 1, thenC,, = C; has already been chosen.
Condition (i) follows becaus&eyC;) N S C KeygC;) NS’ = 0 by IH; (i) holds
because forall <n—1(a)L, Z C; because by IH we haweysC;)N(SU{L,}) =
0;and (b)L; Z C; fori < n—1by IH. Forj = nwe haveC,, = C}, forsomek < n—1
hence (c)L,, £ C,, = C} because of case (b);and @) Z C,, = Crfori <n —1
also by IH. Finally (iii) follows from IH becausg,, = 1; for somej <n — 1.

If there is no sucly, then consider

We should first notice thak,, ¢ S,—i: by IH, KeygC;) N S" = Key4C;) N (S U
{L,}) = 0forj <n —1; by hypothesid.,, # L,, for m < n — 1, and by hypothesis
of the proposition.,, & S.

GivensS,,_; and{N,},, according to the assumption of propernessef, there
isaC € p, such thatkeysC) N S,—; = D andLL,, Z C. Let us defineC,, := C.
Condition (i) follows from the fact thakeysC) N S,—1 = 0 andS C S,,_1; (i) is
true, since foralj < n — 1 (a) L,, £ C; because by IHKeysC;) N (SU{L,}) = 0;
and (b)L; Z C; fori < n — 1 also by IH. Forj = n we haveC,, = C hence (c)
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L, Z C by construction ofC; and (d)L; Z C fori < n — 1 becausd.; € S, _1
and by construction of’, KeygC) N S,,_; = (. Finally, (iii) follows as well, because
by construction of”, KeygC) N S,,_1 = 0 impliesKeygC') N KeygC;) = 0 for all

j <n—1.Thecases,j < n — 1follow immediately by IH.

Case 3: Suppose now thdt < n and that there is am € {1,...,n — 1} such that
L, = Ly,. Select{ N, }r. suchtha{ N/}, =c {N,}r, andL; & {L;}}_,. Thisis
possible since in this case we have tfiat, )xey | = .

One now has that{ NV, } 1., ?:_llu{N,’l}L% andS’ := SU{L! } satisfy the conditions
of the IH and the result follows similarly to the previouseas

Case 4:Suppose now thdt< n butthereisnon € {1,...,n—1} suchthat.,, = L,,.
Again,{{N;}1,}'=' andS’ := SU{L,} satisfy the conditions of the IH and the result
follows similarly to Case 2. a

Given set& and S as in the conditions of the proposition, |et¢) denote the set
of equivalence classes of the elementg iand letR (¢, S) denote the nonempty set

o Cy, € v, and{C, },¢,(¢) andsS satisfy conditions
R(E, ) = {{C”}"EMQ (i), (ii), and (iii) of Proposition 48

We will need the following proposition for the general coetghess theorem. For

f € Qenc, let [[pneyll = ey If |pikey| = 1, and||peyl| = 0 if |pkey| = oo (by
Proposition 46, the only possible cases).

Proposition 49. Let A = (Exp,,, =k, =c) be such that=c is proper,S, U finite sets
of keys, and” = { M}, an encryption term such that Kéys) N S = ). Then, for any
key-renaming function, there is a key-renaming functieri such that:

(i) o' istheidentity map o'\ ||1(Co)keyll;
(i) o' (KeygC) \ [|1(C)reyl) N (SUU) =0
(i) Co =c Co’;and
(iv) ¢’ changes only finitely many keys.

Proof. Let S = S\ ||u(Co)rey| and S” be a set of keys such that each equiv-
alence class ofk has the same number of elementsShand S” (possible be-
cause we required each class to have an infinite number o} leeysS” N (5" U
KeygC) U KeygCo)) = 0. Let o1 be a key-renaming function that switches the
keys of S’ andS” and leaves all other keys unchanged. ketbe defined by cases:
if |u(Co)keyll = {o(L)}, let oo be the same as on KeygC'), map elements of
KeygCo) \ Keyg(C) bijectively toKeyg(C) \ KeygCo), and be the identity map else-
where; if | u(Co)key || = 0, leto, be the same as above except ihatl) is defined to
be any keyK’ ¢ 5" U S” U Key4C) UKeygCo), o2(K') = L andoz(o(L)) = (L)
(these last two fos, to remain a bijection). In either casg is the identity map oi$”.

Leto” = 01_1 o 09 o o1. Then,o; first maps all elements &8’ onto S, which
are then unchanged by, and finally they are mapped back & by o;*. Hence
Condition (i) holds fors”.

Let us now prove that” satisfies Condition (iii), that iV'c =c Co”.
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1. SinceKeyg () is disjoint from bothS’” and.S” we have that is the identity map
onKeyg (), thereforers (o1 (K)) = o2(K) forall K € KeygC).

(@) If |u(Co)eyll # 0, thenoy(K) = o(K) for all K € KeygC), hence
o2(01(K)) = 02(K) = o(K) forall K € KeygC'). HenceCo05 = Co.

(0) If |u(Co)keyl] = 0, thenoo(K) = o(K) for all K € KeygC) \ {L}.
Let us definep that switches keyd<’ and o(L), and is the identity else-
where. By Proposition 46 0102p =c Coi0s. Let K € KeygC). If K =
L, thenp(oa(o1(L))) = p(oz(L)) = p(K') = o(L). If K # L, then
ploa(01(K))) = plo2(K)) = p(o(K)) = o(K) sinceo(K) ¢ {K',o(L)}.
HenceCoi02p = Co and by transitivity we obtait’'c =¢ Coyos.

In both cases we obtaific =c Coy102(= {Mo2}4,(1))-

2. By properness ofc andoy(L) ¢ S’ U S”, there is an encryption ter@’ =c¢

Coy05 such thakeygC') N (S’ U S”) = (). Therefore’ = C'o; .

3. Finally, by definition of=c and 2 we also have that'o; ' =c Coy090; ! and so

Co=c Coioy =c C' =c 0/0‘1_1 =c 0010201—1 = C'¢” by definition ofs”.

Condition (iv) holds trivially from the way we constructed.

Finally, we construct’ from " such that’ (KeygC) \ || w(C) ey ||) N (SUT) = 0.
We show that this construction carries the propertiesiiij) and (iv) of ¢’ over too’.

If for all K € KeygC) \ [|u(C)rey| We have that” (K) ¢ (S U U), then let
o’ = ¢”. Obviously thiss’ satisfies Conditions (i)-(iv).

If there is aK € KeygC) \ ||u(C)ey | such thav” (K) = K" € (SUU), then
pick anyL; =k K, such thatl, ¢ (SUU U S” UKeygC)) ando”(L2) = Lo, that
is, Ly is a key that was never used before. It is possible to chhgses all these sets
are finite. Letp be a key-renaming function that switchkg and K and consider the
substitutionps” = ¢ o p. This substitution is equal t8” except for the values given
to L, and K. Let us prove Conditions (i)-(iv) fopcs” .

To prove (i) note thafs ¢ S 2 S, andK € Keyq(C'), butKeygC) NS = 0.
For all other keyspo” is equal too” that is the identity inS’. For (ii) we have by
Proposition 46 thaf’p =c C henceCpo” =¢ Co” =c Co. Note that if| ;1(C)key | =
1, then ||u(Ckeyll = {L}, S0 K # L by hypothesis and; # L € KeygC) by
construction. It is obvious that”" only changes finitely many keys && does. Finally,
(po") (KeySC) \ [|1(Crey ) N (S UT) € 0 (Key(C) \ [1(Cey[)) N (S UT)
we removed one key from the intersectief{(p(K)) = Ly ¢ (SUU).

Define then the new” aspc” and iterate this procedure until all coincidences with
(S U U) are removed. At each step one key is removed from the intégoeed his
procedure terminates &y C) is finite and then the resulting renaming function is
the desired’ as it satisfies Conditions (i)-(iv). O

One may ask if we can make identity in all S. However, that is not possible
wheno(L) € S and|u(Co)key| = 1. As an example, consider the relatier of
Example 36 (two terms are equivalent if and only if they hdwe $ame encrypting
key),S = {L1}, andC = {M} . Given the substitution that switched. andL; one
will never be able to create’ such thatCo = {Mo}., =c Co’ because one will
always need’(L) = L, to obtain the equivalence. This problem does not occur when
|1(Co)rey| = oo because we have an infinite number of keys to map the encgyptin
key L.
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5.3 Interpretation

To each valid formal expressia¥l, the interpretation assigns a random variai(é/)
taking values irstrings. We do not give one specific interpretation function though,
we will just say that a functio® is an interpretation if it satisfies certain properties.
We assume, that a functiahis fixed in advance, which assigns to each formal key a
key-generation algorithm. ip(B) € strings (constant random variable) is given for
blocks, then, the rest df is determined the following way: First, run the key-genierat
algorithm assigned by for each key irKeyg M ). Then, using the outputs of these key-
generations, translate the formal expressions accorditigetfollowing rules: For each
key, use the output of the corresponding key-generatiorblécks, just us@(B). For
each pair, apply-, -] to the interpretations of the expressions inside the forpadl
For each formal encryption, run the encryption algorithimgshe key string that was
output by the key generation, on the interpretation of threnfd expression inside the
formal encryption. The randomness ®{A/) comes from the initial key-generation,
and from running the encryption algorithm independentlgrgwime you encounter a
formal encryption. The precise definition is quite techhéa given in Definition 51,
but it is probably clear enough from the following example:

Example 50. For M = (({0} k.4, K5), { K10} k5 ), the interpretation i€ (M) : (2 x
Qg) X (Q¢(K5) X Q¢(K10)) — strings, Wher@(M)(wl,wg,wg,w4) is

[[E(P(K10)(wa), P(0))(w1), p(K5) (w3)], E(¢(K5)(ws), p(K10)(wa))(w2)].

There are four instances of randomness, two coming fromehergtion of keys by the
key-generation algorithm (fak’s and for K;,), and the other two from the encryptions
{0}y, and{ K10} -

Definition 51 (Interpretation of Formal Expressions).LetIT = ({K;}icr, &, D, =)

be a general symmetric encryption scheme, Witfx,, Pri; ) }icr denoting the prob-
ability fields for key generation, and witlf2¢, Pr¢) denoting the probability field for
the randomness of encryption. LEExp,, be a set of valid expressions. For each valid
expression\/, let the probability spacéf2,,, Pry,) be defined recursively as

(2, Pri) == ({wo}, 1{w,}) for K € Keys,

(2B, PrB) := ({wo}, 14u,}) for B € Blocks,

(20a1,3), P (ar,v)) = (20 X 2N, Pryy @ Pry);

(Q{IL[}KaPr{Ib[}K)- (_QgXQM,PI‘gQ@PI“]u).
Where ({wo}, 14.,}) is just the trivial probability-space with one elementamest,
wp only; the tensor product stands for the product probahil8yppose that a function
¢ : Keys — {K;}ic1 is given assigning abstract keys to key generation algorithsuch
thatp(K) = ¢(K') ifand only if K =g K'. Lete: {1,...,|Key§M)|} — KeygM)
be a bijection enumerating the keys in Kgys). Let

(QKeys(M)aPrKeys(M)) =
(2p0.0y) % -+ X Lou(ikeymn)))s Proqi)) @ - @ Pro((keygmn))) )-
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The function M, M") — (Pnr(M') : x5 X (2xeyqary — strings) defined whenever
M’ C M, is calledan interpreting functionf it satisfies the following properties:

& (B)(wo,w) = ®n(B)(wp,w’) for all M, N valid expressionsB € Blocks,
B T M,B C N, and arbitraryw € keyqnry, W' € fkeygn). LELP(B) :=
@1 (B).

Pt (K)(wo, (w1, -, wikeygan)|)) = O(K)(w,-1(x)) for K € Keyg M), withw; €
24

diM((J\jl’ MM (W, w"),w) = [Py (M) (W' w), Py (M) (w"”,w)] forall v €
Oy w" € Qe andw € QKeys(M) if (M/,M”) C M.

Py ({M'} k) (we,w'),w) = E(Pp (K)(wo,w), Par (M) (w',w))(we) forall w’ €
Qrpywe € D, w € QKeys{M) if {M/}K C M.

Letd(M) := &y (M), and let[M]4 denote the distribution ab(M).

Clearly, the definition is not necessarily well-defined detirg on whaDomg is. We
simply assume, thdomyg is such that this does not cause a problem, (another possibil
ity is to restrict the set of valid expressions to those eleor which the interpretation

is well-defined).

Example 52 (Interpretation for Computational Systems).We discussed the inter-
pretation for computational systems in Section 3.4. Therétlym there includes boxes,
which should be left out for now, and what remains is a spemak of the general
interpretation presented here, with the consideratiolisxample 29.

Example 53 (Interpretation for One-Time Pad). The interpretation of the valid ex-
pressions that we gave in Example 33 for the OTP is definedasignto the computa-
tional case, with some minor changes regarding the tagdithganessages. Also, there
is no security parameter in this encryption scheme, so teegretation outputs a single
random variable for each formal expression (rather thamayaf such variables). We
present here the full algorithm:

algorithm INTERPRETATIONyTp (M)
for K € KeygM) do7(K) +— Kk
y +— CONVERT op (M)
return y

algorithm CONVERToTp (V)
if N = K whereK € Keys then
return 7(K)
if N = B whereB € Blocks then
return (B, 100)
if N = (Nl,Ng) then
return [CONVERTOTP (Nl), CONVERToTp (NQ)]
if N ={N:}xk then
return (£(7(K), CONVERT orp(N1)), 110)
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5.4 Soundness

An interpretation assigns a random variab(@/) (and the distributiofiM] ¢ of (M)

to a formal valid expressiof/. On the set of valid expressions the equivalece
equates expressions that a formal adversary supposedigtadistinguish, whereas the
equivalencex equates random variables (and distributions) that a pitistabadver-
sary is not supposed to be able to distinguish. The questjdroiv the formal and the
probabilistic equivalence are related through the inttgiron. We say that soundness
holds if M = N implies[M]s ~ [N]s, whereas we say that completeness holds if
[M]s =~ [N]s impliesM = N.

The key to a soundness theorem is to have enough boxes infingiole of for-
mal equivalencei,e., there should be enough elementdga,.. It is clear that in the
extreme case, when the equivalence on encryption terras,is defined so that two
encryption terms are equivalent iff they are the same, soesslholds trivially for all
interpretations; but this would be completely impractidassumes a formal adversary
that can see everything inside every encryption. It is alsmédiate, that if soundness
holds with a giver=c (and a given interpretation), amel, is such that for any two en-
cryption termsM andN, M = N impliesM =¢ N (i.e=¢ has more boxes), then,
keeping the same interpretation, soundness holds witheive=tg. as well. Hence, in a
concrete situation, the aim is to introduce enough boxeslhgese soundness, but not
too many, to sustain practicality. One way to avoid havirgrteany boxes is to require
at the same time completeness: we will see later, that dbtaocompleteness requires
that we do not have too many boxes.

The following theorem claims the equivalence of two cordis. It is almost trivial
that condition (i) implies condition (ii). The claim that)(implies (i) can be summarized
the following way: if soundness holds for pairs of valid exgsions\/’ and N’ with a
special relation between them (described in (ii)), themsimess holds for all expres-
sions (provided that they do not have encryption cyclesptiher words, ifAf” =~ N’
implies[M']¢ ~ [N']¢ for certain specified paird/’ and N’, thenM = N implies
[M]s =~ [N]e for any two pairs of valid expressiodd andN. The relation between
M’ and N’ is that N’ is obtained from\M/’ via substitution of all undecryptable terms
(that are encrypted with some k&) by the representative of its equivalence class.

For definition of key cycles anB-Keys see Section 3.2R(¢, S), is defined in
Section 5.2. Given an encryption tefV } i, we denote by.({ N} ) its equivalence
class and by, (v} ) @ representative of its class.

Theorem 54 (Soundness)let A = (Exp,, =k, =c) be a formal logic for symmet-
ric encryption such that=c is proper and for each\/ € Exp,,, B-Key$M) is not
cyclicin M. LetIT = ({K;}ier, €, D, ~) be a general encryption scheme, ahidcn
interpretation ofExp,, in II. The following conditions are equivalent:

(i) Soundness holds fa@r: M = N, implies®¢(M) ~ $(N).

(i) For any set of valid encryption term®& = {{N;}.,}" ,, and finite set of keyS
such thatL; ¢ S (i € {1,...,n}), there is an elementC. }, ¢, ) of R(C,S)
such that the followings hold:
if {{Nij}K}i,zl C ¢ andM € Exp,, are such that

LNy, {Niy b ey - {Ni }xk & M,
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2. K does not occur anywhere else/i,
3. if{Mi} € vis (M) butL ¢ R-Key$M), then{ M, }1, € CU{C,}oep(e),
4. R-Key$M) C S.
then, if we denote by/’ the expression obtained froid by replacing each Ny, } x
with Cu({ny, yic)r We have thafM]s ~ [M']s.

Proof. The proof of this theorem is motivated by the soundness pnd8i. The idea of
the proof is the following: starting from two acyclic expsgnsMy = M = N = Ny,
we create expressiondy, ..., M, and Ny, ..., Ny such thatM,, ; is obtained from
M; via a replacement of encryption terms as described in condji). Acyclicity en-
sures that the encrypting key of the replaced encryptiangevill not occur anywhere
else. Similarly forN,., andN;. We do this so thad/, and N, will differ only by key
renaming. Then, by condition (ii,M;+1]s ~ [M:]s, and[N;+1]e =~ [N;]s. But,
[Mp]e = [Ny]s, and therefore the theorem follows.

Now in detail. Condition (ii) follows from (i) easily: For eyrset{Cu({Nij}K)}ﬁ:l
provided by Proposition 48, the encrypting key(d,j({Nij}K) is not contained inS
hence it is not a recoverable key bf. Therefore, while computing the pattern &af,

Cu(dNi, i) will be replaced by the bomﬂ({Nij}K), which is the same box as the one

that replaceg V;, } x in M when the pattern of/ is computed. Hencé/ = M’, and
therefore, since soundness is assumed,Bxi@y$1/’) is not cyclic inM’, we have
that[M]e ~ [M']s.

In order to prove that (i) follows from (i), consider two egalent valid expressions
M and N, such thatM = N. Then, by definition, there exists a bijectioron Keys
(preserving=k) such thatpattern M) = patternfNo). This means that the “boxes”
occurring inpattern M) must occur inpatterni No) and vice-versa. Also, the subex-
pressions opattern(M/) and of pattern(No) outside the boxes must agree as well.
Hence,

R-Key$M) = R-Key$No) = R-Key$N)o.

Let Ly, Lo, ..., Ly (L; # Lj if ¢ # j) denote the keys iB-Keyg/), and letL}, L5,
oo Ly (L} # L% if i # j) denote the keys iB-Keyg N )o. B-Keyg M ) andB-Keyg N)
(and thereforeB-Keyg N o) as well) are not cyclic by hypothesis, so without loss of
generality, we can assume that thes and theLs are numbered in such a way tHat
encryptsL; (respectivelyL; encryptsL’;) only if i < j (for a more detailed argument
about this, see [3]; intuitively this means that those keyB-Keyg /) that are deeper
in M have a higher number.

Consider now the set of expressions that are subexpressiiagrisor N and have
the form{M"} ., or {N'} 1., and also, the sef. Condition (i) then provides a set with
elements of the forrﬁi’u({M/}Li) andC(ny,,)-

Let My = M. Let M, be the expression obtained fralf, by replacing all subex-
pressions inV/, of the form{M'} ., by C,,((a1y, ) given by the assumption. Let then
M;, i > 2, be the expression obtained fralf;_; by replacing all subexpressions in
M, of the form{M'} ., by CH({]\/I/}Li)' We do this for ali < b and it is easy to see
that in M, replacing the subexpressions of the fati 1/}, ) by O, () for all
i, we obtainpattern(1/).
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Note thatinM;_1, L; can only occur as an encrypting key. The reason for this ts tha
if L; is a subexpression dff, then it has to be encrypted with some non-recoverable
key, otherwiseL; would be recoverable; moreover, it has to be encrypted vathes
key in B-Keyg M) because a subexpressionidfis either recoverable or ends up in a
box when we construgiatternM/). Now, the element ilB-Key$ /) that encryptd.;
has to be arl.; with j < 4. But, all subexpressions if/ of the form{M'} . were
already replaced b@u({M/}Lj) when we constructedl/,;. According to the properties
listed in proposition 48[; may only appear imj'“({M/}Lj) as the encrypting key, and
thenL; = L;, a contradiction. Sd; cannot appear ifi/;_; in any other place than an
encrypting key. Observe as well, tHRiKey$M/;) = R-Key$ M ).

From assumption (ii), it follows then th@f/; _1]s ~ [M;]s, foralli, 1 < i <b.
Hence,

[M]s = [Mo]e ~ [M]e. (©)
Carrying out the same process f¥p through(No)o, (No)1, ...,(No)y we arrive at
[(No)le = [(No)ols ~ [(No)p]e- (4)

Since we supposed thaf = N, that is,pattern(M) = patternfNo), and therefore
My, = pattern M) and(No),y = patterniNo), we have

[Mp]e = [(No)y]a- (5)

Then, it is clearly true that
[N]s = [No]e (6)

because permuting the keysi\idoes not have any effect in the distributions. Putting
together Equations (3), (4), (5) and (6) the soundnesstrisiows: [M]s ~ [N]s.
O

Remark 55.The reader might ask why we do not have a similar general émetor key
cycles and KDM-like security. The reason is that this gelssandness theorem tells
us under which conditions the several steps of the AbadiaRag hybrid argument can
be carried out. One of the conditions is that by doing one stepplacement, we must
obtain equivalent interpretations, provided that we haeesppropriate security notion.
However, in our theorem using KDM security to solve the kegley issue, there is
only one step of replacement! All the replacements of ungeable terms are done at
once. Therefore, in a general theorem (without assumingeaifspsecurity level), the
condition of the theorem would have to be exactly what we @aouént to prove, and
that makes no sense.

We illustrate this general theorem by applying it to thretaied examples. First,
we consider encryption schemes which may reveal the lerigitte plaintext, but which
conceal whether or not two ciphertexts were created usiagdme key. In the termi-
nology of Abadi and Rogaway [3] these are known as ‘type-thgption schemes:

Definition 56 (Type-1 Security).LetII = (I, £, D) be symmetric encryption scheme.
We say that the encryption-scheméyige-1 securé no PPT adversanA can distin-
guish the pair of oracle$&(k,-), (K, -)) and (£(k,01')), £(k,0!')) ask and &’ are
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independently generated, that is, for all PPT adversafies
Pr [,k (7)1 ASRDEE () — )
Pr [k 1c(17) s ASGROTDEROD (1) — 1] < g (1)

In this example (which ends with Corollary 58) we use our gahgoundness the-
orem to prove soundness for these schemes.

Example 57 (Type-1 Soundness).et Exp,, be the set of elements il € Exp for
whichB-Keys M) is not cyclic. The equivalence relatien is as in Example 35, which

is proper by Example 45; the equivalence relatigg is trivial here, all keys are equiva-
lent. The elements € Qgnc are in one-to-one correspondence with the possible length,
so the patterns that we obtain this way are the same that weedefi Example 42, and
the equivalence of expressionsis that is defined in the same example. In order to see
that condition (ii) of the general soundness theorem isfadi for type-1, we use the
following equivalent definition of type-1 secure encryptischemes: an encryption-
scheme igype-1 securdéf no PPT adversaryA can distinguish the pair of oracles
(&(k,-,-,0),E(,-,-,0)) and (E(k, -, -, 1),E(k,+,-, 1)) ask andk’ are independently
generated, that is, for dPT adversaried:

Pr |k, k" — K(17) : AS0 08 0) () — 1} -
Pr |k +— K(17): Ag(k""’l)"g(k""’l)(1’7) = 1} < neg (1)

where oracle€€ (k, -, -,0), upon the submission of two messages with equal length en-
crypts the first, while oraclé(k, -, -, 1) encrypts the second.

To show that condition (i) of Theorem 54 holds, we first havetioos€/C, }, ¢ (¢
for a given set = {{N;}r,}7_,. We can choose any famifC, }, ¢, () such that all
the C, are encrypted with the same key, let us callit that is not present in any of
the {N;} ., neither inA{. This is possible because, as it is easy to chegk, = Keys
forall v € Qgne. Then, letM be as in condition (ii) of Theorem 54. We need to show
that if {{Nij}L}ézl C ¢ and if we denote by/’ the expression obtained frofd by
replacing eacq N;, } 1, with Cu({Ni, 3 o) then[M]e =~ [M']¢.

Suppose thdtM]4 % [M']s. This means that there is an adversaihat is able to
distinguish the two distributions, thati& [z «— [M]e, : A(17,z) = 1] — Pr[z +—
[M']s, : A(1",x) = 1] is a non-negligible function of). We will show that this
contradicts type-1 security. To this end, we construct areeghry that can distinguish
between the two pairs of oracles above. This adversary isotlwving probabilistic
algorithm that has access to the oragiendg:

algorithm B/»9 (17, M)
for K € Key§M) \ {L, Lo} do7(K) «— K(17)
y «— CONVERT2(M)
b<+— A(1"7,y)
return b
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algorithm CONVERT2ZN)

if N = K whereK € Keys then
return 7(K)

if N = B whereB € Blocks then
return B

if N = (Ml,Mg) then
x «— CONVERT2(M;)
y «— CONVERT?2(M>)
return [z, y]

if N ={M;}then
x +— CONVERT2(M,)
Y — CONVERTQ(MV) (Where CH({Ml}L) = {Mu}LO)
2+ f(z,y)
return z

if N={M},then
x +— CONVERT2(M,)
y+— g(z, )
return y
x +— CONVERT2(M,)
y «— E(r(K),2)
return y

Note that the algorithm CONVERT2 does almost the same addgbeithm CONVERT
of Figure 1, except that while CONVERT carries out all the essary encryptions,
CONVERT2 makes the oracles carry out the encryptiond.fand L. It is easy to see
that if the pair of oraclesf, g) is (£(k, -, -,0),E(K, -, -,0)), then CONVERT2M ) is a
random sample frorffM | ¢, , whereas if the pair of oracles(§ (%, -,-,1),£(k, -, -, 1)),
then CONVERT2M) is a random sample froffiV']g, . Thus,Pr(k, &' «— KC(17) :
BE(k 0L EKR 00 (17 M) = 1] = Pr[z +— [M]e, : A(1",2) = 1] andPr[k +—
K1y o BERDER D (1 M) = 1] = Prlz +— [M']s, : A(17,2) = 1]. But,
according to our assumptiof)/ ] and[M '] can be distinguished, that By[z +—
[M]p, : A(1",z) = 1] — Prlz +— [M']s, : A(1",z) = 1] is a non-negligible
function ofy and so, there is an advers®y9(17, -) such that

Prlk, k' +— K(17) : BEFrn0.ERn0) (10 ppy = 1]~
Pr[k «— KC(17) : BE(Rn D) ERe D) (10 M) = 1]

is also a non-negligible function of. This implies that our scheme cannot be type-
1 secure, which contradicts the assumption. Hence, we tdwawve[M]s # [M']s
and so condition (ii) of the general soundness theorem iisfigat, which implies that
soundness holds for the type-1 case. To summarize, we haive th

Corollary 58 (Type-1 Soundness)Let IT be a type-1 secure encryption scheme such
that for eachn security parameter, ik, & <— K(17), then|k| = |k’|, and for anym
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plaintext,|E(k, m,w)| = |E(K',m,w")| for all w,w" +— coins. Then, if the length-
function satisfies only the equalities defined in Definiti@nthen for anyM and N
expressions such that B-Kéyg) and B-Key§N) are not cyclic inM and N respec-
tively, M =, N implies[M]¢ =~ [N]s.

Otherwise, for arbitrary length-functioé (that is, one satisfying possible more
equations), if for all pairs of expressiond and NV, ¢(M) = £(N) implies that the
binary length of[M]s, is the same as the binary length [i¥]¢, for each security
parametem, then for anyM and N expressions)M 22 N implies[M]¢ ~ [N]¢.

Having considered the leakage of plaintext-length in tlevijous example, we now
turn to another kind: whether or not two ciphertexts shareya&chemes which conceal
plaintext-length but reveal this information are callegph#-2’ in the terminology of
Abadi and Rogaway, or are ‘message-concealing’ and ‘lengtitealing’ but may be
‘which-key revealing.’ For this type of encryption, no adsary should be able to tell
whether a ciphertext contains a (possibly long) plaintexhe single-bit plaintext O:

Definition 59 (Type-2 Security).LetII = (I, £, D) be symmetric encryption scheme.
We say that the encryption-schemeyige-2 securé no PPT adversanA can distin-
guish the oracle€(k,-) and£(k,0) as k is randomly generated, that is, for all PPT
adversarieA:

Pr [k: Ky ASRD (1) = 1] —Pr [k KAy : AR (17) = 1] < neg (7).

In the next example (which ends with Corollary 62) we applgdiem 54 to type-2
encryption schemes.

Example 60 (Type-2 Soundness).et Exp,, be the set of elements il € Exp for
which B-Keyg A1) is not cyclic; the equivalence relatien; is as in Example 36, which

is proper as shown in Example 44; the equivalence relatigns trivial here, all keys

are equivalent. The elemenisc Qgnc are in one-to-one correspondence with the keys,
so we can safe,. = Keys, and thus the boxes are labeled with keys. The patterns
pattern, and the equivalence of expressieaswere defined in Example 41. Then for a
set¢ = {{N;}r, }I*, asin condition (i) of the Theorem 54, we can take, := {0},

and the condition is satisfied, because the following priviposholds:

Proposition 61. LetM € Exp,, andL € KeysM). Let{M:}r,{M>}r,....{M;}r C
M, be such that thal. does not occur anywhere elsefi. Then, denoting by/’ the
expression that is obtained froid by replacing eacH M/, } 1, that is not contained in
any otherM; (j # i) with {0}, we have thafM]s ~ [M']s whenever the expres-
sions are interpreted with a type-2 encryption scheme.

Proof. We can assume, without loss of generality, thaf;},, is a subexpression of
{M;} only if i < j. Suppose thafM]s % [M']s. This means that there is an
adversany that is able to distinguish the two distributions, thaPi§z «— [M]s, :
A(1", z) = 1]=Prlz <— [M']s, : A(1",z) = 1]is a non-negligible function of. We
will show that this contradicts type-2 security. To this em@ construct an adversary
that can distinguish between oraélé:, -) and€(k, 0). This adversary is the following
probabilistic algorithm that has access to the orgcle



41

algorithm B7 (17, M)
for K € Key§M) \ {L} do7(K) +— K(1")
y +— CONVERT2(M)
b<+— A(1"7,y)
return b

algorithm CONVERT2ZN)

if N = K whereK € Keys then
return 7(K)

if N = B whereB € Blocks then
return B

if N = (Nl,Ng) then
x +— CONVERT2(N)
y +— CONVERT?2(N>)
return [z, y]

if N ={N;}.then
x +— CONVERT2(N,)
y <« f(=)
return y

if N={Ni}x (K # L) then
z +— CONVERT2(N)
y — E(r(K), )
return y

Note that the algorithm CONVERT2 does almost the same addgbeithm CONVERT
of Figure 1, except that while CONVERT carries out all the essary encryptions,
CONVERT2 makes the oracles carry out the encryptiond.fdt is easy to see that if
the oraclef is£(k, -), then CONVERT2M ) is a random sample frofi/] ¢, , whereas
if the oracle is€(k, 0), then CONVERT2M ) is a random sample froff/ [, . Thus,
Pr(k +— K(17) : BE®I)(17, M) = 1] = Prlz +— [M]e, : A(17,2) = 1] and
alsoPrlk +— K(17) : BE®O 1", M) = 1] = Pr[z «— [M']s, : A(1",2) =
1]. But, according to our assumptiofi/]¢ and[M’]¢ can be distinguished, that is,
Prlz «— [M]s, : A(1",z) = 1] — Pr[z <— [M']e, : A(17,2) = 1] is a non-
negligible function ofy and so, there is an adversay (17, -) that can distinguish
the oracle€ (k,-) and&(k,0), for randomly generated keyis This implies that our
scheme cannot be type-2 secure, which contradicts the asisumimHence, we cannot
have[M]s % [M']. O

Hence, condition (ii) of the general soundness theoremtisfigal, which implies that
soundness holds also for the type-2 case.

Corollary 62 (Type-2 Soundness)Let IT be a type-2 secure encryption scheme, and
let M and N be two valid expressions such that B-KgMS and B-Key§N ) are not
cyclicin M and N respectively. Then\/ 22, N implies[M]¢ =~ [N]¢.

In our last example (which ends with Corollary 65) we applyediem 54 to the
One-Time Pad.
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Example 63 (Soundness for One-Time PadYVe have introduced the formalism for
OTP in Examples 30, 33, 37, 41, 44. Then for a&et {{N,},}" , as in condition
(i) of Theorem 54, take®r, := {0%)=3}, _Itis not hard to check that within this
setting, condition (ii) of Theorem 54 is satisfied, whichisiammediate consequence of
the following proposition:

Proposition 64. Let M € Expypp and Ky € Keyg§M). Let{My}x, C M, be such
that that Ky does not occur anywhere else id. Then, denoting by/’ the expres-
sion that is obtained fromd/ by replacing{ My} r, with {0'(50)=3} - “we have that
[M]s ~ [M']s whend is the interpretation for OTP.

Proof. The basic properties of the OTP ensure ®&fM,} ) is evenly distributed
over the set of(Ky) long strings ending with 10, no matter whafl/, is. So the distri-
bution of &({ My} i) agrees with the distribution @ ({0"(%0)=31 ;. ). Also, sinceK

is assumed not to occur anywhere el8g; (K) is independent of the interpretation
of the rest of the expressiall, and thereforep({ My} i,) andd({0"F0) =3} 1. ) are
both independent of the interpretation of the rest of theresgion. Hence, replacing
D({ Mo} k,) With D({0;(c,)—3}7°) will not affect the distribution. O

Hence, condition (ii) of the general soundness theoremtisfigal, which implies
that soundness holds also for the OTP case.

Corollary 65 (OTP Soundness)Let M and N be two valid expressions Bxpop
such that B-Keysl/) and B-Key§N) are not cyclic inM and N respectively. Then,
M ~g7p N implies that[M]4 and[N]s have the same probability distributions.

5.5 Parsing Process

The technique that we present in this section will be veryulge the course of prov-
ing our completeness results. The idea can be summarizedl@sd: given a sample
elementr «— [M]s, x is built from blocks and randomly generated keys which are
paired and encrypted. Some of the keys that were used foyimm whenx was built
might be explicitly contained i, and in this case, using these keys, we can decrypt
those ciphers that were encrypted with these revealed Kagsproblem is though, that
looking atx, it might not be possible to tell where blocks, keys, cipteerd pairs are in
the string of bits, since we did not assume in general thatagestrings as we did for
OTP. However, and we will exploit this fact repeatedly in puoofs, if we know that

x was sampled fronjM ] for a fixed, known expressiof/, then by looking at\/,

we can find inz the locations of blocks, keys, ciphers and pairs, and we tsanteall
from M, where the key decrypting a certain cipher is located. Wegirea machinery
that, using the form of an expressidf, extracts from an: +— [M]4 everything that

is possible via decryption and depairing, and distributesaxtracted elements over a
special Cartesian product of copiessofings.

Throughout this section, we assume given a lagjie- (Exp,,, =k, =c), a general
symmetric encryption schemié = ({K;};c1, €, D, ~), and an interpretatio for I7.
Fori =1,2,let[,];* := 7' o[-,-]~!, where[, -] is the computational pairing, defined
in Section 5.1. Let

EXP ::=strings | (EXP,EXP) | {EXP}simmas

strings
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For example(({a}s, {c}a), (e, {({f}4,{0} )} 1), {f}e)) is an element oEXP if
a,b,c,d, e, f,g € strings.

Definition 66. LetM € Expy, and{L4,..., L, } an enumeration of R-Ke{&/) in the
order they can be recovered. For< i < n, N C M, andy € strings, we define
B strings — EXP, andG M : strings — strings in the following way:

BEMY(p) .= 2 for K € Keys, B MY (z) .= for B € Blocks
BMM M @) = (17 (@) [ D2 @)
, BN-My(D(GEM (y), for K € {L1,...,Li_1},
BN {BrH @ )}, (L 1}
x otherwise

Let BM (z) := B"""*(z), and BM : strings — EXP with BM := BM . The
function B (x) parsesz according toM until everything that can be decrypted with
the keys .y, ..., L;_ is decrypted, and returns an elementofP. This has to reveal
the string corresponding ta;, and letG>:* (x) be such stringB*! parses everything
that is decryptable. If something is not in the domain of tbeesponding operation,
then the algorithm outputs an error messagelet7 (M) be the image oB™ .

The following lemma essentially claims that if the intefjatéon is such that conditions
(i) and (ii) below hold, then for any two valid expressiohs and NV, the distribution
of BM(x), wherez is sampled fronfM]¢ (let BM ([M]4) denote this distribution),
is indistinguishable from the distribution & (y), wherey is sampled from{N]e
whenevefM]s ~ [N]g.

For a functionf on strings, let f([M]s) denote the probability distribution of
f(z) asz is sampled fronfM] .

Lemma 67. Let A = (Exp,,, =k, =c) be a formal logic for symmetric encryption,
and ¢ be an interpretation oExp,, in II = ({K;}icr, €, D, ~). Suppose that this
realization satisfies the following properties for ahy K’, K" € Keys, By # B, €
Blocks, M, M’, N € EXp,:

() no pair of [K]g, [Bi]e, [B2]s, [(M, N)]s, [{M'}k]e are equivalent with re-
spect tox; that is, keys, blocks, pairs, ciphers are distinguishable
(i) If (K, {M}x)]e = [(K",{M'}k)]s, thenK' = K".

Let M and N be two valid formal expressions.[l#/]s ~ [N]s, thenBM = BN and
BY([M]s) ~ BY([N]e).

Proof. We just sketch the proof, a more detailed version can be fauft4]. Let M
and N be expressions such thg¥/]s ~ [N]s. Since we assumed condition (i) and
since the equivalence is assumed to be invariant under depairing, the pairs tleat ar
not encrypted i/ and in N must be in the same positions, and3l = B must
hold. Since these are obtained by repeated applicationeofntrerse of the pairing
function, projecting and coupling3}! ([M]s) ~ BYN([N]s) by our assumptions on
indistinguishability in Section 5.1.
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Let R-Keyg$M) = {Li,..., L.} be an enumeration of all recoverable keys in
M such that they can be recovered in this order. There must lesiagm in the im-
age of B) that corresponds td.;, that gives us the functiog”**. But applying
GL1M to [N]s must also reveal a key becaugé M ([M]s) ~ GLvM([N]s), so
the corresponding entry il must also be a recoverable key; let’s calLit. Clearly,
GLiM — gLi.N_ BM can now be obtained as a compositio3df with a function that
decrypts all entries a8 () (usingGL1-M (z)) that correspond to encryption terms in
M with encrypting keyL,, and further applications of the inverse of pairing, prejec
tion and coupling again. ABM ([M]¢) ~ BN ([N]s), the pairs again must be in the
same positions here, and because of condition (ii) of therhanthose encryptions that
are done withgZ- (z) = GEN () must also be in the same positions. Therefore,
BM = BY andBY ([M]s) ~ BY ([N]s). Then againgZ2™ can be identified, and
anL), € R-Key$N) such thagZ>:™ = GL2:N and so on until all recoverable keys are
recovered and everything that was decryptable has beeygledr a

5.6 Completeness

We finally present our completeness result. First, notettfeatheorem below does not
mention key cycles. Secondly, note that Condition (i) reegiithat different types of
objects, blocks, keys, pairs and encryption terms shouldisi;nguishable to achieve
completeness; this can be ensured by tagging each objdcitaitype, as suggested
in [3]. Thirdly, Condition (ii) (which we callweak confusion-freendds equivalent to
the property of weak key-authenticity introduced by Harahd Gligor [35] in the case
of type-0 schemes. This property essentially means thaygtcg with the wrong key
should be detectable in a probabilistic sense.

The proof consists of two separate parts. In the first, it @shthat conditions (i)
and (i) imply that if M and N are valid expressions arffd{]s ~ [N]s, then there is a
key-renaming functioa, such that apart from the boxes, everything else in the patte
of M andN¢ is the same, and the boxes in the two patterns must be in the sasit
tions. Moreover, condition (iii) implies that picking any® boxes of the pattern ¢f o,
there is a key-renaming functien such that applying it to the indexes of these boxes,
we obtain the corresponding boxes in the patteri/ofThen the theorem follows, if we
can prove that using these pairwise equivalences of box@saw construct &’ that
leaves untouched the recoverable key#vaf (all the keys outside the boxes), and that
maps the indexes of all the boxes/®# into the indexes of the boxes of.

Theorem 68 (Completenesslet A = (Exp,,, =k, =c) be a formal logic for sym-
metric encryption such thatc is proper. Let®d be an interpretation infll =
({K;}ic1,E,D,~). Completeness fap holds, if and only if the following conditions
are satisfied: For anys, K, K" € Keys, By # By € Blocks, M, M', N € Exp,,,

() no pairof [K]g, [Bi]s, [B2]s, [(M, N)]s, [{M'} k/]s is equivalent with respect
to =; that is, keys, blocks, pairs, encryption terms are digtisbable,
(i) if [(K,{M}K)]e =~ [(K",{M'}k/)]s,thenK' = K",
(iii) for any two pairs ({Mi}r,,{M2}r,) and ({Ni}z,,{N2}r,) of valid encryp-
tion terms, we have thdt{Mi},,{Ma}1,)]s =~ [({N1}r;, {N2}1,)]s implies
{Mi}r,, {M2}r,) = ({ N1}, {N2}ry).
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Proof. The only if part is trivial. In order to prove the if part, cadser two expressions
M andN such thafM]s ~ [N]¢. By condition (i) and (ii), Lemma 67 is applicable,
s0,BM([M]4) ~ BN ([N]s), andT (M) = T(N).

In each entry off (M) and7 (), the distribution corresponds either to the inter-
pretation of a key, a block, or an undecryptable ciphergnhe that corresponds to a
box). Naturally, the same blocks must be in the same positiéri (A1) and 7 (V),
using the fact that the distributions Bf ([M]¢) andB™ ([N]4) are indistinguishable
and condition (i). Hence, the patternsiafand N contain the same blocks in the same
positions. Also by indistinguishability d8* ([M]¢) andBY ([N]) and condition (i),
the entries i (M) and7 (N) containing strings sampled from key generation algo-
rithm must be in the same places. Furthermore, the indisishgbility of B ([M]4)
and BV ([N]e) also implies that repetitions of a key generation outcomstroacur
in the same positions of (M) and7 (V). (This is a consequence of the properties of
key-generation stated in Definition 28.) Therefore the keyizols in the patterns af/
and N change together, so it is possible to rename the recovekapteof N (with a
=k preserving functiorr) so that the keys in the pattern &fo are the same as the
keys in the pattern of/.

Finally, indistinguishability of3™ ([M]s) and BY ([N]s) and condition (i) also
imply that undecryptable ciphers occur exactly in the santees of 7 (M) andT (N).
This means that in the patternsiafand N boxes appear in the same positions. This fact
together with the conclusions of the previous paragrapti@aphat, apart from boxes,
everything else in the patterns &f and No must be the same. Replacingwith No,
we can assume from now on that the recoverable key€ ahd M are identical (i.e.
R-Key$M) = R-Key$N)), and that the patterns éf and N are the same.Therefore,
we only have to show that there is a key renamirigat carries the boxes ¥ into the
boxes ofM without changing the recoverable keys.

Suppose that there afeboxes altogether in the pattern 6f (and hence in the
pattern of N). Let {M1}.,, {M2}1,,...,{M;} 1, be thel undecryptable terms i/
that turn into boxes (in\/) and{N1}z;, {N2}ry, ..., {Ni}1; the corresponding un-
decryptable terms iV. We denote byu; andy; the (possibly repeated) equivalence
classes of{ M;}r, and {N;}r;, respectively, with respect tec. Then, as we said
above, we have that farj <1, [({M;}L,,{M;}1,)]le = [{Ni}r;, {N;} ;)]s holds
since BM([M]¢) and BY([N]¢) are indistinguishable, and thus, by condition (iii),
({Mi}r, {M;}1,;) = ({Ni}r;, {N;}1;). By definition of= , there exists a key-
renaming functionr;; such that0,,,,0,,) = (O, (1), Bo,, (v,)), that is, there exists
a key-renaming functios;; such thaju; = o;;(v;) andu; = o, (v;).

What remains to show is that there exists a single key-remgfanctionr that does
not change the recoverable keyshfand N (recall,R-Key$M ) = R-Key$N)), and
that maps the boxes in the pattern/éfinto the corresponding boxes in the pattern of
M.

Firstly, we assumed thatc is proper, therefore, by Proposition 48, eagh of
N has a representativ€; such thatC; does not contain elements BfKeysN) =
R-Key$M'). Moreover, for any two different; andv;, the only common element of
the setKeygC;) andKeygC;) may be the encrypting key, and this only happens if
there is a single encrypting key for all elements/jjnandy;. Note that we us€’; to
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denote the representatives of the equivalence classexigfption terms inV, that is
representatives of;, and not the representatives of equivalence clags¢®{encryp-
tion terms inM. LetU = [J'_ (|| (1 Jkey | U | (¥)xey ||)- (The definition ofi| - || is just
before Proposition 49.)

Now we can define substitutianinductively by first defining a sequenegfor k =
1,...,l. By Proposition 49, considering the séts= ( UﬁZQ(Key&{CZ-) U (1) key ||) U
R-Key$N)) \ (KeySC1) U [|(11)key]l) @andU, and the encryption terr@ it is pos-
sible to modifyoi2 such that thes|, that we get leaves elements 8f untouched,
012 (KeygCi) \ || (¥1)key|]) N (S1UU) = 0, but it still holds that (1) = o12(11) =
w1. Definer; := of,.

For the induction step suppose that we have defipesiich that:

(a) 7 is the identity map orb, = (Uﬁ:kH(Keys(Oi) U || (1 )key ||) U R—Key$N)) \
(Ui, (KeyCi) U [ (e |1));

(6) 7 (UL (KeyCi) \ 10 )eyl)) (U = 0; and
(€) mx(v;) = p; forall i < k.

Clearly,r; satisfies these conditions.

In order to definery1, first check ifCyx11 = C; for somei < k. If so, then
clearly vy = v;, and considering; 1), one obtaingux 1 = oik41) (Vrr1) =
oik+1)(¥i) = pi. Therefore we can defing. 1 = 7, and with thatry, 1 (vxy1) =
Tr+1(Vi) = pi = pr+1. The other conditions follow trivially.

If there is no such, considew 4.1y andUy = Ué:l 71 (KeygC;))UU. By Propo-
sition 49, it is possible to alter, ;.1 into o’ such that:

(i) o’ is the identity map o), = (Ulizl(Keys{Ci) U 7 (KeygC;))) UR-Key$N)) \
(KeyClri1) U [l (1t 1)rey 1)
(ii) o' (KeySCrr1) \ [[(r+1)keyll) N (Sk U Uk) = 0; and
(i) o' (Vis1) = porsr-

Our goal is now to combineg, ando’.

We definer;. 1 to be equal tay on Ule KeygC;), to be equal te’ onKeygC.11),
to map(U;_, 7 (KeysCi)) Uo’ (KeysCrr1))) \ (U, KeysCi) UKeysC11)) bi-
jectively to (Y, KeygCy) UKeygCri1)) \ (UL, 7.(KeyC;)) Uo’ (KeygCi11)))
(this part is not uniquely determined), and to be the idgmtiap everywhere else.

If 7,11 is well defined, then it has the following properties:

(@) 7x+1 isthe identity function inSy 1, sincery, is the identity inSy, o’ is the identity
in S, andSi11 € Sk N Sy;

() 71 (US (KeygCi) \ |(wi)key|)) NU = 0, since for allK € Y, KeygCy),
71 (K) = 7 (K) and by (). (U}, (Key<Ci)\ [| (v )xey|[)) NU = 0, and for al
K € Key{Ch+1), The1(K) = o' (K) and by (i) o’ (KeySCh41) \ [| (V41 ey [[) 0
(Sk UUg) = 0; and

(€) Trt1(vi) = p; foralli < k+ 1 by (c) and (iii).
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We now show that;.;; is a well defined bijection. For that, we have to show that for
any key that is changed by bothando’, thatis, KX € (Uf:1 KeygC;)) NKeygCi11),
we haver,(K) = ¢'(K), and that for the keys that only, or o’ change, that is,
L e (UL, Keyg()) \ KeygCyi1), andL’ € KeygCyi1) \ (UL, KeydC))), we
havery (L) # o'(L').

TakeK € (', KeygCi)) NKeySCyy1). Thenk € KeygCy1) N KeysC;) for
somei < k. By construction of the family’; we have that

(ki )key = (Vidkey = {K} = { L1} = {Li}- )

Then we have that;;,11)(v;) = pi andoy1) (k1) = prr1. Combining these
with (7) and Proposition 47, we obtain that, 1) (K) = L; ando;11)(K) = Ly 1,
hence

L; = Li+1. (8)
Using again (7), Proposition 47, and the fact that;) = p; ando’ (ve41) = pkt1,
one obtains that, (K') = 7(L;) = L; ando’(K) = o'(L},,,) = Li41, which by (8)
imply 7 (K) = L; = Liy1 = o' (K).

Let us now prove the other case.llfe (|J!_, KeySC;)) \ KeygCy11) andL’ €
KeygCir+1) \ (UL, Keyg(;)), then we have to show that (L) # o'(L’). Suppose
the contrarys; (L) = ¢'(L’). SinceL € Ule KeygC;), we haveo’ (L) = 7.(L) €
Uk, and soc’(L’) € (S U Uy). Therefore, (i) gives us that’ ¢ KeygCri1) \
|| (Vk+1)key ||, that by the wayl” was chosen implied’ € ||(vk+1)key ||. Hence

(Vk4+1)key = {L'} andLj, = L". 9)

Using (9), Proposition 47 and the fact thé{ry 1) = 11, One obtaing g1 )key =
{Lks1},ando’ (L) = o' (L}, ) = Lpy1. Hencery, (L) = o' (L') = Ly41 € U which
implies, by (b), that. ¢ Ule(Keys(Ci) \ || (#i)key ||)- This further implies, by the way
we selected., that there is am < k with L € ||(;)key ||, that is,

L = L for somei < k and(v; )key = {L}}. (10)
By (10), Proposition 47, and, (v;) = u;, we obtain that, (L) = 7.(L;) = L;, and so
Lk+1 = O'/(L/) = Tk(L) = Li. (11)

By the definition ofo; (1), we haveo; (1) (vi) = i andoyg1) (Veg1) = gt
Combining these with (10), (9) and Proposition 47 we obthat &;(;,11)(L;) = L;
ando;(41)(Ly ;) = Lgy1. Using (11) and the fact that; ;.1 is a bijection we
obtain

Li=1L,,. (12)

Composing (10), (12) and (9) we obtain that= L; = L), = L', which is a contra-
diction since we have chosdnandZ’ from disjoint sets.

Definer := 7;. This 7 satisfies the required properties, that is, it leaves thewrec
erable keys of\/ and N untouched (as eac$y, is disjoint from them), but it maps the
boxes of the pattern a¥ into the corresponding boxes in the pattern\éf and that is
what we needed to complete the proof. a
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Remark 69.0bserve, that condition (iii) of the theorem is triviallytisfied when there

is only one box, that is, when all encryption terms are edeiMaunder=¢. Also, if
completeness holds for a certain choice=af,, then, if = is such thatM =¢ N
implies M = N—i.ewhen=¢ results fewer boxes—then completeness holds for
= as well. Therefore, we can say, that the key to completesesst io have too many
boxes.

Example 70 (Completeness for Type-1 and Type-2 Encryptionchemes).The com-
pleteness results for type-1 and type-2 encryption schangespecial cases of the pre-
vious theorem, because the formal language we introducettiédse schemes is such
that=c is proper, and the conditions of the theorems are analoggoasndition (i) of
Corollaries 71 and 73 there is only one block, because oerpretation for computa-
tional schemes imply that those are distinguishable.

Corollary 71 (Type-1 Completeness)Let IT be a type-1 secure encryption scheme .
We have that]M]s ~ [N]s impliesM =; N for any pair of expressionsd/ and N

if and only if the following conditions hold: for ank, K’, K" € Keys, B € Blocks,

M, M’ N € Exp,

(i) no pair of [K] ¢, [B]s, [(M, N)]e, [{M'} Kk ]e are equivalent with respect te,
(i) if [(K,{M}r)]e =~ [(K",{M"}k')]s, thenK’ = K", and
(iii) if [{M}k]o =~ [{M'}k/]s thent(M) = £(M").

Condition (iii) above requires that encryption of messagéh different length
should be detectable. Definition Blows that encryptions of messages of different
length may be detected but does not enforce it. That suffaresoundness, but com-
pleteness requires that it should be detectable when ¢@tigrcontain messages of
different lengths. Moreover, there is only hope for comgetss, i is such that it cor-
rectly indicates what expressions have interpretatiorgjafl lengths, and which ones
have differing lengths. I? is such, that is, i¥(M) = ¢(N) if and only if the inter-
pretations ofd and N have equal lengths (up to negligible probability), then eepu
computational condition that implies condition (iii) isettmotion ofstrictly length re-
vealing

Definition 72 (Strictly Length Revealing Scheme)LetIT = (K, £, D) be a symmet-
ric encryption scheme. We say that the encryption-schestadfly length revealingf
it is type-1 secure, but for any natura] there exists a PPT adversafysuch that

Pr [k — K(17) : A (17) = 1] = Pr [k ¢— K(17) : A7 (17) = 1]
is a non-negligible function of.

For type-2 systems, we have the following corollary:

Corollary 73 (Type-2 Completeness)Let /T be a type-2 secure encryption scheme.
We have thafM]s ~ [N]¢ impliesM =, N for any pair of expressiond/ and N

if and only if the following conditions hold: for ank, K’, K" € Keys, B € Blocks,
M,M’',N, N € Exp,
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(i) no pair of [K] s, [Ble, [(M, N)]s, [{M'}k ]e are equivalent with respect te,
(i) if [(K,{M}Kx)]e =~ [(K",{M'}k/)]s, thenK' = K",
(il if [({M}r, {M'}r)lo ~ [{N}rr, {N"} )] thenK" = K.

The conditions of the theorem are similar to the ones forype-l case except for
condition (iii). This condition requires that encryptioithvdifferent keys should be de-
tectable. Definition 5@llowsthat encrypting with different keys may be detectable, but
it does notequireit. That suffices for soundness, but such deteddoequired for com-
pleteness. It is easily shown that condition (iii) is impliey the purely computational
definition of astrictly key revealingencryption scheme:

Definition 74 (Strictly Which-Key Revealing Scheme)Let!T = (K, £, D) be a sym-
metric encryption scheme. We say that the encryption-sefsstrictly key revealingf
it is type-2 secure, but there exists a PPT advergasych that

Pr(k, k' «— K(17) : Af(k,‘),S(k/,‘)(ln) -1
Prlk — K(17) : AZED S0 (17) = 1] < meg (1)
is a non-negligible function of.

Example 75. Suppose we use the KDM secure encryption scheme that welutea
after Definition 16 for interpretation, along with the coet& pairing function defined
in Example 30. It is easy to see that this encryption scherbetts strictly length and
strictly which-key revealing. Then the formal model for &8 systems (boxes indexed
with both length and encrypting key) is not only sound, babalomplete if we use the
following length function defined recursiveli(B) = {|B|}yen, {(K) = {2n}yen,
{(M,N)) :={l(M)y, +2U(N), + 1} pen, {{M } i) :== {{(M),, + 2n}yen. Then we
definel(M) = I(N) to hold iff it there is anyy such that for any; > g, I((M), =
I(N), holds. Conditions (i) and (ii) of the theorem are easily shdw hold as the
distributions of different types cannot be confused, ardcibrrect decrypting key can
easily detected via the appended second part of the key.if@on(ii) holds because of
the way we chose our length function along with the striatlydth and strictly which-
key revealing property.

Example 76 (Completeness for One-Time Pad)he formal logic for OTP that we
presented in Examples 33, 37, 41, 44 is such thgtis proper. Furthermore, condi-
tion (i) of Theorem 68 is satisfied due to the tagging we preskin Example 30.
Condition (ii) is also satisfied because of the tagging: #ason ultimately is that de-
crypting with the wrong key will sometimes result invaliddéngs. Condition (iii) is
also satisfied, since the pairs of encryption terms must beypted with different keys
(in OTP, we cannot use keys twice), and the equivaldii¢e/; } .., {Mz}1,)]s =~
[({N1}ry,{Na}1,)]e implies that the corresponding lengths in the two encryptio
terms must be the sam&{M;}.,) = [({N1}r,) andi({Ma}r,) = [({N2}ry),
which then |mpI|es tha([Dl({Ml}Ll), Dl({lwz}Lz)) = (Dl({Nl}L’l)’ Dl({Nz}Lé))' There-
fore, {Mi}r,, {M2}r,) = ({Ni}r;,{Na}r,). In conclusion, the formal logic we
introduced for our implementation of the OTP is complete.

Corollary 77 (OTP Completeness)LetM andN be two valid expressions EXporp -
If [M]¢ and[N]s have the same probability distributions, thdh ~orp N.
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6 Conclusions and Further Work

We have studied extensions of the Abadi-Rogaway logic astirdjuishability for for-
mal cryptographic expressions, considering and solving pwoblems that were left
uncovered by the original result.

The first uncovered problem is the case of soundness in tisemce of key cycles.
Computational soundness for expressiatithoutkey cycles was proved in Abadi and
Rogaway [3] under the assumption that a computational @tiory scheme satisfies a
strong version of semantic security (type-0). We have amrsid a modification of their
logic in the case of encryption schemes both which-key levgand message-length
revealing. In the presence of key cycles, we have provedhleatomputational sound-
ness property follows from the key-dependent message (KE&dyrity proposed by
Black et al.[19]. We obtain our soundness result by strengthening thepcoational
model rather than weakening the formal model. We have alswislthat the computa-
tional soundness property neither implies nor is impliedyipe-0 security, and thus the
original Abadi-Rogaway result could not have been dematetrfor key cycles using
the security notions described in their work. We refer trees to [4] for a discussion
of soundness in the presence of key cycles for the case oicpkdyt encryption. Sim-
ilarly to the symmetric-key setting, it is shown that souestn follows from (public-)
KDM security, and that soundness does not imply, nor is iegpliy, CCA-2 security.

The other uncovered problem of the original Abadi-Rogavesult addressed in
this paper concerned the possibility of leakage of inforamby an encryption scheme.
As said before, the original result assumed a very strongpmatf security (type-0)
which is not actually achieved by many encryption schemésisTone might won-
der if a similar result might be derived for weaker schemes.hAve showed that for
symmetric encryption, subtle differences between sgcdgfinitions can be faithfully
reflected in the formal symbolic setting. We have introduaegeneral probabilistic
framework which includes both the computational and therimation-theoretic en-
cryption schemes as special cases. We have establishednsssnand completeness
theorems in this general framework, as well as new apptioatio specific settings: an
information-theoretic interpretation of formal express in One-Time Pad, and also
computational interpretations in type-1 (length-reveg)j type-2 (which-key reveal-
ing) and type-3 (which-key and length revealing) encrypsohemes based on compu-
tational complexity.

Our work presents several directions for future reseantlependently of any sound-
ness considerations, several questions about KDM seceritpin unanswered. There
is no known implementation of KDM security in the standarddeipalthough there are
several natural candidates.q., Cramer-Shoup [25]). Conversely, there remains to be
found a naturali(e., non-constructed) example of an encryption scheme whiskdsre
in the sense of type-0 (or CCA-2) but is not KDM-secure. Fertbven the constructed
examples fail to provide KDM security only when presentethvdey cycles of length
1. It may in fact be possible that type-0/CCA-2 security impKDM security when all
key cycles are of length 2 or more.

With regard to soundness in the presence of key cycles, ihsekesirable to ex-
tend our results from the passive-adversary setting tootithe active adversary. Also,
our results do not completely unite the two models. We sha#ttie relationship be-
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tween the formal and computational models requires moretige-0/CCA-2 security.
While it demonstrates that KDM security is also necessamypés not show it to be
sufficient—even when conjoined with CCA-2 security (asyrnmuoesncryption). That
is, this investigation is not complete; it is more than likéflat additional properties will
be revealed as soundness is more fully explored.

Also, one might consider various expansions of the formtingethat would al-
low additional operations such aer, pseudorandom permutations, or exponentiation.
Soundness and completeness of such richer formal settiogkiwof course, need ex-
ploration. In particular, the definition of patterns apetr be rather subtle in such
richer settings. We would also like to understand how outhmes fit with the methods
of [42].

Lastly, one might consider exploring partial leakage in $eéting of asymmetric
encryption. One might also extend our methods and invastifyamal treatment of
other cryptographic primitives. It would be interestingsie if our methods could be
combined with the methods of [11, 22].
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